
 

MPLS VPN  
Design Guidelines 

Overview 
This chapter discusses various design guidelines for the MPLS/VPN backbone. 

It includes the following topics: 

n Backbone and PE-CE addressing scheme 

n Backbone interior routing protocol selection and design 

n Generic route distinguisher and route target allocation schemes 

n End-to-end convergence issues 

Objectives 
Upon completion of this chapter, you will be able to perform the following tasks:  

n Select a proper addressing scheme for the MPLS/VPN backbone. 

n Select the optimal Interior Gateway Protocol. 

n Develop comprehensive Route Distinguisher and Route Target Allocation 
Schemes. 

n Design BGP in the MP-BGP backbone. 

n Optimize overall network convergence. 
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Backbone and PE-CE Link Addressing Scheme 

Objectives 
Upon completion of this section, you will be able to perform the following tasks:  

n Decide when to use numbered or unnumbered links. 

n Decide when to use public or private IP addresses. 

n Develop an addressing scheme within the backbone and between the PE and 
CE routers. 
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Backbone Addressing
Overview

Backbone Addressing
Overview

Most ISPs use registered addresses over
numbered links

• Troubleshooting and management is simplified

Enabling MPLS in ATM-based ISP
environments reduces routing adjacencies per
LSR

• Hop-by-hop links replace end-to-end PVCs

• No need to fully mesh routing adjacencies
between edge routers

 

Most service providers use registered IP addresses to simplify management and to 
prevent traceroute across the autonomous system to show private addresses that 
are not accessible from outside the AS.  

These IP addresses, while necessary for proper ISP backbone operation, are 
nonetheless wasted.  The situation is even worse in ATM environments where the 
Service Providers have to establish a large number of point-to-point circuits across 
the ATM backbone, each circuit consuming an IP subnet. 

Enabling MPLS in an ATM environment saves address space by removing a 
number of point-to-point virtual circuits that require small subnets of registered 
addresses. In addition MPLS seamlessly provides a full mesh between ATM-LSRs 
without having IP adjacencies between routers. Instead, an IP adjacency is formed 
between routers and MPLS-capable ATM switches. 
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Numbered or Unnumbered
Links in the Backbone

Numbered or Unnumbered
Links in the Backbone

Benefits of unnumbered links
• Save address space

• May simplify routing configuration

Drawbacks of unnumbered links
• Cannot ping individual interfaces

– Syslog/SNMP monitoring is still available

• Cannot perform hop-by-hop telnet

• Cannot perform IOS upgrades on low-end routers

• Cannot distinguish parallel links for traffic
engineering

 

Using unnumbered interfaces results in a router having more interfaces with the 
same IP address. The IP address of a loopback interface is usually used on other 
interfaces to save address space and simplify the configuration. The downside of 
this approach is that the WAN interfaces on a router no longer have their own 
address and are therefore unreachable to ping, traceroute or telnet. However the 
ISP will still be able to telnet and ping the loopback address of the individual 
routers. 
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Numbered/Unnumbered Links
Recommendation

Numbered/Unnumbered Links
Recommendation

• Use numbered links whenever possible

• Use unnumbered links for LC-ATM
interfaces

• Do not use unnumbered links in
combination with MPLS traffic
engineering

 

There are more benefits when using numbered interfaces. Numbered addresses 
should be used whenever possible except for IP adjacencies within MPLS-enabled 
ATM networks. In these cases, unnumbered interfaces are recommended. On the 
other hand, unnumbered interfaces are strongly discouraged when you use MPLS 
traffic engineering. 
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Private vs. Public IP
Addresses in the Backbone

Private vs. Public IP
Addresses in the Backbone

Private addresses can be used in the
MPLS VPN backbone:
• Backbone nodes and links will not be

accessible from other SP (and, in some cases
even from customers)

• No need to give visibility to customers on
backbone topology

–Do not propagate TTL in label header

 

A Service Provider can decide to use private IP addresses in the MPLS core 
when the TTL propagation is disabled. Traceroute across a network where TTL 
propagation is disabled will only show the IP addresses of edge (border) routers. 
Core addresses, therefore, will neither be shown in traceroute nor will they be 
reachable from outside of the AS. 
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Impact on Private Addresses
on Traceroute

Impact on Private Addresses
on Traceroute

Traceroute should work across backbones with
private addresses but
• ICMP replies from backbone routers will come

from private address space

• Responses from private addresses cannot be
resolved via DNS

• Every decent firewall will drop packets coming
from private address space as spoofing attack

Conclusion: disable TTL propagation if you use
private addresses in the core

 

If TTL propagation is disabled, registered addresses are only used on edge 
(border) routers. Only these routers can send ICMP TTL-Exceeded messages. All 
other routers can use private IP addresses except on interfaces connecting to edge 
routers. 

If, however, private addresses are used everywhere in the core, traceroute will 
show a private IP address as the source address of the ICMP reply packet. Such 
an address cannot be resolved via DNS. Furthermore, if traceroute is initiated from 
behind a firewall, it is quite likely that the return ICMP messages originating from a 
private IP address will not be allowed through. 
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Registered IP Addresses in
the Backbone

Registered IP Addresses in
the Backbone

Easier management when inter-connecting
(merging) with other networks
• Less “statistical” risk of duplicate addresses

• ISPs may need to troubleshoot routing with other
ISPs which requires registered addresses

– Backbone is hidden for customers but may be
visible for peer providers

Option: Combination of registered addresses
at the edge and private addresses in the core

 

Using registered addresses is the most common practice in today’s Service 
Provider networks.  

Using registered addresses at the edge, private addresses in the core, disabling 
TTL propagation and only propagating labels for BGP next-hop addresses, will 
have the following results: 

n Outside users (administrators of other ASs) can use traceroute to troubleshoot 
a path. They will see edge routers with registered IP address in traceroute. 
They will not see core routers but will be able to determine the AS where the 
problem is located. 

n Internal users (local administrators) can use traceroute to private or registered 
IP addresses of LAN and WAN interfaces. Traceroute will show all core 
routers because those destinations are not labeled. They will be able to identify 
the router/link where the problem is. 
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Backbone Addressing
Recommendations

Backbone Addressing
Recommendations

• Use registered addresses if possible

• Use registered host addresses from one address
block for PE loopback addresses
• Using host addresses for loopback interfaces is not

mandatory, but highly recommended

• Using addresses from one block makes it easy to avoid
summarization of loopback addresses

• Allows easy conditional label advertising only for BGP
next-hops
– More controlled migration toward MPLS backbone

– Clean separation of IP (non-labeled) and MPLS VPN (labeled)
traffic

 

Using registered addresses only is preferred but the option of using registered and 
private addresses as described on the previous page can be used when running low 
on IP addresses.  

A block of registered IP addresses should be used for loopback interfaces that are 
used for BGP. One host address from that block should be applied to every PE 
router to make it easier to exclude those addresses from summarization or to select 
them for labeling. 
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Numbered or Unnumbered
PE-CE links

Numbered or Unnumbered
PE-CE links

Do not use unnumbered PE-CE links
• Unnumbered links get their IP address from

another interface (loopback) which has to be
in the same VRF

• Increases management burden

• Increases number of interfaces
• Cannot perform PE-CE telnet in case of CE

router problems

 

Using unnumbered VRF interfaces requires at least one loopback per VRF. 
Troubleshooting is more difficult since no interface is reachable either by using ping 
or telnet. 

Using numbered VRF interfaces simplifies management and troubleshooting 
because every interface has its own address and can, therefore, be accessed by 
using ping or telnet. 
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Private vs. Public PE-CE
Addresses

Private vs. Public PE-CE
Addresses

Do not use private addresses for PE-CE
links:
• Customers are free to use any private

addresses in the networks

• Always potential overlap with customer
addresses

Drawback: assigning unique public
subnet to every PE-CE link consumes too
much address space

 

Using private addresses on PE-CE links can result in a conflict with the IP 
addresses used in the customer network, as the customers might already use the 
block of private IP addresses assigned to the PE-CE links by the Service Provider 
somewhere else in the customer network. There are two possible ways to prevent 
IP address duplication: 

n Use a block of registered IP addresses for every VRF. 

n Use a block of private addresses taken from the customer’s address space 
(assigned by the customer). This approach requires tighter administrative 
coordination between the Service Provider and the customer. 
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Reusing Registered IP
Addresses on PE-CE links

Reusing Registered IP
Addresses on PE-CE links

• Same registered subnet can be
assigned to multiple interfaces
belonging to different VRFs
• Dangerous - customers might establish VPN

connectivity even if they’re connected to a
wrong physical interface

• Duplicate addresses are allowed even
within a VPN (across PE routers) as
long as they are NOT redistributed into
MP-BGP

 

To reduce IP address consumption when registered addresses are used, reuse 
addresses on links belonging to different VRFs or different PE routers.  

There are several options: 

n Unique block of registered IP addresses for every VPN. This solution requires 
a large number of IP addresses. 

n One block of addresses for all VPNs. If the same block is used in different 
VPNs, redistribute connected subnets into MP-BGP to provide reachability of 
all interfaces within the VPN. There will be a conflict of addresses if two or 
more VPNs are interconnected. This option is also dangerous from an 
operational perspective – if a customer site is connected to a wrong interface, 
the CE-router might still be able to establish connectivity with the PE-router. 

n One block of addresses for all PE routers. Addresses are unique on every PE 
router but they are not unique within a VPN. This means that connected 
networks should not be redistributed into MP-BGP. The result is that PE-CE 
links are not reachable across several hops. If two VPNs are exchanging 
routing information, ensure that customers’ networks are unique. 

n One block of addresses for all VRFs. Addresses are not unique within a VPN 
nor are they unique on the PE router. This option requires the least IP 
addresses and has the same drawbacks as the previous option. 
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Recommendation for
Registered IP Address Reuse

Recommendation for
Registered IP Address Reuse

Allocate one registered address block
that is reused on every PE router

• Uniqueness of addresses is guaranteed only
at the PE level - do not redistribute connected
subnets into MP-BGP

• Prevents misconnection of CE interfaces

• No risk of customer overlapping

 

The recommended solution takes a block of registered addresses (enough to 
accommodate all the interfaces on the largest PE router in the network). Those 
addresses are reused for every PE router. They are, however, unique on a PE 
regardless of the VRF to which the interface belongs. 
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Drawbacks of Registered
Address Block Reuse

Drawbacks of Registered
Address Block Reuse

• You cannot ping remote serial interface

• Trace across a VPN network may
duplicate IP addresses

• For customers using RIP
• RIP needs a network command on the PE so

the PE-CE network will go into the customer
routing table

 

When IP addresses are reused on PE-CE links they should not be redistributed into 
MP-BGP. Those addresses are then unreachable and cannot be pinged from 
remote locations. The other result is that the same address may appear several 
times when performing traceroute to different destinations reachable through 
different PE routers. 
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Summary 
This section described a variety of possibilities when designing IP addressing of 
PE-CE links. 
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Summary - AddressingSummary - Addressing

• Use Registered addresses when possible, otherwise
use private addresses

• Prefer numbered links for current Traffic Engineering

• PE loopback addresses should be taken from a
contiguous block of address space

• PE loopback addresses should be host routes

• In transition phase, bind labels only for “significant”
addresses such as PE loopback addresses

• Use unique PE/CE addresses within a PE router. Re-
use the same address block on each PE router.

 

The preferred solution is to use numbered interfaces with registered addresses 
whenever possible. One can, however, user private addresses in the core and 
reuse registered addresses on PE-CE links to minimize the number of registered 
addresses needed for designing an MPLS/VPN network. 
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Review Questions 
Answer the following questions: 

n What are the drawbacks of using unnumbered links? 

n Where should you use unnumbered links in the MPLS backbone? 

n Where would you use unnumbered links between PE and CE routers? 

n Why would you use private address space in your IP backbone? 

n What are the drawbacks of using private address space in your IP backbone? 

n How would you hide the private address space from your customers? 

n What is the impact of using private backbone addresses on traceroute? 

n Why should you allocate PE loopback addresses from a separate address 
block? 

n Why should you use registered addresses for PE-CE links? 

n Why is the reuse of registered addresses between VRFs not advisable? 

n When can you reuse registered addresses in the same VPN between PE 
routers? 
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Backbone IGP Selection and Design 

Objectives 
Upon completion of this section, you will be able to perform the following tasks:  

n Select the proper IGP to run in the backbone. 

n Design the selected IGP to meet MPLS/VPN requirements. 
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IGP Selection CriteriaIGP Selection Criteria

• Convergence speed is only one issue

• Stability/reliability is another important one

• Redistribution may have impact on protocols
• Not all protocols behave the same with

redistribution

• Redistribution is not needed for MPLS VPN but
might be needed to support other IP traffic

• Summarisation options and multi-area support

• Enhancements for Traffic Engineering with
MPLS

 

An MPLS/VPN network is generally not affected by the IGP that is used in the 
core. The criteria for choosing IGP are the same as for any Service Provider 
network. 

IGP should be a balance of fast convergence, stability and scalability. Stability and 
scalability are also improved by the ability of summarizing networks. 
Summarization options and multi-area support are also very important selection 
criteria. 

The only constraint when choosing IGP is if MPLS Traffic Engineering (MPLS 
TE) is planned for the network. In that case IS-IS and OSPF are the only available 
routing protocols supporting TE. 
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IGP ConvergenceIGP Convergence

Convergence is becoming more critical
than in the past

• New applications: multimedia, voice

Routers have to converge faster
• Implies more CPU and memory

• Not a real problem since traffic is done
(high-end platform) at the line card level.
Therefore CPU has spare cycles

 

IGP convergence speed is only one in a number of factors that affect convergence 
across an MPLS/VPN network. Choosing the right IGP may improve overall 
convergence. Since most high-end routers distribute the switching task to VIPs or 
line cards, there is enough CPU power left for routing protocol calculations without 
impact on switching performance. 
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IGP Convergence
Distance Vector vs. Link-state

IGP Convergence
Distance Vector vs. Link-state

• Distance Vector does not have many “tuning”
capabilities in terms of convergence

• Link-State protocols can be tuned in order to
speed up convergence
• SPF calculation, LSA/LSP generation, adjacency

timer

• Scalability of link-state protocols has been
proved (live ISP backbones)

• Link-State protocols have been extended for
Traffic Engineering (MPLS)

 

When comparing well-known distance-vector and link state protocols, there are 
more benefits in using the latter one. Although link-state protocols typically require 
more CPU, they have more tuning options to set up the protocol to the needs of a 
specific network. 

Link-state protocols also contain the topology of the network, which is required for 
MPLS Traffic Engineering. IS-IS and OSPF (both link-state protocols) have been 
extended to support the requirements of Traffic Engineering. If the need to 
implement Traffic Engineering in the future is foreseen, it is better to initially use 
one of these two protocols in the MPLS backbone. 
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IGP Convergence vs. StabilityIGP Convergence vs. Stability

• Fast Convergence requires short reaction time to
events
• Short reaction time implies more routing calculations

• More routing calculations imply less stability (Example: a
flapping link)

• Trade-off between satisfactory convergence times
and indispensable stability of the backbone
• Example: the Internet cannot afford to use fast

convergence. Therefore BGP is NOT a fast convergence
protocol

 

When striving to maximize convergence the result may be a very unstable 
network. For instance, assume a router immediately sends an update when 
something changes and the receiving router immediately forwards the information 
and recalculates the best paths.  However, if a number of updates are being sent, 
the router will recalculate its routing table each time it receives an update. In this 
example it is also quite likely that the CPU will need much more time to perform all 
calculations than if it waited to receive more updates and then perform the 
calculations. A flapping link, as another example, will cause recalculations every 
time it flaps. Deliberately slowing convergence (i.e. not recalculating best paths 
immediately) will have a positive effect on stability of the network since there is 
less chance of routers’ CPUs being overloaded. 

This is especially important for routers in the Internet where there are a large 
number of networks and different paths (at the time of writing there were almost 
100.000 networks and up to 500.000 different paths in some exchange points). This 
is the reason why BGP, which is used by Service Providers for interdomain 
routing, is intentionally slowed down. When changes are happening in the network 
(there is hardly ever a moment in the Internet when they are not), BGP will send 
updates every 5 seconds to its internal neighbors and every 30 seconds to its 
external neighbors. A link that is flapping once a second will appear to be flapping 
at a maximum rate of once every 30 seconds to someone on the other side of the 
globe. These mechanisms, however, are not used for IGPs where the number of 
networks is smaller and a faster convergence is needed. 
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Redistribution IssuesRedistribution Issues

Redistributed routes may create
overhead on routing protocols

• New and specific protocol packets, possibly
one per new route

• Impact on flooding, more to use in routing
algorithm (SPF)

• Summarization of redistributed routes not
always possible in an optimal fashion (i.e.,
OSPF)

 

Using redistribution is usually regarded as a quick way to insert routing information 
into the IGP database and send it to router’s neighbors. The result may be too 
much routing information in the memory of the core routers and the calculations of 
best paths may take longer because of that. Most protocols, however, allow for 
subsequent summarization of routing information. The only exception is OSPF 
where redistributed networks may not always be summarized 
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Redistribution
Recommendations

Redistribution
Recommendations

• As generic rule: redistribution is not the best
thing to do

• In case of OSPF, interfaces should be
inserted in type-1 LSA rather than being
redistributed
• New  command “default-interface”

• Redistribution is not an issue with IS-IS
• All prefixes are on the same LSP

• All prefixes are summarizable in L1L2 router

 

For the reasons shown on the previous slide, redistribution should be avoided when 
possible. If, however, redistribution of connected subnets into a routing protocol is 
necessary, they should be included in the routing protocol definition. In this case, 
the passive-interface default command should be used to prevent IGP from 
running on any interface where it has not been explicitly enabled.  

When including a connected subnet in an OSPF routing process, OSPF creates 
type-1 Link State Advertisements (LSAs) that can later be summarized regardless 
of the type of area where they originate. There are no such drawbacks when using 
other IGPs such as IS-IS or EIGRP. 
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Summarization IssuesSummarization Issues

Summarization is the key element for
reducing internal routing table sizes

• Not that important if all non-backbone routes
are in BGP

• Summarization of internal as well as
redistributed routes

Not everything can be summarized:
• Summarization breaks LSP - never

summarize PE loopback addresses or BGP
next hops

 

Having good summarization capabilities is an important feature of IGP. There are a 
growing number of extremely large networks in the world that have scalability 
problems because they have too many networks and too many routers. Having a 
good IP addressing scheme is a necessity to minimize the amount of routing 
information and to make the network more stable (i.e. flapping links are hidden in 
summaries and do not cause constant recalculations). When using OSPF, ensure 
that redistributed networks are also being summarized. 

There is a very important issue to consider when using summarization in an 
MPLS/VPN network. VPNs only work if the MPLS core provides unbroken 
Label Switched Path (LSP) between all PE routers. Summarizing addresses of 
loopback interfaces, which are used for MP-BGP peering, will cause the LSPs to 
those loopbacks to break in two and that subsequently causes VPNs to break 
apart. Therefore, always exclude loopback addresses from summarization in 
backbone IGP. 
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MPLS Traffic Engineering
Enhancements

MPLS Traffic Engineering
Enhancements

• Link-state protocols extended to carry resource
availability info
• Calculates topologies based on resource availability

• Carried in OSPF Opaque LSAs and new IS-IS (sub)TLVs

• Distance-vector protocols will never support MPLS
Traffic Engineering
• Router must know complete path for traffic engineering

• Only Link-State protocols allow router to have full visibility
of the area or domain

 

For the purpose of implementing a Traffic Engineering mechanism OSPF and 
IS-IS were extended to carry some additional information (available resources and 
constraints of links in the network). These are the only two protocols that already 
carry the information about individual links and hold the entire topology of an area 
in its database. 

When using Traffic Engineering, therefore, the only choice of protocol is between 
OSPF and IS-IS. There will never be an implementation of EIGRP to support 
Traffic Engineering because it simply does not carry the link information and holds 
no real topology information. 
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IGP Selection
Recommendation

IGP Selection
Recommendation

• MPLS VPN backbone can be run with a Distance
Vector protocol
• It will not support MPLS Traffic Engineering

• Use only if migration toward OSPF or IS-IS would be too
expensive or too lengthy

• Select OSPF or IS-IS as the IGP in all other cases
• Minor differences - they both perform reasonably well in

large backbones

• Select one or the other based on existing knowledge of
your engineers and other requirements (for example,
CLNS-based management)

 

Although MPLS and MPLS VPNs work with any IGP (OSPF, IS-IS, IGRP, 
EIGRP, RIPv2) only OPSF and IS-IS support Traffic Engineering. Choosing one 
of these two protocols may be the best decision even if Traffic engineering is not 
presently planned – it may be in the future. 

The choice between the two protocols is usually based on the user’s familiarity 
with one over the other, as their performance is similar. 
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Is there any Difference
Between OSPF and IS-IS?

Is there any Difference
Between OSPF and IS-IS?

• Both protocols use the same algorithm (SPF-Dijkstra)

• Most of existing ISP/SP backbones use IS-IS or OSPF

• Largest ISPs use IS-IS
• More experience with IS-IS in large topologies

• The larger a network is, the more likely is IS-IS used

• Live networks use IS-IS with more than 600 routers in a
single area

• Few OSPF live networks have similar numbers

• IS-IS Area routing is an option, not a requirement

 

The slide above shows that there are hardly any differences between the two 
protocols although there are more large networks using IS-IS than OSPF. 
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Minor Technical Differences
Between OSPF and IS-IS

Minor Technical Differences
Between OSPF and IS-IS

• Convergence capabilities are similar (same
algorithm)
• More tuning available in IS-IS

• Redistribution is less painful in IS-IS

• IS-IS does not differentiate between internal
and redistributed routes
• Summarization may occur in the same router for

all routes (internal and redistributed)

• OSPF has more features (route Tags,
Stub/NSSA areas, On-demand circuits, ...)

 

In considering Cisco IOS configuration, IS-IS has more tuning options and is not 
affected by combining redistribution and summarization. OSPF, on the other hand, 
has more features. 
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IGP Multi-area and
Summarization Concerns

IGP Multi-area and
Summarization Concerns

• Summarization shall never be performed in ATM-LSR
• Summarization breaks LSP.

• ATM-LSR shall never be LSP endpoint.

• PE loopback addresses should not be summarized
• Allocated PE loopback addresses from a distinct block of

address space that is not summarized

• Current Traffic Engineering implementation does not
support areas
• No problems if backbone is below ~300 routers

• Above the limit IS-IS is recommended - More from lack of
practical experience rather than architectural constraint

 

When performing summarization, remember not to summarize PE loopback 
addresses that are used as BGP next-hop addresses. Do not perform 
summarization on ATM-LSRs because it breaks the LSP and ATM-LSRs are not 
capable of IP forwarding.  

Traffic Engineering requires a full overview of the topology of the network where 
Traffic Engineering is to be used. Currently this is only possible if there is only one 
area in the OSPF or IS-IS implementation. 
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Summary 
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Summary - IGP selectionSummary - IGP selection

• Link-State protocol: IS-IS or OSPF

• IS-IS is better in large topologies and
where single area is required

• IGP should be tuned in order to improve
convergence time

 

This section described major factors to be taken into account when selecting the 
right IGP for an MPLS/VPN backbone. These factors are: 

n Convergence vs. stability 

n Impact of redistribution 

n Scalability (summarization capabilities) and multi-area support 

n Support for Traffic Engineering 

The choice is usually between OSPF and IS-IS. 
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Review Questions 
n List three IGP selection criteria. 

n What is the impact of higher convergence speed on network stability? 

n How can you tune OSPF convergence? 

n How can you tune IS-IS convergence? 

n What is the difference between OSPF and IS-IS route redistribution? 

n Where can you summarize redistributed routes in OSPF? 

n Where can you summarize redistributed routes in IS-IS? 

n How do you avoid redistribution of connected interfaces when using OSPF? 

n Which routing protocols support MPLS Traffic Engineering? 

n Why is MPLS TE not supported by EIGRP? 

n When can you use EIGRP as the IGP protocol in your MPLS/VPN backbone? 

n What is the impact of route summarization on MPLS/VPN? 

n Why is IS-IS recommended for extremely large networks? 
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Route Distinguisher and Route Target Allocation 
Schemes 

Objective 
Upon completion of this section, you will be able to develop generic Route 
Distinguisher (RD) and Route Target (RT) allocation schemes 



Copyright  2000, Cisco Systems, Inc. MPLS VPN Design Guidelines 33 

© 2000, Cisco Systems, Inc. www.cisco.com MPLS VPN Design Guidelines- 41

Route Distinguisher
Allocation Scheme

Route Distinguisher
Allocation Scheme

• The Route Distinguisher function is to make the IPv4
address unique across different VPNs

• 64 bits prepended to the IPv4 address

• From an architectural point of view there is no format
for the RD - RD is a sequence of bits

• From a practical perspective the RD will be
configured according to the following format

 <16bits type>:<ASN>:<32 bit number>

 <16bits type>:<IP address>:<16 bit number>

• Recommended to use the ASN format

 

MPLS/VPNs support overlapping addresses in different VPNs. On the other hand, 
PE routers run one single instance of RIP and BGP. To make sure BGP can 
distinguish between network 10.0.0.0 belonging to VPN A and the same network 
belonging to VPN B (which is in reality a different network, as it belongs to private 
address space of another customer), an additional value is required – Route 
Distinguisher (RD). 

Route Distinguisher can be specified in two different formats: 

n A 16-bit Autonomous System number followed by a colon and an arbitrary 
32-bit number (e.g. 1:100) 

n A 32-bit unique (registered) IP address followed by a colon and a 16-bit 
arbitrary number (e.g. 1.2.3.4:100) 

Combining a Route Distinguisher with the IPv4 address creates a unique prefix 
(VPN IPv4 address): 

n AS format example: 1:100:10.0.0.0/8 

n IP format example: 1.2.3.4:100:10.0.0.0/8 

The two networks 10.0.0.0 in our example are now different: 

n VPN A: 100:100:10.0.0.0/8 

n VPN B: 100:200:10.0.0.0/8 

A routing protocol such as BGP will no longer recognize the two networks as the 
same and will forward both networks to its neighbors. 
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Route Distinguisher
Allocation Scheme

Route Distinguisher
Allocation Scheme

RD has VPN-local significance
• All routes that are part of the same community of

sites (VPN) can use the same RD

• No duplicate IP addresses allowed within the same
VPN
• Sites belonging to the same VPN may have to use different

RDs when these sites also belong to other different VPNs
• With Central services or Hub & Spoke topology all

Client/Spoke sites will have to use different RDs

 

For VRFs that are used for the same VPN, one can use the same Route 
Distinguisher on all PEs. When using more than one VRF for the same VPN on 
one PE router, it is necessary to use more Route Distinguisher values. This is the 
case when more complex VPN designs are used, such as overlapping VPNs, 
Central Services VPN, Management VPN, Hub&Spoke topology. 
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Route Distinguisher
Allocation Scheme

Route Distinguisher
Allocation Scheme

• Different PEs may use the same RD for
VRFs as long as the VRFs share the
same connectivity requirements

• Using a formatted RD will ensure
consistency and scalability
• Make customer ID part of the Route

Distinguisher

 

As previously stated, RD values can and should be reused only if the VRFs on 
different PE routers are used for the same VPN. RDs should be globally unique in 
all other cases. 

Having a good numbering scheme for RD values means that there are initially 
more values reserved for each customer VPN and that the Customer ID is part of 
the RD. Here is a sample spreadsheet that can be used for RD numbering: 

 Customer Route Distinguisher range 
Management VPN 100:100-100:199 
Internet VPN 100:200-100:299 Internal use { 
… … 
Global Motors 100:1000-100:1099 
Bolts&Nuts 100:1100-100:1199 Customers { 
… … 
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Route Target Allocation
Scheme

Route Target Allocation
Scheme

• Route-Target is used for routing policies
between VRFs (therefore sites)

• Numbering is free
• However consistency will help to scale

• Route-Target numbering NEED NOT follow RD
numbering

• Numbering should not require modifications
each time a new site is connected (for
example, in central services topology)

 

Although Route Target is used for different purposes, the same numbering scheme 
can be used. A range of numbers should be reserved for each VPN. The previous 
example has been expanded to include the RT numbering scheme: 

 Customer Route Target range Route Distinguisher 
range 

Mgmt. VPN 100:100-100:199 100:100-100:199 
Internet VPN 100:200-100:299 100:200-100:299 Internal use { 
… … … 
Global Motors 100:1000-100:1099 100:1000-100:1099 
Bolts&Nuts 100:1100-100:1199 100:1100-100:1199 Customers { 
… … … 
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Summary 
This section described the Route Distinguisher and Route Target numbering 
options and made recommendations for their allocation. A numbering plan for 
Route Targets and Route Distinguishers should be a part of any MPLS/VPN 
design document. A good numbering scheme may ease troubleshooting in an 
MPLS/VPN network. 

Review Questions 
n What is the function of the route distinguisher? 

n Can you reuse the same route distinguisher on different PE routers? 

n Is there any topology where every site requires a different value of route 
distinguisher? 

n What is the function of the route target? 

n Do you have to make the route target equal to the route distinguisher? 
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End-to-End Convergence Issues 

Objectives 
Upon completion of this section, you will be able to perform the following tasks:  

n Explain the difference between overlay VPN convergence and MPLS/VPN 
convergence. 

n List the elements of end-to-end convergence in the MPLS/VPN network. 

n Optimize individual elements of MPLS/VPN convergence. 
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Traditional Overlay VPN
Routing

Traditional Overlay VPN
Routing

• Routing adjacency is between CE routers

• Routing protocol convergence is owned by
the customer

Frame Relay backbone
CE-RIP-A1

CE-BGP-A1

CE-RIP-A2

CE-BGP-A2

CE-RIP-B1 CE-RIP-B2

Frame Relay Frame RelayRouting Adjacency

 

In traditional overlay VPNs a PE device works on layer 2 or 1 and does not delay 
IP routing updates flowing between CE devices. Routing convergence is therefore 
influenced by the routing protocol running directly between the CE devices. There 
is, however, an impact of the Layer 2 Service Provider infrastructure on 
convergence. The infrastructure of the SP should be able to inform CE devices of 
a failure in its network. This is usually done through signaling on Layer 2 or 1 but it 
can take time or it may not happen at all (frame relay keepalives, for example, 
work between a router and a switch; failure somewhere in the frame relay 
network may not be signaled to the CE router). 



40 MPLS VPN Design Guidelines Copyright  2000, Cisco Systems, Inc. 

© 2000, Cisco Systems, Inc. www.cisco.com MPLS VPN Design Guidelines- 50

Traditional Overlay VPN
Convergence

Traditional Overlay VPN
Convergence

Elements of overlay VPN convergence:
• Neighbor loss discovery (usually not

immediate but based on dead timer)……………..up to 40 seconds
• Propagation of changed routing information………...few seconds

• Topology recomputation………………………………5 - 15 seconds

All these elements can be tuned resulting in very fast convergence

Frame Relay backbone
CE-RIP-A1

CE-BGP-A1

CE-RIP-A2

CE-BGP-A2

CE-RIP-B1 CE-RIP-B2

Frame Relay Frame RelayRouting Adjacency

 

The slide above shows the estimated time it takes from an actual failure to the 
moment the routers discover something is wrong, propagate changes to their 
neighbors and recalculate the shortest paths. The whole process may take 
anywhere between a second to over a minute, depending on the type of failure, 
Layer 2 infrastructure and the chosen IGP. 
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MPLS VPN RoutingMPLS VPN Routing

• Complex parts of the end-to-end routing are
performed by the Service Provider

• Routing convergence speed is primarily
responsibility of the Service Provider

• PE-PE routing relies on MP-BGP which is
usually not a fast-converging protocol

Site BSite A P-network

PE-1CE-A1

CE-A2 PE-2

PE-3 CE-3

 

With MPLS/VPN networks the Service Provider is actively involved in network 
layer of the customer network (layer 3 of the OSI model). The customer’s CE 
devices are no longer peering with other CE devices; they exchange routing 
updates with the provider devices (PE-routers). There can also be a sequence of 
PE devices exchanging the customer’s routing information between customer sites. 

The customer’s routing information is redistributed into BGP, which is inherently 
slower than most IGPs. The overall convergence is, therefore, also influenced by 
multi-protocol BGP convergence speed and its fine-tuning. This topic is covered in 
the remainder of this section. 
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MPLS VPN Convergence
Failure Scenarios

MPLS VPN Convergence
Failure Scenarios

Site BSite A P-network

PE-1CE-A1

CE-A2 PE-2

PE-3 CE-3

• Failure within the Provider network

• Failure of PE-CE link or CE router failure
• Failure of a P router

 

The following three types of convergence failures will be discussed: 

n Failure somewhere in the Service Provider network, 

n Failure of a PE router and 

n Failure of a CE-PE link or the CE router. 
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MPLS VPN Convergence
Failure Inside Provider Network

MPLS VPN Convergence
Failure Inside Provider Network

• All MPLS VPN routing is based on recursive BGP routing toward
BGP next hops

• Failure inside Provider network does not affect MPLS VPN
routing
• Data flow is disrupted only during P-network IGP convergence

• Data flow continues as soon as the LSP toward BGP next-hop is
established

Site BSite A P-network

PE-1CE-A1

CE-A2 PE-2

PE-3 CE-3

 

In the first failure scenario, a link goes down somewhere in the SP network. With 
proper design and implementation of routing protocols, BGP session between the 
PE-routers should not be lost and the convergence would only be influenced by the 
time it takes the core (P) routers to discover the failure, the time for IGP to 
converge and the time for LDP to converge (in certain cases LDP may already 
have a backup LSP ready). 
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MPLS VPN Convergence
Failure Inside Provider Network

MPLS VPN Convergence
Failure Inside Provider Network

• Convergence time after failure inside Provider
network depends solely on characteristics of the
Provider backbone
• IGP convergence time
• TDP/LDP label propagation time

• Convergence time can be reduced by using advanced
MPLS features like fast reroute

Site BSite A P-network

PE-1CE-A1

CE-A2 PE-2

PE-3 CE-3

 

The convergence inside the Provider network is influenced by three factors: 

n Time to discover a failure (depends on Layer 1, 2 or IGP), 

n Time for IGP to converge, and 

n Time for TDP or LDP to propagate the new label once a new path has been 
installed into the routing table. In some cases a second LSP may already be 
present due to liberal retention mode when using frame-mode MPLS. 

Advanced MPLS traffic engineering features (like fast reroute) can be used in the 
Provider network to reduce the convergence time from a few seconds (which is 
the best time achievable with a fast and well-tuned IGP) to fewer than 50 
milliseconds. 
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Site BSite A P-network

PE-1CE-A1

CE-A2 PE-2

PE-3 CE-3

MPLS VPN Convergence
PE Router Failure

MPLS VPN Convergence
PE Router Failure

• Other PE routers detect the failure by two means:
• BGP keepalive hold time expires
• BGP next hop is no longer reachable through IGP

• CE routers detect the failure through usual PE-CE
routing protocol mechanisms

 

In the second scenario, a PE router fails and its BGP neighbors will require some 
time to realize their neighbor is lost (failure to receive three BGP keepalives will 
result in loss of BGP session and discarding of all networks announced by the 
failing router). A faster way of realizing a neighboring BGP router is down is by 
losing the path toward its loopback address. This can be achieved by not inserting 
any summary or a static route to null interface for the loopback address. The 
downside of this solution is that a prolonged failure somewhere in the P network 
might also cause the BGP neighborship to be lost even if a backup path exists. 
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Changing BGP keepalive
Timer

Changing BGP keepalive
Timer

neighbor ip-address timers keepalive hold

router(config-router)#

• Changes the BGP keepalive timer and hold timeout

• Reducing the values can significantly improve
neighbor loss detection but

• Disruption of iBGP session involves too much
flooding - be conservative with BGP timers

 

BGP implementation in Cisco routers allows tuning of many timers. Default values 
of these timers were designed for large amounts of routing information, which is 
typically the case in Service Provider networks. Changing (lowering) these timers 
improves performance but it also reduces stability of the network and requires 
more CPU power. 

Changing neighbor keepalive timers normally does not have any drawbacks as long 
as the hold-time is three times the keepalive time. The recommended minimum 
values are one second for keepalive time and three seconds for hold time. An 
over-used CPU may, however, still lose a neighborship for failing to send or 
receive keepalives. It is, therefore, better to use more conservative values to 
prevent random BGP flaps. 
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Changing BGP Update
Validation Timer

Changing BGP Update
Validation Timer

bgp scan-time time-in-seconds

router(config-router)#

• BGP routing process periodically validates routes
in BGP table

• Routes with unreachable next-hops are removed
from the BGP table, resulting in selection of the
next best BGP route

• Default scan time is 60 seconds - reducing the scan
time improves convergence in case of PE router
failure

 

The BGP process periodically scans the routing table for changes. If a locally 
originated network is lost, BGP has to withdraw it from the BGP table. If the 
next-hop address is lost, BGP has to withdraw all networks using that next-hop 
address.  

Reducing the timer setting may be acceptable when there is not much information 
in the BGP table. However it takes a long time for a router to scan the entire BGP 
table if it contains several hundred thousand networks. 

Choosing the right timer setting is, therefore, influenced by the amount of routing 
information in the routing table and the strength of the CPU in the router. 
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Site BSite A P-network

PE-1CE-A1

CE-A2 PE-2

PE-3 CE-3

MPLS VPN Convergence
 PE-CE Link Failure or CE Router Failure

MPLS VPN Convergence
 PE-CE Link Failure or CE Router Failure

• PE router detects CE router failure or link failure through
standard means:
• Link failure is detected by layer-1 or layer-2 mechanisms
• CE router failure is detected by dead timer or hold timeout

• The CE route has to be revoked from MP-BGP table, the change
propagated through the network and inserted into remote VRFs

 

In the third scenario, a CE router fails or a CE-PE link goes down.  Again the 
convergence depends on the time it takes to discover the failure, propagate the 
changes and recalculate the shortest path. 

Typically, layer-1 or layer-2 signaling reports a failure. If not, then the IGP used 
between CE and PE routers should eventually recognize that a neighbor is no 
longer responding. After the IGP process removes the VPN route, the change has 
to be recognized by the BGP process (BGP scan timer), sent to other neighbors 
(BGP advertisement timer), imported (BGP import/export timer) and sent to other 
CE routers. 
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Site BSite A P-network

PE-1CE-A1

CE-A2 PE-2

PE-3 CE-3

MPLS VPN Convergence
 PE-CE Link Failure or CE Router Failure

MPLS VPN Convergence
 PE-CE Link Failure or CE Router Failure

Convergence element #1
Route has to be exported from VRF into MP-BGP

Convergence element #2
MP-BGP update has to be propagated

Convergence element #3
New best route has to be selected (immediate)

Convergence element #4
New route has to be imported into VRF

 

The figure above shows the necessary steps to allow information to be propagated 
across an MPLS/VPN network: 

Step 1 Route (or lack of a route) has to be exported from a VRF into MP-BGP 

Step 2 MP-BGP update has to be propagated 

Step 3 New best route has to be selected on other PE routers 

Step 4 New route has to be imported into the VRF and propagated to other CE-routers 

All steps except #3 are periodic and their corresponding timer settings can be 
changed. See the next two pages for commands that change the BGP 
import/export timer and the advertisement timer. 
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Changing BGP Route
Export/Import Timer

Changing BGP Route
Export/Import Timer

bgp scan-time import timer

router(config-router-af)#

• By default, export and import actions are performed
every 60 seconds

• Reducing the BGP import/export scan timer will
improve convergence (but also increase CPU
utilization)

 

This command should be used with great care. It is very likely that in a large 
MPLS/VPN network there will be more routing information than is currently 
contained in the full Internet routing table. Lowering the timer setting may cause 
the router to be busy performing an import/export scan when it should already be 
starting a new scan.  
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Changing BGP Update IntervalChanging BGP Update Interval

neighbor ip-address advertisment-interval timeout

router(config-router)#

• By default, updates are sent to IBGP neighbors
every 5 seconds, to EBGP neighbors every 30
seconds

• End-to-end convergence across IBGP backbone
can be longer if route-reflectors are deployed

• Change the advertisment interval to improve the
IBGP/EBGP convergence speed

 

When a router receives a BGP update it will immediately forward the update and 
start the timer for the neighbor. If there is another update received, the router will 
first wait for the timer to expire (5 seconds for internal neighbors, 30 seconds for 
external neighbors) before forwarding the second update. 

This command will change the default value. Setting the timer setting to zero may 
cause a flapping link to be seen on the other side of the MPLS/VPN with the same 
intensity – all routers have to recalculate the best path whenever a change occurs. 
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Summary 
This section described the differences in convergence when using Overlay VPNs 
or MPLS/VPNs. The responsibility for fine-tuning this convergence falls mainly on 
the Service Provider. 

To improve convergence in an MPLS/VPN network, the following factors to 
determine whether there are any opportunities for fine tuning: 

n Time to realize a failure 

n Time to propagate a change in IGP 

n Time to redistribute between protocols 

n Time to propagate a change in BGP 

n Time to import/export between MP-BGP and a VRF 

n Time to recalculate a new path in IGP or BGP 

Review Questions 
Answer the following questions: 

n What are the major elements of end-to-end convergence in traditional overlay 
VPN networks? 

n Which part of the end-to-end MPLS/VPN solution performs the most complex 
routing? 

n What are the three common failure scenarios in MPLS/VPN solution? 

n How is the MPLS/VPN routing influenced by a failure in a provider network? 

n What influences the overall convergence after a failure in a provider network? 

n How can a PE router detect the failure of another PE router? 

n How can a CE router detect the failure of an adjacent PE router? 

n Which parameters influence the MPLS/VPN convergence after PE router 
failure?  

n How can a PE router detect the PE-CE link failure? 

n Which convergence steps need to be taken after PE-CE link failure? 

n Which parameters influence the MPLS/VPN convergence after PE-CE link 
failure? 
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Chapter Summary 
After completing this chapter, you should be able to perform the following tasks: 

n Select a proper addressing scheme for the MPLS/VPN backbone. 

n Select the optimal Interior Gateway Protocol.  

n Develop comprehensive Route Distinguisher and Route Target Allocation 
Schemes. 

n Design BGP in the MP-BGP backbone. 

n Optimize overall network convergence. 
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Answers to Review Questions 

Backbone and PE-CE Link Addressing Scheme 
n What are the drawbacks of using unnumbered links? 

Individual WAN interfaces are no longer reachable by ping or telnet if 
you use unnumbered links. 

n Where should you use unnumbered links in the MPLS backbone? 

Unnumbered links are recommended in the ATM parts of the MPLS 
backbone. 

n Where would you use unnumbered links between PE and CE routers? 

Using unnumbered links between PE and CE routers is highly 
discouraged. There are, however, applications like dial-up access that 
benefit from unnumbered links. 

n Why would you use private address space in your IP backbone? 

IP backbones usually only use private address space if there is no public 
address space available. 

n What are the drawbacks of using private address space in your IP backbone? 

Traceroute across a public IP backbone using private address space 
usually does not work. 

n How would you hide the private address space from your customers? 

If you disable MPLS TTL propagation, the customers cannot see the P-
routers. Using private address space between P-routers is then safe. 

n What is the impact of using private backbone addresses on traceroute? 

ICMP replies received from private IP addresses would most likely be 
dropped by customer firewalls. IP address lookup through DNS would 
also fail. 

n Why should you allocate PE loopback addresses from a separate address 
block? 

The PE loopback addresses should be allocated from a separate block to 
make sure they are not accidentally summarized in the backbone. 

n Why should you use registered addresses for PE-CE links? 

Registered addresses should be used on PE-CE links to prevent potential 
overlap with the address space the customer is using. 

n Why is the reuse of registered addresses between VRFs not advisable? 

You should not reuse addresses between VRFs, as a customer 
connected to a wrong interface might gain connectivity within the VPN 
of another customer. 
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n When can you reuse registered addresses in the same VPN between PE 
routers? 

You can reuse the same address range on several PE routers if you 
don’t redistribute connected routes into MP-BGP. 

Backbone IGP Selection and Design 
n List three IGP selection criteria. 

Typical IGP selection criteria are convergence speed, stability and 
summarization support. 

n What is the impact of higher convergence speed on network stability? 

Higher convergence speed always reduces network stability. 

n How can you tune OSPF convergence? 

OSPF convergence can be fine-tuned by changing neighbor dead timeout 
and SPF timer. 

n How can you tune IS-IS convergence? 

Many IS-IS parameters can be fine-tuned, from neighbor dead timeout to 
SPF timers, retransmission timers, LSP origination timeouts etc. 

n What is the difference between OSPF and IS-IS route redistribution? 

Redistributed routes appear as separate LSA type-5 objects in OSPF, 
they appear as part of router LSP in IS-IS. 

n Where can you summarize redistributed routes in OSPF? 

You cannot summarize redistributed OSPF routes. 

n Where can you summarize redistributed routes in IS-IS? 

Routes redistributed into IS-IS can be summarized between level-1 and 
level-2 IS-IS areas. 

n How do you avoid redistribution of connected interfaces when using OSPF? 

You include connected interfaces in the OSPF process and make them 
passive. 

n Which routing protocols support MPLS Traffic Engineering? 

MPLS Traffic Engineering is supported by OSPF and IS-IS. 

n Why is MPLS TE not supported by EIGRP? 

EIGRP cannot support MPLS TE because any router establishing MPLS 
TE tunnels require full knowledge of the backbone, which is only 
provided through link-state routing protocols. 

n When can you use EIGRP as the IGP protocol in your MPLS/VPN backbone? 

You can use EIGRP as long as you don’t plan to deploy MPLS Traffic  
Engineering. 

n What is the impact of route summarization on MPLS/VPN? 
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Route summarization might break MPLS VPN connectivity if you 
summarize VPNv4 BGP next-hops (loopback addresses of PE routers). 

n Why is IS-IS recommended for extremely large networks? 

Many large Service Providers use IS-IS, therefore there is more 
experience with running IS-IS in large networks.  

Route Distinguisher and Route Target Allocation Scheme 
n What is the function of the route distinguisher? 

Route distinguisher is used to make overlapping IPv4 addresses globally 
unique. 

n Can you reuse the same route distinguisher on different PE routers? 

You can reuse the same route distinguisher as long as the VRFs on the 
PE routers have the same connectivity requirement. 

n Is there any topology where every site requires a different value of route 
distinguisher? 

Hub-and-spoke topology requires a different value of route distinguisher 
for every site. 

n What is the function of the route target? 

Route target controls the import of VPNv4 routes into VRFs. 

n Do you have to make the route target equal to the route distinguisher? 

Route target can be different from route distinguisher. 

End-to-End Convergence Issues 
n What are the major elements of end-to-end convergence in traditional overlay 

VPN networks? 

The major elements are: 

– Neighbor loss detection 

– Routing update propagation 

– Computation of the new topology (SPF run) 

n Which part of the end-to-end MPLS/VPN solution performs the most complex 
routing? 

Service Provider PE-routers perform the most complex routing. 

n What are the three common failure scenarios in MPLS/VPN solution? 

The common failure scenarios are: 

– Failure in the P-network 

– Failure of the PE-router 

– Failure of the PE-CE link (most common). 
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n How is the MPLS/VPN routing influenced by a failure in a provider network? 

Failure in a provider network shall not influence MPLS VPN routing, as 
long as the IGP in the P-network converges fast enough. 

n What influences the overall convergence after a failure in a provider network? 

The overall convergence is affected only by the convergence speed of 
the IGP used in the P-network. 

n How can a PE router detect the failure of another PE router? 

A PE-router can detect neighbor loss through BGP hold timer timeout or 
through loss of BGP next-hop. 

n How can a CE router detect the failure of an adjacent PE router? 

CE router uses traditional routing protocol mechanisms (for example, 
dead timeout in OSPF or invalid timer in RIP). 

n Which parameters influence the MPLS/VPN convergence after PE router 
failure?  

BGP neighbor timers and BGP scan-time affect MPLS VPN 
convergence after a PE-router failure. 

n How can a PE router detect the PE-CE link failure? 

PE router could detect the PE-CE link failure through layer-1 or layer-2 
signaling (for example, carrier loss or DLCI failure signaled by LMI). It 
can also detect PE-CE link failure with traditional routing protocol 
mechanisms (for example, dead timeout in OSPF or invalid timer in RIP). 

n Which convergence steps need to be taken after PE-CE link failure? 

The following steps are taken: 

– VRF route is removed from the VRF routing table  

– VRF route is removed from the VPNv4 BGP table  

– Withdrawal of VPNv4 route is propagated to other PE-routers 

– Other PE-routers select a new best BGP route 

– The newly selected BGP route is imported into the VRFs on other PE-
routers. 

n Which parameters influence the MPLS/VPN convergence after PE-CE link 
failure? 

MPLS VPN convergence after PE-CE link failure is affected by BGP 
update interval and BGP import scan timer. 
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