
MPLS VPN Topologies 

Overview 
This chapter describes the most commonly used MPLS VPN topologies and the 
design and implementation issues associated with them. 

It includes the following topics: 

n Simple VPN with optimal Intra-VPN routing 

n Using BGP as the PE-CE routing protocol 

n Overlapping Virtual Private Networks 

n Central Services VPN solutions 

n Hub-and-Spoke VPN solutions 

n Managed CE Router Service 

Objectives 
Upon completion of this chapter, you will be able to perform the following tasks:  

n Design and implement simple VPN solutions with optimal intra-VPN routing 

n Design and implement various routing protocols within VPNs 

n Design and implement central services VPN topologies 

n Design and implement hub-and-spoke VPN topologies 

n Design and implement VPN topology required for managed router services 



2 MPLS VPN Topologies Copyright  2000, Cisco Systems, Inc. 

Simple VPN with Optimal Intra-VPN Routing 

Objectives 
Upon completion of this section, you will be able to perform the following tasks:  

n Describe the requirements of simple VPN solutions 

n Describe the routing model of these solutions 

n Describe the optimal intra-VPN routing data flow 

n Select the optimal PE-CE routing protocol based on user requirements 

n Integrate the selected PE-CE routing protocol with the MPLS VPN backbone 
MP-BGP routing 
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Simple VPN
Requirements Summary

• Any site router can talk to any other site
• Optimum routing across P-network is desired

P-network

PE-1 PE-2

CE-Spoke

CE-Spoke

CE-Spoke

CE-Spoke

 

In contrast with other VPN technologies, MPLS VPN supports optimum any-to-
any connectivity between customer sites (equivalent to the full mesh of overlay 
VPN networks) without the end customer having to manually configure anything. 
The provider only needs to configure the VPN in the Provider Edge (PE) routers. 
The so-called “hub-and-spoke” topology, which was primarily used to reduce the 
cost of the network, is no longer needed. The interconnection of CE sites is done 
automatically by using BGP and an IGP to find the shortest path. 
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Simple VPN 
Routing and Data Flow

• Each site needs to reach every other site in 
the same VPN
• Each VRF belonging to simple VPN contains all 

VPN routes

• The sites use default route or have full routing 
knowledge of all other sites of same VPN

• Data flow is optimal in the backbone
• Routing between PE routers is done based on 

MP-BGP Next-Hop closest to the destination

• No site is used as central point for 
connectivity

 

MPLS VPN architecture by default provides optimal routing between CE sites. A 
CE site can have full internal routing for its VPN or just a default route pointing to 
the PE router. The PE routers, however, need to have full routing information for 
the MPLS VPN network in order to provide connectivity and optimal routing. A 
MP-BGP next-hop address is used to find a label for a VPN destination network 
and the backbone IGP provides the optimal routing towards the next-hop address. 
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Simple VPN - Routing 
Information Propagation

P-network

PE-1 PE-2

CE-Spoke

CE-Spoke

CE-Spoke

CE-Spoke

• CE routers announce the customer routes to the PE routes
• Customer routes are redistributed into MP-BGP

• VPNv4 routes are propagated across P-network with the BGP next-hop
of the ingress PE router (PE-1)

• VPNv4 routes are inserted into target VRF based on route-target and
redistributed back into the customer routing protocol

• Customer routes are propagated to other CE routers

 

When a Customer Edge (CE) router announces a network through an IGP, the PE 
router will redistribute and export it into Multiprotocol BGP, converting an IPv4 
address into a VPNv4 address. The following list contains the most significant 
changes that happen with redistribution and export: 

n IPv4 Network Layer Reachability Information (NLRI) is converted into 
VPNv4 NLRI by pre-pending a route distinguisher (for example, a route 
distinguisher 12:13 could be prepended to an IPv4 prefix 10.0.0.0/8 resulting in 
a VPNv4 prefix 12:13:10:10.0.0.0/8) 

Note NLRI is a BGP term for a prefix (address and subnet mask) 

n VPNv4 NLRI also contains a label that will be used to identify the outgoing 
interface or the VRF where a routing lookup should be performed 

n A route target extended community is added based on the VRF configuration 

The PE router will forward VPN_IPv4 networks to all other PE routers that will 
use the route target community to identify the VRFs where this information has to 
be imported. The received VPN label will be used as the second label and the 
BGP next-hop label (learned via LDP) will be used as the top label for packets 
going to CE routers connected to distant PE routers. 

The PE router will then redistribute the VPN_IPv4 network into the IGP used 
between the PE and the CE and send it to the CE router. 

The MPLS VPN core network is not visible to the CE routers. The BGP part of 
the routing information propagation is only seen as slower convergence. 



6 MPLS VPN Topologies Copyright  2000, Cisco Systems, Inc. 

© 2000, Cisco Systems, Inc. www.cisco.com Chapter 1 -8

MPLS
backbone

Simple VPN
Data Flow

Simple VPN
Data Flow

P-network

PE-1 PE-2

CE-Spoke

CE-Spoke

CE-Spoke

CE-Spoke

• Ingress CE forwards the data packet based on route received from PE-2
and propagates the packet toward PE-2

• PE-1 forwards the data packet based on route received from egress
CE router

• PE-2 forwards the data packet based on the MP-BGP route with PE-1
as the BGP next-hop. Data flow with the P-network is optimal

 

In the slide above, the CE router finds the destination in its IP routing table (learned 
through IGP or based on a static default route). PE-2 has learned about the 
destination through MP-BGP and labels each packet from the CE router with the 
VPN label (second label) and the next-hop label (top label). 

The core routers are doing label switching based on the top label. The last core 
router before PE-1 will pop the top label (penultimate hop popping). PE-1 will 
identify the outgoing interface or the VRF by looking at the second label, which at 
this time is the top and only label. The packet sent to the CE is no longer labeled. 

Note Please refer to MPLS VPN Technology lesson for more information on MPLS 
VPN packet forwarding. 
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Simple VPN – Basic Design 
Rules

• Configure only one VRF per PE router

• Configure the same Route Distinguisher on all 
VRFs

• Configure one import/export route target

P-network

PE-1 PE-2

CE-Spoke

CE-Spoke

CE-Spoke

CE-Spoke

 

To optimize performance, reduce configuration efforts and conserve memory on 
the PE router on which you should minimize the number of VRFs per router. 

Using one VRF per VPN per PE router will reduce memory requirements and 
CPU load. This is possible because the routing requirements for all CE routers in 
the same VPN are the same. Using one VRF per VPN can also improve 
convergence between CE routers connected to the same PE router. 

Using the same route distinguisher for VRFs that are used for the same VPN will 
also conserve memory. 

Only one route target is needed for a simple VPN. Any additional route targets are 
unnecessary and will consume at least 64 bits per routing update. 

Using the same route distinguisher and route target for a simple VPN helps to ease 
the management, monitoring, and troubleshooting of the MPLS VPN network. 
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CE-Spoke

Simple VPN – VRF 
Configuration

Simple VPN – VRF 
Configuration

ip vrf VPN_A
rd 213:750
route-target both 213:750
!
interface Serial0/0
ip vrf forwarding VPN_A
ip address 192.168.250.6 255.255.255.252
!
interface Serial0/2
ip vrf forwarding VPN_A
ip address 192.168.250.10 255.255.255.252

 

In the example above, we have two interfaces in the same VRF. We are using the 
same numbering scheme for route distinguishers and route targets.  

Note There is no routing configuration in this example. This example only shows how 
to create a virtual router (VRF – virtual routing and forwarding instance) and to 
assign interfaces to it. 
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Simple VPN Routing Options 
Static Routes

Static routing PE-CE
• Used in environments where a customer site has a single connection to 

P-network and uses a single IP prefix

• Recommended in environments where the Service Provider needs tight 
control (some Central Services)

• Use default routes on CE routers in combination with static routes on PE 
routers

• Static routes must be redistributed into MP-BGP
• Note: static routes increase the management burden on Service Provider

P-network

PE-1 PE-2

CE-Spoke

CE-Spoke

CE-Spoke

CE-Spoke

Static route

Default route

 

One of the routing options in a simple VPN is to use a static route on the PE and a 
static default route on the CE. This is an optimal solution for simple spoke VPN 
sites (sites with only one link into the P-network) that have only one IP subnet per 
site. 

Using static routes also prevents the customer or the service provider from 
intentionally or accidentally flooding the other with a false and possibly 
overwhelming amount of routing information and thus strengthens the Service 
Provider’s control over customer routing. 

You must redistribute the static routes into MP-BGP to inform other PE routers of 
remote networks belonging to the customer VPN. 

Note The static routes increase the management burden on the Service Provider as 
every change inside the customer’s network must be coordinated with the 
Service Provider. 



10 MPLS VPN Topologies Copyright  2000, Cisco Systems, Inc. 

© 2000, Cisco Systems, Inc. www.cisco.com Chapter 1-12

MPLS
backbone

P-network

PE-1 PE-2

CE-Spoke

CE-Spoke

CE-Spoke

CE-Spoke

Simple VPN – Static RoutingSimple VPN – Static Routing

ip route vrf VPN_A 192.168.1.0 255.255.255.0 192.168.250.7 
serial0/0

ip route vrf VPN_A 192.168.2.0 255.255.255.0 192.168.250.11 
serial0/2

!
router bgp 213
address-family ipv4 vrf VPN_A
redistribute static

ip route 0.0.0.0 0.0.0.0 serial 0

 

This example shows how to create a static route in a VRF routing table. The 
redistribution of static route into BGP should be configured in the address family of 
the VRF where the static route has been inserted. 

Note You have to configure at least one export route target in the VRF to start 
advertising this network via MP-BGP. 
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Simple VPN Routing Options –
Dynamic Routing

P-network

PE-1 PE-2

CE-Spoke

CE-Spoke

CE-Spoke

End-to-end routing inside VPN
• Routes from CE are redistributed into MP-BGP, 

transported across backbone and redistributed 
into PE-CE routing protocol

• Use in cases where every CE router needs to 
know all of the routes

RIP update
RIP update

RIP update

MP-BGP update

Redistribute RIP to BGP Redistribute BGP to RIP

 

Instead of using static routing you can use an IGP, such as RIP version 2 or OSPF, 
to advertise customer networks between the PE-routers and the CE-routers. This 
option is normally used when the customer manages the CE routers, when there is 
more than one IP prefix per customer site, or when the site is multi-homed (has 
more than one link into the P-network or a separate Internet connection). 

The IGP metric can be preserved by copying it into the BGP MED attribute 
(default action) and copying it back from the MED attribute into the IGP metric 
(configured with metric transparent option of the redistribute command). 

Note Using transparent redistribution can be dangerous if you use different CE-PE 
routing protocols. For example: a redistributed OSPF update can create a BGP 
update where the MED attribute holds the OSPF cost taken from the routing table 
and this value can be large. When such update is redistributed into RIP, the hop 
count would have a large value, which is interpreted as an unreachable 
destination. In networks where the CE-routers use different routing protocols, the 
IGP metric cannot be deduced from BGP MED attribute and has to be specified 
manually. 
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Simple VPN – RIP RoutingSimple VPN – RIP Routing

router rip
version 2
address-family ipv4 vrf VPN_A
network 192.168.250.0
redistribute bgp metric transparent

!
router bgp 213
address-family ipv4 vrf VPN_A
redistribute rip

 

This example shows the configuration of RIP and BGP with RIP hop count 
propagation where RIP hop count is preserved while the route is transported 
across MPLS VPN backbone via MP-IBGP by being stored in the BGP MED 
attribute. 
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Simple VPN Routing Options –
Dynamic Routing

P-network

PE-1 PE-2

CE-Spoke

CE-Spoke

CE-Spoke

CE-Spoke

Default routing inside VPN
• Routes from CE are redistributed into MP-BGP, 

default route is announced from PE to CE

• Recommended if applicable (if the customer 
does not have another default route)

RIP update
RIP default

RIP default

MP-BGP update

Redistribute RIP to BGP

 

Instead of sending all the networks to the customer, we can send only a default 
route toward the CE routers. The PE router will accept IGP updates from the CE 
routers and send them to other PE routers via MP-iBGP, but it will only send a 
default route to the CE routers. 

This approach can be used when customer sites have more than one IP prefix per 
site, which forces us to use a routing protocol instead of static routes. The CE 
routers, however, have one single connection to the MPLS VPN backbone (stub 
sites). 

Note Default routing from the PE-router toward central VPN sites may not work well if 
these sites already have a different default route, for example, toward the Internet 
firewall. A similar situation might apply in situations where the customer is using 
a large number of Internet exit points throughout the VPN. 
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Simple VPN – RIP Routing 
Default only PE-CE

Simple VPN – RIP Routing 
Default only PE-CE

router rip
version 2
address-family ipv4 vrf VPN_A
default-information originate
distribute-list 10 out

!
router bgp 213
address-family ipv4 vrf VPN_A
redistribute rip

!
access-list 10 permit 0.0.0.0

 

The example above shows the configuration steps needed to generate a default 
route in the RIP updates and a filter that denies everything but the default route. 
RIP neighbors will only receive a default route while other PE routers will receive 
all customer subnets via MP-iBGP. Redistribution from BGP to RIP is no longer 
necessary. 

Note Classless routing has to be configured on the CE routers with the ip classless 
configuration command in order for this setup to work in all circumstances. 
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Simple VPN Routing Options –
Dynamic Routing Protocols

P-network

PE-1 PE-2

CE-Spoke

CE-Spoke

CE-Spoke

CE-Spoke

• RIPv2, OSPF and Exterior BGP are supported
• Use RIP for stub sites and when convergence is not an issue
• Use OSPF only as an exception

• Very large customer network
• Migrating existing large OSPF customer

• Use BGP in complex PE-CE routing scenarios
• Many routes exchanged between PE and CE
• Multi-homed sites

 

The following dynamic routing protocols are supported for PE-CE routing 
information exchange: 

n RIP for stub sites where there are more subnets per site or where the service 
provider does not manage the CE; only the default route should be sent to the 
CE 

n BGP for multi-homed sites – highly recommended to prevent suboptimal 
routing 

n OSPF – should only be used for extremely large VPN customers where the 
customer insists on using OSPF for migration or intra-site routing purposes 

Note OSPF is not recommended as the default IGP between the PE-routers and the 
CE-routers, as the number of VRFs that can support OSPF on a single PE-router 
is limited. Please refer to MPLS VPN Implementation lesson for more details. 
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CE-Spoke

CE-Spoke

CE-Central

Simple VPN – Combination of 
Routing Protocols

Simple VPN – Combination of 
Routing Protocols

router rip
version 2
address-family ipv4 vrf VPN_A
default-information originate
distribute-list 10 out

!
router bgp 213
address-family ipv4 vrf VPN_A
redistribute rip
neighbor 192.168.250.17 remote-as 65001

!
access-list 10 permit 0.0.0.0

 

The example above shows a sample customer configuration where two different 
routing protocols are used between the PE-routers and the CE-routers in the same 
VPN. RIP is used with a spoke customer site and BGP is used to propagate the 
full VPN_A routing information to the central VPN_A site. In this example we 
only need to do redistribution from RIP to BGP because there is no need to send 
the full VPN routing information to other CE routers. Instead we are just sending 
the default route and filtering out everything else. 
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Summary 
A MPLS VPN solution requires MPLS to be enabled on all core routers, MP-BGP 
to propagate the information about customer networks and an IGP within the core 
to find the shortest path to the loopback s of PE routers. 

To learn about the customer networks we can use static routes for simple stub 
sites, RIPv2 for larger stub sites or sites that that are not managed by the service 
provider, BGP for multi-homed sites and OSPF only if really necessary. 

When an update is received from a CE router, a PE router has to redistribute and 
export it into MP-BGP with at least one Route Target extended community. The 
Route Target is the used to identify the appropriate VRF on other PE routers 
where the update is imported and redistributed back into the routing protocol used 
within the VPN. 

Review Questions 
Answer the following questions 

n What are the basic requirements for simple VPN service? 

n What are the routing requirements for simple VPN service? 

n What should the CE-PE-PE-CE data flow be for simple VPN service? 

n Which PE-CE routing protocol would you use for simple VPN service? 

n How many VRFs per PE-router do you need to implement simple VPN 
service? 

n How do you integrate RIP running between PE and CE with MP-BGP running 
in the MPLS VPN backbone? 

n When would you use static routing between PE and CE routers? 

n When would you be able to use default routing from PE toward CE? 

n When would you use OSPF between PE and CE routers? 

n What are the drawbacks of offering OSPF as the PE-CE routing protocol to 
your customers? 
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Using BGP as the PE-CE Routing Protocol 

Objectives 
Upon completion of this section, you will be able to perform the following tasks:  

n Describe the situations that warrant using BGP as the PE-CE routing protocol 

n Describe the different design models that can be used when running BGP 
between PE and CE routers 

n Explain the implications of using the same AS number on multiple customer 
sites 
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Between PE and CE

Benefits of using BGP 
Between PE and CE

• BGP allows continuity of policies 
between sites
• BGP attributes are propagated through the 

backbone

AS_PATH, Aggregator, Community

• Use of private AS numbers for VPN sites 
allows easier configuration and saves 
AS numbers

• No redistribution involved

 

BGP is considered to be a complex routing protocol by most customers and is 
therefore avoided by some of the MPLS VPN customers. While BGP is best 
avoided in simple scenarios where the customers only have single -homed spoke 
sites, its complexity is more than compensated in scenarios where a complex 
routing policy is needed between the Service Provider and the customer network. 

Deploying BGP as the routing protocol between the PE-routers and the CE-routers 
enable establishment of a consistent end-to-end routing policy as the BGP 
attributes set by one customer site are transparently propagated to other customer 
sites. There is also no need for route redistribution, since the same routing protocol 
is used across the whole network. 

When using the BGP as the routing protocol between the PE and the CE router, 
the BGP session established between these two routers is a standard BGPv4 
session. The updates received from the neighboring CE routers end up in the 
appropriate address family of the BGP table and no redistribution is required. 
Exporting from VRF into the multi-protocol BGP is still required to prepend a route 
distinguisher to the IPv4 prefix and to attach the route target(s) to the resulting 
VPNv4 route. 
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Benefits of using BGP 
Between PE and CE

Standard BGP mechanisms may be used
• Standard Communities for routing policies 

between sites

• Route-map and filters based on BGP 
attributes

• Customer may control his own policy 

• BGP sessions can be authenticated 

• PE can limit the total number of prefixes the 
CE is allowed to announce -

–Avoids impact of CE misconfiguration
 

BGP has a wide range of filtering and other options that either the service provider 
(PE) or the customer (CE) can deploy to implement desired routing policies: 

n Distribute lists to filter based on networks and/or subnet masks 

n Prefix lists to filter based on networks and/or subnet masks 

n Filter lists to filter based on the AS path 

n Route maps to filter on subnets, subnet masks, AS path, communities, next-hop 
addresses 

n Route maps to change BGP parameters (weight, local preference, MED, BGP 
communities or prepend local AS number to the AS path) 

n Setting per-neighbor weight 

n Setting the maximum number of updates accepted from a neighbor 
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PE-CE BGP – Design ModelsPE-CE BGP – Design Models

• Use a different (private) AS number for 
every customer site
• Best approach – equivalent to traditional 

Internet EBGP routing

• Reuse the same AS number for several 
customer sites
• Might be required for migration purposes

• Requires usage of AS-override feature due to 
BGP loop prevention mechanisms

 

There are a number of different options for choosing the AS numbers for customer 
sites: 

n Each site has a different private AS number (easy to configure; consumes a 
large number of private AS numbers) 

n Each VPN has a different private AS number that is used for all the sites (AS-
override feature is needed) 

n Some VPNs use registered AS numbers (if the customer is also a service 
provider) 

n All VPNs use the same private AS number (only one private AS number 
needed, but you need as-override feature) 

Using a different AS number for every site simplifies the configuration, but 
consumes a large number of private AS numbers (from 64512 to 65535). For 
VPNs with less than 1024 sites that don’t overlap, this limitation is not an issue. 

Note The private AS numbers used by one VPN can be reused by another VPN as 
long as these VPNs do not overlap. If they do overlap, the AS-override feature is 
needed, similarly to the next case where you reuse the same AS number at 
multiple sites. 

Reusing the same AS number for all (or multiple) sites belonging to the same VPN 
requires the usage of the AS-override feature, which is explained on the next page. 



22 MPLS VPN Topologies Copyright  2000, Cisco Systems, Inc. 

© 2000, Cisco Systems, Inc. www.cisco.com Chapter 1-26

AS-Override in ActionAS-Override in Action

Site B
AS 213

Site A
AS 213

AS 115

CE-Spkoe
PE-1 PE-2

CE-Spoke

10.1.0.0/16  213 i 10.1.0.0/16  213 10.1.0.0/16  115 115

• PE-2 replaces customer AS number with provider AS number in AS-path, 
appends another copy of the provider AS number and propagates 
the prefix

router bgp 115
address-family ipv4 vrf Customer_A
neighbor 10.200.2.1 remote-as 213
neighbor 10.200.2.1 activate
neighbor 10.200.2.1 as-override

 

If site A and site B use the same AS number, then an update originating in either 
site will not be accepted by the other site because the receiving CE router finds its 
own AS number in the AS path and assumes that it’s faced with a BGP routing 
information loop. 

Because this is not a routing loop, we can overwrite the original AS-number (in this 
example 213) with the service provider’s AS-number (115).  PE2 will 
automatically prepend the service provider’s AS number once more as part of 
normal EBGP update processing. Now site B will accept the update because it 
does not contain its own number in the AS path. 
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Summary 
BGP is primarily used with those CE sites that have multiple connections to the 
MPLS VPN core. Using any other routing protocol can cause some traffic to be 
sub-optimally routed through the multi-homed site. BGP will normally prevent this 
from happening without any special configuration. 

When designing BGP one can use private AS numbers for customer sites. AS 
numbers can also be reused which requires the AS-override feature to be used on 
the PE routers to allow updates from one site to be accepted on another site with 
the same AS number. 

Review Questions 
Answer the following questions 

n When would you use BGP as the PE-CE routing protocol?  

n When would you use the same AS number for several sites? 

n When would you use a different AS number for every site? 

n Which BGP features would you use to support the customers that use the 
same AS number at multiple sites? 
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Overlapping Virtual Private Networks 

Objectives 
Upon completion of this section, you will be able to perform the following tasks:  

n Describe the requirements and typical usages of overlapping VPN solutions 

n Describe the routing model and data flow of these solutions 

n Design and configure overlapping VPNs in an MPLS VPN backbone 
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Overlapping VPNOverlapping VPN

• CE routers participate in simple VPNs as 
before

• Some CE routers participate in more than one 
simple VPN 
• A-Central talks to B-Central

P-network

PE-1 PE-2

A-Central B-Central

B-Spoke-2

A-Spoke-1 B-Spoke-1

A-Spoke-2

 

In the case where two VPN customers want to share some information, they may 
decide to interconnect their central sites. To achieve this, we can create a third 
VPN that partially overlaps with the customer VPNs and connects only the central 
sites of the customer VPNs. The result is that the central sites can talk to each 
other, but not to other sites belonging to the other customer’s VPN. 

The addresses used in the central sites, however, have to be unique in both VPNs. 
The other option is to use dual NAT with registered address to be imported and 
exported between the two central sites. 
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Typical Overlapping VPN 
Usages

• Companies where central sites 
participate in corporate network and in 
an extranet

• Company with several security-
conscious departments that exchange 
data between their servers

 

There are two typical usages for overlapping VPNs: 

n Companies that use MPLS VPN to implement both intranet and extranet 
services. In this scenario each company participating in the extranet VPN 
would probably deploy a security mechanism on its CE routers to prevent other 
companies participating in the VPN from gaining access to other sites in the 
customer VPN. 

n Some security-conscious companies might decide to deploy limited visibility 
between different departments in the same organization because of security 
reasons. Overlapping VPNs might be used as a solution in this case. 

Note Security issues might force an enterprise network to be migrated to MPLS VPN 
even if it’s not using MPLS VPN services from a service provider. 
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Overlapping VPN
Routing Model

Overlapping VPN
Routing Model

Site-A
RD 100:101
Site-A

RD 100:101

Site-AB
RD 100:103
Site-AB

RD 100:103

Site-B
RD 100:102
Site-B

RD 100:102

Export 100:101

E
xport 100:102

• Routes from VRFs in a single 
VPN are exported with one RT

Import
100:101
100:102

• Routes with any specified RT are
imported in VRF in multiple VPNs

• VRFs in multiple VPNs contain
routes for all VPNs

Export
100:101
100:102

• Routes from VRFs in multiple
VPNs are exported with all
specified route targets

Im
po

rt 
10

0:
10

1

Im
po

rt 1
00

:10
2

• Routes with multiple RT are
imported in all VRFs that have
at least one matching import RT

 

The slide above shows how to implement overlapping VPNs: 

n Each VPNs has its own route target (100:101, 100:102) that the sites 
participating in the VPN import and export 

n The sites that participate in more than one VPN import routes with route 
targets from any VPN in which they participate and export routes with route 
targets for all the VPNs in which they participate 

Site A (participating only in VPN-A): 

n Exports all networks with route target 100:101 

n Imports all networks that carry route target 100:101 (VPN A) 

Site B (participating only in VPN-B): 

n Exports all networks with route target 100:102 

n Imports all networks that carry route target 100:102 (VPN B) 

Site AB (which participates in VPN-A and VPN-B): 

n Exports all networks with route targets 100:101 and 100:102 

n Imports all networks that carry route target 100:101 (VPN A) or 100:102 
(VPN B) 
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Overlapping VPN
Data Flow Model
Overlapping VPN
Data Flow Model

Site-A
RD 100:101
Site-A

RD 100:101

Site-AB
RD 100:103
Site-AB

RD 100:103

Site-B
RD 100:102
Site-B

RD 100:102

• VRF Site-B contains routes
from VRF Site-AB

• VRF Site-A contains routes
from VRF Site-AB

• VRF Site-AB contains routes
from VRF Site-A

• VRF Site-AB contains routes 
from VRF Site-B

• VRF Site-A does not contain
routes from VRF Site-B and vice
versa. 

• Site-A and Site-B cannot 
communicate

 

Because sites belonging to different VPNs don’t share any routing information, 
they can’t talk to each other. 

Note If one of the sites participating in more than one VPN is propagating a default 
route to other sites, it can attract traffic from those sites and start acting like a 
transit site between VPNs, enabling sites that were not supposed to 
communicate to establish two-way communication. 
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MPLS
backbone

Overlapping VPN – Basic 
Rules

Overlapping VPN – Basic 
Rules

• Configure one VRF per set of sites with same VPN 
membership per PE router

• For every set of sites with the same VPN 
membership, use the same Route Distinguisher

• Configure proper Route Targets based on VPN 
membership of sites in each VRF

P-network

PE-1 PE-2

A-Central B-Central

B-Spoke-2

A-Spoke-1 B-Spoke-1

A-Spoke-2

 

In this example we have four types of sites with different VPN memberships. This 
means we have to have at least four VRFs: 

n A-Spoke-1 and A-Spoke-2 are members of VPN A only (we need two VRFs 
because they are not connected to the same PE router; we can, however, use 
the same route distinguisher) 

n B-Spoke-1 and B-Spoke-2 are members of VPN B only (we need two VRFs 
because they are not connected to the same PE router; we can, however, use 
the same route distinguisher) 

n A-Central is a member of VPN-A and VPN-AB (we need an additional route 
distinguisher) 

n B-Central is a member of VPN-B and VPN-AB (we cannot use the same 
route distinguisher as for A-Central because B-Central has different routing 
requirements than A-Central) 

The following table shows a route target and route distinguisher numbering scheme 
for PE-1: 

VRF Route 
Distinguisher 

Import Route Target Export Route Target 

VPN_A 123:750 123:750 123:750 
VPN_B 123:760 123:760 123:760 
VPN_A_Central 123:751 123:750 

123:1001 
123:750 
123:1001 

 

The following table shows a route target and route distinguisher numbering scheme 
for PE-2: 
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VRF Route 
Distinguisher 

Import Route Target Export Route Target 

VPN_A 123:750 123:750 123:750 
VPN_B 123:760 123:760 123:760 
VPN_B_Central 123:761 123:760 

123:1001 
123:760 
123:1001 
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MPLS
backbone

P-network

PE-1 PE-2

A-Central B-Central

B-Spoke-2

A-Spoke-1 B-Spoke-1

A-Spoke-2

Overlapping VPN
VRF Configuration
Overlapping VPN

VRF Configuration

ip vrf VPN_A
rd 123:750
route-target both 123:750
!
ip vrf VPN_B
rd 123:760
route-target both 123:760
!
ip vrf VPN_A_Central
rd 123:751
route-target both 123:750
route-target both 123:1001

ip vrf VPN_A
rd 123:750
route-target both 123:750
!
ip vrf VPN_B
rd 123:760
route-target both 123:760
!
ip vrf VPN_B_Central
rd 123:761
route-target both 123:760
route-target both 123:1001

 

The IOS configuration for PE-1 and PE-2 reflects the route target and route 
distinguisher numbering scheme from the previous page. The example shows only 
VRF configuration and does not show VPN routing or MP-BGP routing between 
the PE-routers. 
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MPLS
backbone

Overlapping VPN – RoutingOverlapping VPN – Routing

• Use the same rules for routing protocol selection and 
routing design as with simple VPN

P-network

PE-1 PE-2

A-Central B-Central

B-Spoke-2

A-Spoke-1 B-Spoke-1

A-Spoke-2

 

Routing within individual VPNs does not change. You can still use any supported 
PE-CE routing protocol based on the design criteria already covered in the “Simple 
VPN with Optimal Intra-VPN Routing” section. 
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Summary 
Overlapping VPNs are usually used when two separate VPNs want to 
interconnect parts of their networks. A third VPN is created within the MPLS 
VPN network that contains sites from both VPNs. A new Route Target extended 
community is used for networks originating in the sites that are also in the new 
VPN. This action may also require a new VRF resulting in a new Route 
Distinguisher. 

Networks originating in these sites are exported with two Route Target extended 
communities – one for its VPN and one for the overlapping VPN. 

Review Questions 
Answer the following questions 

n What are the typical usages for overlapping Virtual Private Networks? 

n What are the connectivity requirements for overlapping VPNs? 

n What is the expected data flow within overlapping VPNs? 

n How many VRFs do you need at most to implement three partially overlapping 
VPNs? How many route distinguishers? How many route targets? 

n How would you select a routing protocol to use in an overlapping VPN 
solution? 
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Central Services VPN Solutions 

Objectives 
Upon completion of this section, you will be able to perform the following tasks:  

n Describe the situations when the central services VPN topology is appropriate 

n Describe the routing model of the central services VPN topology 

n Describe the data flow of the central services VPN topology 

n Design and configure Central Services VPN 

n Explain the implications of combining Central Services VPN with simple 
customer VPN 
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MPLS backbone

Central Services VPNCentral Services VPN

• Clients need access to central servers

• Servers can communicate with each other

• Clients can communicate with all servers, but 
not with each other

P-network

PE-1 PE-2

Client -3 Client-6

Client -2

Client -1 Client-4

Client-5

PE-CS-1

Server-1

PE-CS-2

Server-2

 

Central Services VPN is a topology where: 

n Some sites (server sites) can communicate with all other sites 

n All the other sites (client sites) can communicate only with the server sites 

This topology can be used in the following situations: 

n The service provider offers services to all his customers by allowing them 
access to a common VPN 

n Two (or more) companies want to exchange information by sharing a common 
set of servers 

n A security conscious company separates its departments and only allows them 
access to common servers 
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Central Services VPN
Routing Model

Central Services VPN
Routing Model

• Client routes need 
to be exported to 
Server site(s)

• Server routes need 
to be exported to 
client and server 
site(s)

• No routes 
exchanged 
between client 
sites

HUB Import
100:303

HUB Export
100:203

Server
RD 100:103

Client 1
RD 100:101

Client 2
RD 100:102

Route Target

XXX

 

The example above describes the MPLS VPN routing model used to implement 
central services VPN: 

n Client 1 and Client 2 have their own route target (100:101, 100:102) that they 
import and export; they also export networks with route target 100:303 and 
import networks with route target 100:203 

Note The client-specific route targets are introduced to comply with the 
implementation requirements of IOS release 12.0T, where each VRF has to 
have at least one of its export route targets configured as its import route target. 

n The central site imports and exports networks with the route target of its VPN, 
but it also imports networks with route target 100:303 and exports networks 
with route target 100:203 

Client 1: 

n Exports all networks with route target 100:101 and 100:303 

n Imports all networks that carry route target 100:101 or 100:203 

Client 2: 

n Exports all networks with route target 100:102 and 100:303 

n Imports all networks that carry route target 100:102 or 100:203 

Central site: 

n Exports all networks with route targets 100:203 

n Imports all networks that carry route target 100:303 
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Central Services VPN
Data Flow Model

Central Services VPN
Data Flow Model

• Client VRFs contain 
server routes - clients 
can talk to servers

• Server VRFs contain 
client routes - servers 
can talk to clients

• Client VRFs do not 
contain routes from 
other clients - clients 
cannot communicate

• Make sure there is no 
client-to-client leakage 
across server sites

Server
RD 100:103

Client 1
RD 100:101

Client 2
RD 100:102

XXX

 

In the central services VPN topology, the client VRF contains only routes from the 
client site and routes from the server sites – the client sites thus cannot 
communicate with other client sites. 

A server VRF in this topology contains routes from the site(s) attached to the VRF 
as well as routes from all other client and server sites. Hosts in server sites can 
therefore communicate with hosts in all other sites. 

Note If the central site is propagating a default route to other sites, it can result in client 
sites seeing each other through the CE in the central site. 
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MPLS backbone

Central Services VPN  
Basic Rules

Central Services VPN  
Basic Rules

• Configure a separate VRF per client site

• Configure one VRF per server site(s) per PE router

• Configure a unique route distinguisher on each client 
site

• Configure an import/export route target with same 
value as RD for each client site

P-network

PE-1 PE-2

Client -3 Client-6

Client -2

Client -1 Client-4

Client-5

PE-CS-1

Server-1

PE-CS-2

Server-2

 

In this example we have six client sites and two server sites: 

n We need a separate VRF for each client 

n We need one VRF per PE router connecting a server site 
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MPLS backbone

Central Services VPN  
Route Import and Export

Central Services VPN  
Route Import and Export

• Export client site routes with route target CS_Client

• Export server site routes with route target CS_Server

• Import routes with route targets CS_Client and 
CS_Server into server VRFs

• Import routes with route target CS_Server into client 
VRFs

P-network

PE-1 PE-2

Client -3 Client-6

Client -2

Client -1 Client-4

Client-5

PE-CS-1

Server-1

PE-CS-2

Server-2

 

The following table shows a route target and route distinguisher numbering scheme 
for PE-1: 

VRF Route 
Distinguisher 

Import Route Target Export Route Target 

Client_1 123:101 123:101 
123:203 

123:101 
123:303 

Client_2 123:102 123:102 
123:203 

123:102 
123:303 

 

The following table shows a route target and route distinguisher numbering scheme 
for PE-2: 

VRF Route 
Distinguisher 

Import Route Target Export Route Target 

Client_4 123:111 123:111 
123:203 

123:111 
123:303 

Client_5 123:112 123:112 
123:203 

123:112 
123:303 

 

The following table shows a route target and route distinguisher numbering scheme 
for PE-CS-1: 

VRF Route 
Distinguisher 

Import Route Target Export Route Target 

Server 123:103 123:103 
123:303 

123:103 
123:203 
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The following table shows a route target and route distinguisher numbering scheme 
for PE-CS-2: 

VRF Route 
Distinguisher 

Import Route Target Export Route Target 

Server 123:103 123:103 
123:303 

123:103 
123:203 
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MPLS backbone

P-network

PE-1 PE-2

Client-3 Client-6

Client-2

Client-1 Client-4

Client-5

PE-CS-1

Server-1

PE-CS-2

Server-2

Central Services VPN
VRF Configuration

Central Services VPN
VRF Configuration

ip vrf Client_1
rd 123:101
route-target both 123:101
route-target export 123:303
route-target import 123:203
!
ip vrf Client_2
rd 123:102
route-target both 123:102
route-target export 123:303
route-target import 123:203

ip vrf Server
rd 123:103
route-target both 123:203
route-target import 123:303

 

The example above shows a fraction of the configuration according to the route 
distinguisher and route-target numbering scheme shown on the previous page. 
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MPLS 

Central Services VPN +
Simple VPN

Central Services VPN +
Simple VPN

• Customers run simple VPN (all A-sites in A-VPN, all 
B-sites in B-VPN)

• Only some sites of the customer VPN (A-Central and 
B-Central) need access to central servers

• Combination of rules from overlapping VPN and 
Central Services VPN

P-network

PE-1 PE-2

A-Central B-Central

B-Spoke-2

A-Spoke-1 B-Spoke-1

A-Spoke-2

PE-CS

Central Server

 

In this design some of the customer sites need access to the central server and all 
other sites just need optimal intra-VPN access (as described in the “Simple VPN 
with Optimal Intra-VPN Routing” section). The design is consequently a mixture 
of Simple VPN topology and Central Services VPN topology. 
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MPLS 

Central Services + Simple VPN  
VRF Creation

Central Services + Simple VPN  
VRF Creation

• For all sites participating in a simple VPN, configure a 
separate VRF per set of sites participating in the 
same VPNs per PE router

• For sites that are only clients of central servers, 
create a VRF per site

• Create one VRF for central servers per PE router

P-network

PE-1 PE-2

A-Central B-Central

B-Spoke-2

A-Spoke-1 B-Spoke-1

A-Spoke-2

PE-CS

Central Server

 

We need one VRF per VPN for sites that have access to other sites in the 
customer VPN, but no access to the Central Services VPN, one VRF per VPN 
for sites that have access to Central Services VPN, and one VRF for the Central 
Services VPN (on another PE router in our example). 
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MPLS 

Central Services + Simple VPN  
Route Distinguishers

Central Services + Simple VPN  
Route Distinguishers

• Configure a unique RD for every set of VRFs with unique 
membership requirements

• A-Spoke-1 and A-Spoke-2 can share the same RD
• A-Central needs a unique RD

• Configure a unique RD for each site that is only a client of 
central servers

• Configure one RD for all central server VRFs

P-network

PE-1 PE-2

A-Central B-Central

B-Spoke-2

A-Spoke-1 B-Spoke-1

A-Spoke-2

PE-CS

Central Server

 

For this design we need two route distinguishers per VPN: 

n One route distinguisher for simple VPN sites; same value should also be used 
for import and export route target 

n One route distinguisher for VPN sites that also have access to the Central 
Services VPN 

n One route distinguisher for the Central Services VPN 
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MPLS 

Central Services + Simple VPN  
Route Targets

Central Services + Simple VPN  
Route Targets

• Configure customer VPN import/export route target in 
all VRFs participating in customer VPN

• Configure a unique import/export route target in every 
VRF that is only client of central servers

• Configure Central Services import and export route 
targets in VRFs that participate in Central Services VPN

P-network

PE-1 PE-2

A-Central B-Central

B-Spoke-2

A-Spoke-1 B-Spoke-1

A-Spoke-2

PE-CS

Central Server

 

The following table shows a route target and route distinguisher numbering scheme 
for PE-1: 

VRF Route 
Distinguisher 

Import Route Target Export Route Target 

VPN_A 123:750 123:750 123:750 
VPN_B 123:760 123:760 123:760 
VPN_A_Central 123:751 123:750 

123:101 
123:750 
123:100 

 

The following table shows a route target and route distinguisher numbering scheme 
for PE-2: 

VRF Route 
Distinguisher 

Import Route Target Export Route Target 

VPN_A 123:750 123:750 123:750 
VPN_B 123:760 123:760 123:760 
VPN_B_Central 123:751 123:760 

123:101 
123:760 
123:100 

 

The following table shows a route target and route distinguisher numbering scheme 
for PE-CS: 

VRF Route 
Distinguisher 

Import Route Target Export Route Target 

Server 123:101 123:101 
123:100 

123:101 
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MPLS 

P-network

PE-1 PE-2

A-Central B-Central

B-Spoke-2

A-Spoke-1 B-Spoke-1

A-Spoke-2

PE-CS

Central Server

Central Services VPN + Simple VPN
VRF Configuration

Central Services VPN + Simple VPN
VRF Configuration

ip vrf VPN_A
rd 123:750
route-target both 123:750
!
ip vrf VPN_A_Central
rd 123:751
route-target both 123:750
route-target export 123:100
route-target import 123:101
!
ip vrf VPN_B
rd 123:760
route-target both 123:760

ip vrf Server
rd 123:101
route-target both 123:101
route-target import 123:100

 

The example above shows a fraction of the configuration according to the route 
distinguisher and route-target numbering scheme shown on the previous page. 



Copyright  2000, Cisco Systems, Inc. MPLS VPN Topologies 47 

Summary 
Central services VPN is used when more VPNs need to share a common set of 
servers. These servers reside in the Central Services VPN and all other VPNs 
have access to this VPN. Those VPNs, however, are not able to see one another. 

The Central Services VPN is implemented using two Route Target extended 
communities where one is used to import networks into the VPN and the other to 
export networks. The client sites do the opposite. Two Route Target extended 
communities are needed to prevent client sites from exchanging routing 
information. 

Review Questions 
Answer the following questions 

n What are the typical usages for central services VPN topology? 

n What is the connectivity model for central services VPN topology? 

n How do you implement central services VPN topology? 

n How many route targets do you need for a central services VPN solution with 
two server sites and 50 client sites? How many route distinguishers? 

n How do you combine central services VPN topology with simple VPN 
topology? 
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Hub-and-Spoke VPN Solutions 

Objectives 
Upon completion of this section, you will be able to perform the following tasks:  

n Describe the situations when the hub-and-spoke VPN topology is appropria te 

n Describe the routing model of the hub-and-spoke VPN topology 

n Describe the data flow of the hub-and-spoke VPN topology 

n Select the optimal PE-CE routing protocol in hub-and-spoke topology 

n Explain the implications of using BGP as the PE-CE routing protocol at the hub 
site 
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Hub & Spoke VPN TopologyHub & Spoke VPN Topology

• One central site has full routing knowledge of all 
other sites of the same VPN
• Hub-Site

• Other sites will send traffic to the Hub-Site for any 
destination
• Spoke-Sites

• The Hub-Site is the central transit point between 
Spoke-Sites
• Security services (filters)

• Traffic logging and/or accounting

• Intrusion Detection systems

 

MPLS VPN core networks seamlessly create a full mesh between sites belonging 
to the same VPN with optimal routing within the service provider core network. 
The traffic exchanged between individual customer sites never flows through other 
customer routers.  

Some customers would still like to retain the centralized control that was inherent 
with overlay VPN hub-and-spoke topology where all the traffic was exchanged 
through the central site (or sites). For customers that need a hub & spoke topology 
implemented over a MPLS VPN backbone, a special design is needed to force the 
VPN core to forward all packets to the central site. To achieve that we have to 
prevent spoke sites from exchanging routing information. They can only exchange 
routing information with the hub site. 

Note Hub-and-spoke VPN topology defeats the scalability of MPLS VPN and the 
optimum inter-site routing provided by MPLS VPN. 
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MPLS VPN Topologies
VPN Sites with Hub & Spoke Routing

MPLS VPN Topologies
VPN Sites with Hub & Spoke Routing

PE2

PE1

PE3

Site-1

N1

N3

VPN-IPv4 updates advertised by PE3
RD:N1, NH=PE3,Label=IntCE3-Spoke, RT=Spoke
RD:N2, NH=PE3,Label=IntCE3-Spoke, RT=Spoke
RD:N3, NH=PE3,Label=IntCE3-Spoke, RT=Spoke

Site-3

Site-2

N2

IntCE3-Spoke VRF
(Export RT=Spoke)
N1,NH=CE3-Spoke
N2,NH=CE3-Spoke
N3,NH=CE3-Spoke

CE1

CE3-Spoke

CE2

CE3-Hub
IntCE3-Hub VRF
(Import RT=Hub)
N1,NH=PE1
N2,NH=PE2

VPN-IPv4 update advertised by PE1
RD:N1, NH=PE1,Label=IntCE1, RT=Hub

VPN-IPv4 update advertised by PE2
RD:N2, NH=PE2,Label=IntCE2, RT=Hub

IntCE2 VRF
(Import RT=Spoke)
(Export RT=Hub)
N1,NH=PE3 (imported)
N2,NH=CE2 (exported)
N3,NH=PE3 (imported)

IntCE1 VRF
(Import RT=Spoke)
(Export RT=Hub)
N1,NH=CE1 (exported)
N2,NH=PE3 (imported)
N3,NH=PE3 (imported

BGP/RIPv2

BGP/RIPv2

• Spoke routes are imported into Hub VRF on PE-3
• Spoke routes are announced to the Hub site and announced over a 

different hub router and PE-CE interface to PE-3
• Spoke routes from Hub site are imported into Spoke VRF on the Hub site
• Spoke routes are announced to other spokes and imported into spoke 

VRFs

 

To make sure that the packets are forwarded to the hub site we need two 
interfaces in two separate VRFs for the hub site. One is used to receive packets 
from the hub site and propagate them to spoke sites; the other is used to collect 
packets from spoke sites and send them to the hub site. 

In the picture above the spoke sites are propagating routing information to the PE, 
which is marking them with the route target “Hub” that can only be imported into 
the VRF Hub and sent to the central site. 

The central site then propagates the same information out through the second 
interface, and the PE to which the central site is attached is marking this 
information with the route-target “spoke” that can be imported in all other spoke 
VRFs. 

Note We need a separate VRF for every spoke site even if they are connected to the 
same PE to prevent spoke sites from exchanging routing information directly. 

 

Note Using OSPF between PE and CE routers is not recommended because you 
have one VRF per site, which requires a separate OSPF process per interface. 
This would increase the CPU load and memory requirements on the PE router 
as well as very possibly exceed the limit of 32 routing protocols per router. 
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Hub & Spoke Topology
Data Flow

Hub & Spoke Topology
Data Flow

PE2

PE1

PE3

Site-1

N1

N3

Site-3

Site-2

N2 IntCE3-Spoke VRF
(Export RT=Spoke)
N1,NH=CE3-Spoke
N2,NH=CE3-Spoke
N3,NH=CE3-Spoke

CE1

CE3-Spoke

CE2

CE3-Hub

IntCE3-Hub VRF
(Import RT=Hub)
N1,NH=PE1
N2,NH=PE2

IntCE2 VRF
(Import RT=Spoke)
(Export RT=Hub)
N1,NH=PE3 (imported)
N2,NH=CE2 (exported)
N3,NH=PE3 (imported)

IntCE1 VRF
(Import RT=Spoke)
(Export RT=Hub)
N1,NH=CE1 (exported)
N2,NH=PE3 (imported)
N3,NH=PE3 (imported

BGP/RIPv2

BGP/RIPv2

• Traffic from one spoke to another will travel 
across the hub site

• Allowas-IN has to be configured on the PE3 
if the Site-3 is using BGP

 

The routing table for all spoke VRFs is pointing to the central site for all 
destinations in the VPN, which results in packets flowing through the hub site. 

Note This design causes asymmetric routing. For example: a packet going from 
Spoke-1 to Spoke-2 will enter the hub site through interface Hub-1 and exit 
through interface Hub-2; the returning packet will also enter the hub site through 
interface Hub-1 and exit through interface Hub-2. This side effect may prevent the 
customer from deploying stateful filters or similar mechanisms that also check 
the direction of packets. 
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PE2

PE1

PE3

Site-1

192.168.0.5/32

N3

Site-3

Site-2

N2

CE1

CE3-Spoke

CE2

CE3-Hub

Allowas-in in Hub and Spoke 
Topology

Allowas-in in Hub and Spoke 
Topology

ASN: 100
eBGP4 update: 
192.168.0.5/32
AS_PATH: 100 251

ASN: 251

ASN: 252

ASN: 250

eBGP4 update: 
192.168.0.5/32
AS_PATH: 250 100
251

router bgp 100
address-family ipv4 vrf Spoke
neighbor 192.168.74.4 remote-as 250
neighbor 192.168.74.4 activate
neighbor 192.168.74.4 allowas-in 4
no auto-summary
no synchronization
exit-address-family

 

In the case where the customer is using BGP, the service provider does not accept 
updates coming from the hub site if they have previously been sent to the hub site 
through the other BGP session. This is because it regards it as a routing loop (it 
finds its own AS number in the AS path). 

To overcome this problem there is an option where we specify the maximum 
number of occurrences of our own AS numbers in the AS path. In the example 
above the service provider will accept all updates as long as they don’t contain its 
AS number in the AS path more than four times. 
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PE2

PE1

PE3

Site-1

192.168.0.5/32

N3

Site-3

Site-2

N2

CE1

CE3-Spoke

CE2

CE3-Hub

Allowas-in in Combination 
with  AS-override

Allowas-in in Combination 
with  AS-override

ASN: 100

ASN: 250

ASN: 250

ASN: 250

eBGP4 update: 
192.168.0.5/32
AS_PATH: 100 100

eBGP4 update: 
192.168.0.5/32
AS_PATH: 250 100
100

eBGP4 update: 
192.168.0.5/32
AS_PATH: 250

VPN-IPv4
RD:192.168.0.5/32, 
AS_PATH: 250

VPN-IPv4
RD:192.168.0.5/32, 
AS_PATH: 250 100 
100

eBGP4 update: 
192.168.0.5/32
AS_PATH: 100 100 100
100 router bgp 100

address-family ipv4 vrf Hub
neighbor 192.168.73.3 remote-as 250
neighbor 192.168.73.3 activate
neighbor 192.168.73.3 as-override

address-family ipv4 vrf Spoke
neighbor 192.168.74.4 remote-as 250
neighbor 192.168.74.4 activate
neighbor 192.168.74.4 allowas-in 4

The AS_PATH contains four 
occurrences of the provider 
ASN. This update will be 
rejected if the CE routers
advertise it back to any PE

 

If the customer is using one single AS number for all the sites, a similar problem 
will occur in the hub site: a spoke site originating a route will prepend AS 250 and 
send it to the service provider; the service provider will prepend its own AS 
number and send the update to the hub site; the hub site will then ignore the update 
because it contains its AS number. To overcome this, the service provider can 
overwrite the customers AS number with its own. To accomplish this we use the 
as-override  feature on all BGP sessions between PE and CE routers (for hub and 
spoke sites). 



54 MPLS VPN Topologies Copyright  2000, Cisco Systems, Inc. 

Summary 
One of the major benefits of a MPLS VPN solution is that it provides a full mesh 
between the CE sites with optimal routing in the core. There is no longer any need 
for a central site. If, however, there is a need for all the packets to go through a 
central site, a special design is needed for the VPN. 

To force the packets to go through the central site, we need two links for the 
central site (also called hub site) – one is importing other CE’s routes, the other is 
exporting them. To prevent spoke CE sites from exchanging routing information 
the PE routers to which the spoke sites are attached have to export routing updates 
from CE sites with a different Route Target extended community from the one 
they import. This also requires each CE site to have its own VRF. 

Routing is no longer optimal because all packets between spoke CE sites have to 
traverse the core network twice. 

If BGP is used between the PE router and the hub site’s CE router we have to use 
Allow-AS feature to prevent returning routing updates from being ignored on the 
PE router. 

Review Questions 
Answer the following questions 

n When would you deploy hub-and-spoke VPN topology? 

n What is the main difference between central services VPN topology and hub-
and-spoke VPN topology? 

n What is the main difference between simple VPN topology and hub-and-spoke 
VPN topology? 

n Describe the routing information flow in hub-and-spoke topology. 

n Describe the packet forwarding in hub-and-spoke topology. 

n How many PE-CE links do you need at the spoke sites? 

n How many PE-CE links do you need at the hub sites? 

n Do you need two CE routers at the hub site? 

n Do you need two PE routers to connect the hub site? 

n Which routing protocol would you use between the P-network and the hub 
site? 

n Which BGP features are necessary to support BGP as the routing protocol at 
the hub site? 

n Which BGP features are necessary to support BGP as the routing protocol at 
the spoke site if all sites use the same AS number? 
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Managed CE-Router Service 

Objectives 
Upon completion of this section, you will be able to perform the following tasks:  

n Describe the requirements of managed CE-router service 

n Design a VPN topology based on central-services VPN topology, which solves 
the managed CE-router service requirements 

n Implement the Managed CE-Router Service VPN solution 
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MPLS 

Managed CE RoutersManaged CE Routers

• Central Server (NMS) needs access to loopback 
addresses of all CE routers

• Very similar to Central Services + Simple VPN
• All CE routers participate in Central Services VPN
• Only loopback addresses of CE routers need to be 

exported into Central Services VPN

P-network

PE-1 PE-2

A-Central B-Central

B-Spoke-2

A-Spoke-1 B-Spoke-1

A-Spoke-2

PE-CS

Central Server

 

If the service provider is managing the customer routers, it is convenient to have a 
central point that has access to all CE routers, but not to the other destinations at 
customer sites. This requirement is usually implemented by deploying a separate 
VPN for management purposes. This VPN has to see all the loopback interfaces 
of all the CE routers. All CE routers have to see the Management VPN. The 
design is very similar to the Central Services VPN with the only difference being 
that we only mark loopback addresses to be imported into the Management VPN. 

Note The topology described in this section is sometimes also referred to as gray 
management VPN implementation as all CE routers are accessed through a 
single link between the NMS CE router and the network core. An alternate 
solution (rainbow management VPN), where the NMS CE router has separate 
connections to each managed CE router is usually used in combination with 
overlay VPNs (for example, Frame Relay networks). 
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MPLS 

Managed CE Routers  
VRF Creation and RD
Managed CE Routers  
VRF Creation and RD

• Create one VRF per customer VPN per PE router

• Assign the same RD to each customer VRF

• Create NMS VRF on the PE-CS router

• Assign a unique RD to NMS VRF

P-network

PE-1 PE-2

A-Central B-Central

B-Spoke-2

A-Spoke-1 B-Spoke-1

A-Spoke-2

PE-CS

Central Server

 

The VRF and route distinguisher design is the same as with Central Services 
VPNs. The only difference between this topology and Central Services VPN 
topology combined with Simple VPN topology is the route-target marking process 
during route export. 
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MPLS 

Managed CE Routers
Route Targets

Managed CE Routers
Route Targets

• Configure per-customer import/export route target in all customer VRFs

• Configure NMS import/export route target in NMS VRF

• Import routes with NMS RT into customer VRF
• Export loopback addresses from customer VRF with RT NMS_Client

• Import routes with RT NMS_Client into NMS VRF

P-network

PE-1 PE-2

A-Central B-Central

B-Spoke-2

A-Spoke-1 B-Spoke-1

A-Spoke-2

PE-CS

Central Server

 

The following table shows a route target and route distinguisher numbering scheme 
for PE-1: 

VRF Route 
Distinguisher 

Import Route Target Export Route Target 

VPN_A 123:750 123:750 
123:101 

123:750 
123:100 (lo0) 

VPN_B 123:760 123:760 
123:101 

123:760 
123:100 (lo0) 

 

The following table shows a route target and route distinguisher numbering scheme 
for PE-CS: 

VRF Route 
Distinguisher 

Import Route Target Export Route Target 

Server 123:101 123:101 
123:100 

123:101 
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P-network

PE-1 PE-2

A-Central B-Central

B-Spoke-2

A-Spoke-1 B-Spoke-1

A-Spoke-2

PE-CS

Central Server

Managed CE Routers
VRF Configuration

Managed CE Routers
VRF Configuration

ip vrf VPN_A
rd 123:750
route-target both 123:750
route-target import 123:101
export route-map NMS
!
route-map NMS
match ip access-list 10 
set extcommunity rt 123:100 additive
!
access-list 10 permit 199.12.0.0 0.0.7.255

ip vrf Server
rd 123:101
route-target both 123:101
route-target import 123:100

 

The example above shows a sample configuration for a customer VRF with 
differentiated route target export for loopback addresses according to the 
numbering scheme shown on the previous page. Export route-map is used to match 
on part of the IP address space and attach an additional route-target to the routes 
within this address space (CE router loopback addresses). 

Note The routing protocol between PE and CE routers has to be secured (with 
distribute-lists or prefix-lists) to prevent customers from announcing routes in 
the address space dedicated to the network management; otherwise, the 
customers can gain two-way connectivity to the network management station. 

The CE router loopback addresses are then imported into the Server VPN based 
on the additional route-target attached to them during the export process. 

Note This design allows client sites to send packets to the Management VPN 
regardless of the source address. Special precautions should be taken to 
protect the Management VPN from potential threats and denial-of-service attacks 
coming from customer sites. 
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Summary 
A separate Management VPN can be used by the service provider to manage the 
CE routers of all the VPNs. 

A pair of Route Target extended communities is used to accomplish this. One is 
used to export CE routers’ loopback addresses and is imported into the VRF of the 
Management VPN. The other Route Target is used to export the networks form 
the Management VRF and import them into all other VRFs. 

Review Questions 
Answer the following questions 

n When would you need managed CE router service? 

n How do you implement managed CE router service? 

n What’s the main difference between managed CE router service and usual 
central services VPN topology? 

Chapter Summary 
After completing this chapter, you should be able to perform the following tasks: 

n Design and implement simple VPN solutions with optimal intra-VPN routing 

n Design and implement various routing protocols within VPNs 

n Design and implement central services VPN topologies 

n Design and implement hub-and-spoke VPN topologies 

n Design and implement VPN topology required for managed router services 
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Review Questions and Answers 
Simple VPN with Optimal Intra-VPN Routing 

Question: What are the basic requirements for simple VPN service? 

Answer: Any site can talk to any other site and optimal routing is provided across 
the backbone. 

Question: What are the routing requirements for simple VPN service? 

Answer: The usage of traditional routing protocols such as: static routing, RIPv2, 
OSPF or BGP to advertise customer networks between the PE-routers and the 
CE-routers. 

Question: Which PE-CE routing protocol would you use for simple VPN 
service? 

Answer: RIP version 2. 

Question:  How many VRFs per PE-router do you need to implement simple 
VPN service? 

Answer: One for all sites in the simple VPN. 

Question:  How do you integrate RIP running between PE and CE with MP-
BGP running in the MPLS VPN backbone? 

Answer: RIPv2 routes from CE site are redistributed into MP-BGP, transported 
across backbone and redistributed back into PE-CE routing protocol (RIPv2). 

Question:  When would you use static routing between PE and CE routers? 

Answer: For single-connection sites with one IP prefix. 

Question:  When would you be able to use default routing from PE toward CE? 

Answer: Usually, when the CE routers has one single connection to the MPLS 
VPN backbone (stub sites). 

Question:  When would you use OSPF between PE and CE routers? 

Answer: For large VPN customers where the customer insists on using OSPF 
for migration or intra-site routing purposes. 

Question:  What are the drawbacks of offering OSPF as the PE-CE routing 
protocol to your customers? 

Answer: The number of VRFs that can support OSPF on a single PE-router is 
limited by the overall process number (32). 

 

Using BGP as the PE-CE Routing Protocol 

Question:  When would you use BGP as the PE-CE routing protocol? 
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Answer: When a site has more than one connection into the MPLS backbone. 
When a customer has a large number of sites (appx. more than 100). If the 
customer is also an ISP with its own AS number. 

Question:  When would you use the same AS number for several sites? 

Answer: If there is a large number of sites and there are not enough private AS 
numbers available. If the customer is an ISP with its own AS number. 

Question:  When would you use a different AS number for every site? 

Answer: If VPNs do not overlap and do not have more than 1024 sites. 

Question:  Which BGP features would you use to support the customers that use 
the same AS number at multiple sites? 

Answer: "AllowAS-in" for multihomed sites using a hub-and-spoke topology. 

   "AS-override" to be able to propagate routes from one site to another 
site. 

 

Overlapping Virtual Private Networks 

Question:  What are the typical usages for overlapping Virtual Private Networks? 

Answer: Separating an enterprise network into VPNs, which have access only to 
the central VPN. Interconnecting two or more enterprise networks by using an 
extranet VPN. 

Question:  What are the connectivity requirements for overlapping VPNs? 

Answer: An additional VPN for overlapping sites. 

Question:  What is the expected data flow within overlapping VPNs? 

Answer:  Routing for data flow between any pair of sites (if permitted) is still 
optimal.  Data flow between two sites is permitted if they are part of the same 
VPN. 

Question:  How many VRFs do you need to implement three partially 
overlapping VPNs? 

How many route distinguishers? How many route targets? 

Answer:  One VRF per set of sites with the same VPN membership per PE 
router; one RD per VRF (three); at least two route targets.  

Question:  How would you select a routing protocol to use in an overlapping 
VPN solution? 

Answer:  Overlapping VPN topology does not influence the design criteria for 
selecting the IGP. 

 

Overlapping Virtual Private Networks 
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Question:  What are the typical usages for overlapping Virtual Private Networks? 

Answer:  Separating an enterprise network into VPNs, which have access only 
to the central VPN.Interconnecting two or more enterprise networks by using an 
extranet VPN. 

Question:  What are the connectivity requirements for overlapping VPNs? 

Answer:  An additional VPN for overlapping sites. 

Question:  What is the expected data flow within overlapping VPNs? 

Answer:  Routing for data flow between any pair of sites (if permitted) is still 
optimal.  Data flow between two sites is permitted if they are part of the same 
VPN. 

Question:  How many VRFs do you need to implement three partially 
overlapping VPNs? 

How many route distinguishers? How many route targets? 

Answer:  One VRF per set of sites with the same VPN membership per PE 
router; one RD per VRF (three); at least two route targets. 

Question:  How would you select a routing protocol to use in an overlapping 
VPN solution? 

Answer:  Overlapping VPN topology does not influence the design criteria for 
selecting the IGP. 

 

Hub-and-Spoke VPN Solutions  

Question:  How would you select a routing protocol to use in an ovWhen would 
you deploy hub-and-spoke VPN topology? 

Answer:  When the customer wants all packets to flow through the central site. 

Question:  What is the main difference between central services VPN topology 
and hub-and-spoke VPN topology? 

Answer:  Central services VPN does not forward packets between client sites. 

Question:  What is the main difference between simple VPN topology and hub-
and-spoke VPN topology? 

Answer:  Simple VPN have optimal routing between sites. 

Question:  Describe the routing information flow in hub-and-spoke topology. 

Answer:  Spoke sites can only exchange routing information through the hub site. 

Spoke routes are imported into hub VRF on the PE router. 

Spoke routes are announced to the hub site and announced over a different hub 
router and PE-CE interface to PE. 
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Spoke routes from hub site are imported into spoke VRF on the hub site. 

Spoke routes are announced to other spokes and imported into spoke VRFs. 

Question:  Describe the packet forwarding in hub-and-spoke topology. 

Answer:  The traffic exchanged between individual spoke sites flows through the 
central hub site. 

Question:  How many PE-CE links do you need at the spoke sites? 

Answer:  One. 

Question:  How many PE-CE links do you need at the hub sites? 

Answer:  Two. 

Question:  Do you need two CE routers at the hub site? 

Answer:  No. 

Question:  Do you need two PE routers to connect the hub site? 

Answer:  No. 

Question:  Which routing protocol would you use between the P-network and 
the hub site? 

Answer:  BGP. 

Question:  Which BGP features are necessary to support BGP as the routing 
protocol at the hub site? 

Answer:  Allowas-in on the eBGP session at the PE router connecting the hub 
site; only standard features at the hub CE routers. 

Question:  Which BGP features are necessary to support BGP as the routing 
protocol at the spoke site if all sites use the same AS number? 

Answer:  As-override feature on all eBGP sessions between PE and CE spoke 
routers (also applies to the hub site); only standard features at the spoke CE 
routers. 

 

Managed CE-Router Service 

Question:  When would you need managed CE router service? 

Answer:  When the service provider manages CE routers and needs access to all 
of them from a single point. 

Question:  How do you implement managed CE router service? 

Answer:  Central Services model is used except that only loopback address are 
imported into the CS-VPN. 

Question:  What’s the main difference between managed CE router service and 
usual central services VPN topology? 
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Answer:  Export maps are used to tag loopback addresses to be imported into 
the Management VPN. 



1 

MPLS VPN Topologies 
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Simple VPN with Optimal Intra-VPN Routing 

Review Questions 
Answer the following questions 

n What are the basic requirements for simple VPN service? 

Any site can talk to any other site and optimal routing is provided across 
the backbone. 

n What are the routing requirements for simple VPN service? 

The usage of traditional routing protocols such as: static routing, RIPv2, 
OSPF or BGP to advertise customer networks between the PE-routers 
and the CE-routers.  

n Which PE-CE routing protocol would you use for simple VPN service? 

RIP version 2. 

n How many VRFs per PE-router do you need to implement simple VPN 
service? 

One for all sites in the simple VPN. 

n How do you integrate RIP running between PE and CE with MP-BGP running 
in the MPLS VPN backbone? 

RIPv2 routes from CE site are redistributed into MP-BGP, transported 
across backbone and redistributed back into PE-CE routing protocol 
(RIPv2). 

n When would you use static routing between PE and CE routers? 

For single-connection sites with one IP prefix. 

n When would you be able to use default routing from PE toward CE? 

Usually, when the CE routers has one single connection to the MPLS 
VPN backbone (stub sites). 

n When would you use OSPF between PE and CE routers? 

For large VPN customers where the customer insists on using OSPF for 
migration or intra-site routing purposes. 

n What are the drawbacks of offering OSPF as the PE-CE routing protocol to 
your customers? 

The number of VRFs that can support OSPF on a single PE-router is 
limited by the overall process number (32). 
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Using BGP as the PE-CE Routing Protocol 

Review Questions 
Answer the following questions 

n When would you use BGP as the PE-CE routing protocol?  

When a site has more than one connection into the MPLS backbone. 

When a customer has a large number of sites (appx. more than 100). 

If the customer is also an ISP with its own AS number. 

n When would you use the same AS number for several sites? 

If there is a large number of sites and there are not enough private AS 
numbers available. 

If the customer is an ISP with its own AS number. 

n When would you use a different AS number for every site? 

If VPNs do not overlap and do not have more than 1024 sites. 

n Which BGP features would you use to support the customers that use the 
same AS number at multiple sites? 

"AllowAS-in" for multihomed sites using a hub-and-spoke topology. 

"AS-override" to be able to propagate routes from one site to another 
site. 
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Overlapping Virtual Private Networks 

Review Questions 
Answer the following questions 

n What are the typical usages for overlapping Virtual Private Networks? 

Separating an enterprise network into VPNs, which have access only to 
the central VPN. 

Interconnecting two or more enterprise networks by using an extranet 
VPN. 

n What are the connectivity requirements for overlapping VPNs? 

An additional VPN for overlapping sites. 

n What is the expected data flow within overlapping VPNs? 

Routing for data flow between any pair of sites (if permitted) is still 
optimal. 

Data flow between two sites is permitted if they are part of the same 
VPN. 

n How many VRFs do you need to implement three partially overlapping VPNs? 
How many route distinguishers? How many route targets? 

One VRF per set of sites with the same VPN membership per PE 
router; one RD per VRF (three); at least two route targets. 

n How would you select a routing protocol to use in an overlapping VPN 
solution? 

Overlapping VPN topology does not influence the design criteria for 
selecting the IGP. 
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Central Services VPN Solutions 

Review Questions 
Answer the following questions 

n What are the typical usages for central services VPN topology? 

Extranets interconnecting enterprise networks by using central (proxy) 
servers 

Intranet with separated departments having access to the central servers 

n What is the connectivity model for central services VPN topology? 

All clients have access to the central VPN but not to each other 

n How do you implement central services VPN topology? 

A separate VRF for each client (ClientVPN) and one VRF per PE 
router connecting a server site (CentralVPN). 

One RT for CentralVPN->ClientVPN route propagation and another RT 
for all ClientVPN->CentralVPN. 

n How many route targets do you need for a central services VPN solution with 
two server sites and 50 client sites? How many route distinguishers? 

52 route targets and 51 route distinguishers 

n How do you combine central services VPN topology with simple VPN 
topology? 

We need one VRF per VPN for sites that have access to other sites in 
the customer VPN, but no access to the Central Services VPN, one 
VRF per VPN for sites that have access to Central Services VPN, and 
one VRF for the Central Services VPN . 
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Hub-and-Spoke VPN Solutions 

Review Questions 
Answer the following questions 

n When would you deploy hub-and-spoke VPN topology? 

When the customer wants all packets to flow through the central site. 

n What is the main difference between central services VPN topology and hub-
and-spoke VPN topology? 

Central services VPN does not forward packets between client sites. 

n What is the main difference between simple VPN topology and hub-and-spoke 
VPN topology? 

Simple VPN have optimal routing between sites. 

n Describe the routing information flow in hub-and-spoke topology. 

Spoke sites can only exchange routing information through the hub site. 

Spoke routes are imported into hub VRF on the PE router.  

Spoke routes are announced to the hub site and announced over a 
different hub router and PE-CE interface to PE.  

Spoke routes from hub site are imported into spoke VRF on the 
hub site.  

Spoke routes are announced to other spokes and imported into 
spoke VRFs.  

n Describe the packet forwarding in hub-and-spoke topology. 

The traffic exchanged between individual spoke sites flows through the 
central hub site. 

n How many PE-CE links do you need at the spoke sites? 

One. 

n How many PE-CE links do you need at the hub sites? 

Two. 

n Do you need two CE routers at the hub site? 

No. 

n Do you need two PE routers to connect the hub site? 

No. 

n Which routing protocol would you use between the P-network and the hub 
site? 

BGP. 



Copyright  2000, Cisco Systems, Inc. Release Date: August 2000 1-7 

n  

n  

n Which BGP features are necessary to support BGP as the routing protocol at 
the hub site? 

Allowas-in on the eBGP session at the PE router connecting the hub site; 
only standard features at the hub CE routers. 

n Which BGP features are necessary to support BGP as the routing protocol at 
the spoke site if all sites use the same AS number? 

As-override feature on all eBGP sessions between PE and CE spoke 
routers (also applies to the hub site); only standard features at the spoke 
CE routers. 
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Managed CE-Router Service 

Review Questions 
Answer the following questions 

n When would you need managed CE router service? 

When the service provider manages CE routers and needs access to all 
of them from a single point. 

n How do you implement managed CE router service? 

Central Services model is used except that only loopback address are 
imported into the CS-VPN. 

n What’s the main difference between managed CE router service and usual 
central services VPN topology? 

Export maps are used to tag loopback addresses to be imported into the 
Management VPN. 

 

 

 



 

Internet Access from  
a VPN 

Overview 
Integrating Internet Access with an MPLS/VPN solution is one of the most 
common SP business requirements. This chapter provides a good understanding of 
underlying design issues, several potential design scenarios and some sample 
configurations. 

This chapter contains the following topics: 

n Integrating Internet Access with the MPLS VPN Solution 

n Design Options for Integrating Internet Access with MPLS VPN 

n Leaking Between VPN and Global Backbone Routing 

n Separating Internet Access from VPN Service 

n Internet Access Backbone as a Separate VPN 

Objectives 
Upon completion of this chapter, you will be able to perform the following tasks:  

n  Explain the requirements for Internet Access from a VPN. 

n Describe various design models for integrated Internet Access and their 
benefits and drawbacks. 

n Design and implement an MPLS VPN solutions based on these design models. 

n Design and implement a Wholesale Internet Access solution. 
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Integrating Internet Access with the MPLS VPN 
Solution 

Objectives 
n Upon completion of this section, you will be able to explain the requirements 

for combining Internet Access with VPN services. 



Copyright  2000, Cisco Systems, Inc. Internet Access from a VPN 3 

© 2000, Cisco Systems, Inc. www.cisco.com Chapter 2-5

Classical Internet Access for a
VPN Customer

Classical Internet Access for a
VPN Customer

• The VPN customer connects to the Internet
only through a central site (or a few central
sites)

• A firewall between the customer VPN and the
Internet is deployed only at the central site

InternetCustomer VPN

CE-Site-1

CE-InternetFirewallCE-Site-2

CE-Site-3

CE-Central PE-Internet

 

Classical Internet access is implemented through a (usually central) firewall that 
connects the customer’s network to the Internet in a secure fashion. The 
customer's private network (or Virtual Private Network if the customer is using a 
VPN service) and the Internet are connected only through the firewall. 
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Classical Internet Access
Addressing

Classical Internet Access
Addressing

• Customer can use private address space
• The firewall provides Network Address

Translation (NAT) between the private
address space and the small portion of public
address space assigned to the customer

InternetCustomer VPN

CE-Site-1

CE-InternetFirewallCE-Site-2

CE-Site-3

CE-Central PE-Internet

Private addresses Public addresses

 

Addressing requirements of this type of connection are very simple: 

n The customer is assigned a small block of public address space used by the 
firewall. 

n The customer typically uses private addresses inside the customer network. 

n The firewall performs Network Address Translation (NAT) between the 
customer’s private addresses and the public addresses assigned to the 
customer by the Internet Service Provider (ISP). Alternatively, the firewall 
might perform an application-level proxy function that also isolates private and 
public IP addresses. 
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Classical Internet Access for a
VPN Customer

Classical Internet Access for a
VPN Customer

Benefits:
• Simple, well-known setup
• Only a single point needs to be secured
Drawbacks:
• All Internet traffic from all sites goes across the

central site

InternetCustomer VPN

CE-Site-1

CE-InternetFirewallCE-Site-2

CE-Site-3

CE-Central PE-Internet

 

There are a number of benefits associated with this design: 

n It is a well-known setup used world-wide for Internet connectivity from a 
corporate network. Access to expertise needed to implement such a setup is 
thus simple and straightforward. 

n There is only one interconnection point between the secure customer network 
and the Internet. Security of the Internet access only has to be managed at this 
central point. 

The major drawback of this design is the traffic flow – all traffic from the customer network 
to the Internet has to pass through the central firewall. While this might not be a drawback 
for smaller customers, it can be a severe limitation for large organizations with many users, 
especially when geographically separated.  
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Internet Traffic Flow in a MPLS
VPN Backbone

Internet Traffic Flow in a MPLS
VPN Backbone

• Internet traffic flow becomes a more serious
issue in combined VPN + Internet backbones

MPLS VPN + Internet backbone
CE-Site-1 CE-Internet

FirewallCE-Site-2

CE-Site-3
CE-Central

PE-router PE-router

• Some customers would like to optimize traffic
flow and gain access to the Internet from
every site

 

The traffic flow issue becomes even more pronounced when the customer VPN 
(based on, for example, MPLS VPN service) and the Internet traffic share the 
same Service Provider backbone. In this case, the traffic from a customer site may 
have to traverse the Service Provider backbone as VPN traffic, and then return 
into the same backbone by the corporate firewall, ending up at a server very close 
to the original site. 

Based on this analysis, the drawbacks of the central firewall design can be 
summarized: 

n The link between the central site and the provider backbone has to be over-
dimensioned, as it has to transport all of the customer’s Internet traffic. 

n The provider backbone is over-utilized, as the same traffic crosses the 
backbone twice, first as VPN traffic and then as Internet traffic (or vice 
versa). 

n Response times and quality of service may suffer since the traffic between the 
customer site and an Internet destination always has to cross the central 
firewall, even when the Internet destination is very close to the customer site. 

These drawbacks have prompted some large users and service providers to 
consider alternate designs in which every customer site can originate and receive 
Internet traffic directly. 
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Internet Access from Every
Customer Site

Internet Access from Every
Customer Site

Customers want to gain access to the Internet directly
from every site.
Benefits:

• Optimum traffic flow to/from Internet sites
Drawbacks

• Each site has to be secured against unauthorized Internet access
• Easier to achieve in Extranet scenarios, because every site is

already secured against other sites

Internet

Customer VPN

CE-Site-1 CE-Site-2 CE-Site-3 CE-Central

 

To bypass the limitations of Internet access through a central firewall, some 
customers are turning toward designs in which each customer site has its own 
independent Internet access. While this design clearly solves all traffic flow issues, 
the associated drawback is higher exposure – each site has to be individually 
secured against unauthorized Internet access. This design is applicable primarily 
for larger sites (concentrating traffic from close-by smaller sites) or for Extranet 
VPNs in which each site is already secured against the other sites participating in 
the Extranet VPN. 
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Internet Access from Every
Site - Addressing

Internet Access from Every
Site - Addressing

Two addressing options:
• Every CE router performs NAT functionality – a small

part of public address space has to be assigned to each
CE router

• Customer only uses public IP addresses in the private
network - not realistic for many customers

Internet

Customer VPN

CE-Site-1 CE-Site-2 CE-Site-3 CE-Central

Private addresses

Public addresses

 

In order to gain Internet access from every site, each site requires at least some 
public IP addresses.  Two methods can be used to achieve this goal: 

n A small part of public address space can be assigned to each customer site. 
Network Address Translation between the private IP addresses and the public 
IP addresses needs to be performed at each site. 

n If the customer is already using public IP addresses in the VPN, NAT 
functionality is not needed. Unfortunately, this option is only open to those 
customers that own large address blocks of public IP addresses. 
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Internet Access from Every
Site - MPLS VPN Backbone
Internet Access from Every
Site - MPLS VPN Backbone

• Internet and VPN traffic is flowing over PE-CE link -
additional security needed on CE routers

• Traffic flow between an individual site and Internet
destinations is always optimal

MPLS VPN + Internet backbone

CE-CentralPE-router

CE-Site-1

CE-Site-2

CE-Site-3

PE-router

 

To achieve Internet access from every customer site, each CE router must 
forward VPN traffic toward other customer sites as well as Internet traffic toward 
Internet destinations. The two traffic types are usually sent over the same physical 
link to minimize costs. Switched WAN encapsulation (Frame Relay or ATM) could 
be used to separate the VPN and Internet traffic onto different virtual circuits or 
the traffic can share the same logical link as well, resulting in reduced security. On 
the other hand, the weaker (or more complex) security of this design is offset by 
optimal traffic flow between every site and Internet destinations. 
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Internet Access Through
Central Firewall Service

Internet Access Through
Central Firewall Service

• Some customers want a Service Provider-managed
firewall to the Internet

• Using a central firewall is the most cost-effective way
to provide this service

Internet
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Customer A

CE-A1

CE-A2

VPN
Customer B

CE-B1

CE-B2

Central
Firewall

 

For customers who do not want the complexity of managing their own firewall, a 
managed firewall service offered by the Service Provider is a welcome relief. 
These customers typically want the Service Provider to take care of the security 
issues of their connection to the Internet. 

The Service Provider could implement the managed firewall service by deploying a 
dedicated firewall at each customer site or (for a more cost effective approach) by 
using a central firewall that provides secure Internet access to all customers. 
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Central Firewall Service
Addressing

Central Firewall Service
Addressing

• All customers have to use coordinated addresses,
which can also be private

• Central firewall provides NAT for all customers
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Customer B
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CE-B2

Central
Firewall

Coordinated addresses Public addresses

 

The central firewall, hosted by the Service Provider, has to use public addresses 
toward the Internet. Private addresses can be used between the central firewall 
and the individual customers. However, these addresses need to be coordinated 
between the Service Provider and the customers to prevent routing conflicts and 
overlapping addresses visible to the central firewall. Customers using central 
firewall service are thus limited to IP addresses assigned to them by the Service 
Provider, much in the same way as Internet customers are limited to the public IP 
addresses assigned by their ISP. 
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Central Firewall Service
Addressing (cont.)

Central Firewall Service
Addressing (cont.)

• Each customer can use private address space if the
CE routers provide address translation between
private and coordinated address space
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Customers of central firewall service who still want to retain their own private 
addresses inside their network can use NAT on the CE routers, connecting their 
private network to the transit network that links customer sites to the central 
firewall. 

Note Service Providers usually use private IP addresses as the address space 
between the central firewall and the customers. There is always a potential for 
overlapping addresses between the coordinated address space and the 
address space of an individual customer. The Customer Edge (CE) device 
providing NAT functionality therefore has to support address translation between 
overlapping sets of IP addresses. 
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Central Firewall Service
Traffic Flow

Central Firewall Service
Traffic Flow
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Central
Firewall

• Traffic between sites of one customer should flow inside VPN
• Traffic between customers is not allowed; a security breach

could occur

• Traffic can flow from customer sites to the Internet and back;
customer sites are protected by a central firewall

 

The traffic flow between sites participating in a central firewall service is limited 
by the security requirements of the service: 

n Traffic between the customer sites and the Internet must flow freely, 
restricted only by the security functions of the central firewall. 

n Traffic between sites of an individual customer should never flow across the 
VPN that links the customer sites with the central firewall. This traffic must 
flow inside the customer VPN. 

n Traffic between customers using the central firewall is not allowed, as the 
individual customers are not protected from outside access (this is the task of 
the Service Provider, handled by the central firewall). Inter-customer traffic 
could lead to potential security problems.  

Note The restrictions on inter-customer traffic prevents customers from deploying 
publicly accessible servers in their networks, as these servers would not be 
available to other customers of the same service. 
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Wholesale Internet AccessWholesale Internet Access

• Some service providers want to offer access to the
Internet, not the Internet service itself

• Their customers should have a wide range of ISPs to
choose from

• The ISP selection process and corresponding
configuration should be made as easy as possible

Internet Service
Provider Y

Internet Service
Provider X

Customer A

Customer B

Customer C

Internet Access
Backbone

 

Parallel to Wholesale Dial service (where an ISP uses modem pools of another 
Service Providers) is the Wholesale Internet Access service, where an ISP uses 
IP transport infrastructure of another Service Provider to reach the end-users. The 
business model of this service varies – the end-users might be customers of the 
Service Provider that owns the transport backbone (for example, a cable operator), 
who offers Internet access through a large set of ISPs as a value-added service. 
Alternatively, the Service Provider owning the Internet Access Backbone might 
act as a true wholesaler, selling transport infrastructure to Internet Service 
Providers who then charge end-users for the whole package. 

When a Service Provider owns the backbone and provides Internet access to 
customers, the Service Provider usually wants to offer a wide range of upstream 
ISPs to choose from, in order to satisfy various customers’ connectivity and 
reliability requirements. The selection of upstream ISPs and the corresponding 
configuration process should therefore be as easy as possible. 
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Wholesale Internet Access
Addressing

Wholesale Internet Access
Addressing

• Customers get address space from the ISP they
connect to

• When using dynamic addresses, the wholesale
Internet access provider has to use a different
address pool for every upstream service provider

Internet Service
Provider Y

Internet Service
Provider X

Customer A

Customer B

Customer C

Internet Access
Backbone

 

Regardless of the business model used in the Wholesale Internet Access service, 
the addressing requirements are always the same – the upstream ISP allocates a 
portion of its address space to the end-users connected to the Internet Access 
Backbone. The Wholesale Internet Access provider consequently has to use a 
different address pool for every upstream ISP. 
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Summary 
Traditionally, corporate Internet access was implemented by means of a central 
firewall located at the customer’s central site. Internet traffic from all customer 
sites would have to pass this central firewall, resulting in tight security. 

Some customers find the traffic flow limitations of the central firewall setup too 
limiting and opt for designs where every site (or major sites) has its own Internet 
access. The Internet traffic flow of this solution is optimal, but this gain is offset by 
the increased complexity of managing a firewall at every customer site. 

A large number of customers find the task of deploying and managing their own 
firewall too cumbersome. These customers appreciate managed firewall service 
from their service provider (or third-party providers). The Internet Service 
Provider can optimize the costs of providing managed firewall service by deploying 
a central firewall infrastructure serving many customers. 

With the advent of new transport technologies (Cable, DSL, Wireless), the Service 
Providers deploying these technologies have started looking for new business 
models that might differentiate them from pure connectivity providers. Wholesale 
Internet Access with a flexible selection of upstream ISP is one of these innovative 
options. 

Review Questions 
n Describe four major customer requirements for Internet access services. 

n What are the addressing requirements for classical Internet access service? 

n What are the security implications of having Internet access from every VPN 
site? 

n What are the addressing requirements when every VPN site has direct 
Internet access? 

n What are the benefits of giving Internet access to every VPN site as 
compared to having a central exit point to the Internet? 

n What are the benefits of central firewall service? 

n What are the addressing requirements of central firewall service? 

n How can customers with private address space use the central firewall 
service? 

n What are the benefits of Wholesale Internet Access service? 

n Who assigns the customer address space in the Wholesale Internet Access 
setup? 
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Design Options for Integrating Internet Access 
with MPLS VPN 

Objectives 
Upon completion of this section, you will be able to perform the following tasks:  

n Identify different design models for combining Internet access with VPN 
services. 

n List the benefits and drawbacks of these models. 

n Explain the implications of their usage. 
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Combining Internet Access
with VPN Services

Combining Internet Access
with VPN Services

Two major design models:

• Internet access is offered through yet
another VPN

• Internet access is offered through
global routing on the PE routers

 

Network designers that want to offer Internet access and MPLS VPN services in 
the same MPLS backbone can choose between two major design models: 

n Internet routing can be implemented as yet another VPN, or 

n Internet routing is implemented through global routing on the PE routers. 
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Internet Access in VPNInternet Access in VPN

Benefits:
• Provider backbone is isolated from the
Internet; increased security is realized

Drawbacks:
• All Internet routes are carried as VPN
routes; full Internet routing cannot be
implemented because of scalability
problems

 

The major benefit of implementing Internet access as a separate VPN is increased 
isolation between the provider backbone and the Internet, which results in 
increased security. The flexibility of MPLS VPN topologies also provides for some 
innovative design options that allow the Service Providers to offer services that 
were simply not possible to implement with pure IP routing. 

The obvious drawback of running the Internet as a VPN in the MPLS VPN 
architecture is the scalability of such a solution. The Internet VPN simply cannot 
carry full Internet routing due to scalability problems associated with carrying close 
to a hundred thousand routes inside a single VPN. 
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Internet Access Through
Global Routing

Internet Access Through
Global Routing

Two implementation options:

• Internet access is implemented via
separate interfaces that are not placed
in any VRF (traditional Internet access
setup)

• Packet leaking between a VRF and the
global table is achieved through special
configuration commands

 

Implementing the Internet access through global routing is identical to building an 
IP backbone offering Internet services – IPv4 Border Gateway Protocol (BGP) is 
deployed between the PE routers to exchange Internet routes and the global 
routing table on the PE routers is used to forward the traffic toward Internet 
destinations. 

VPN customers can reach the global routing table (which is used to forward 
Internet traffic) in two ways: 

n The VPN customer could use a separate logical link for Internet access. This 
method is equivalent to traditional VPN and Internet access. 

n MPLS VPN also provides mechanisms that allow packets originating in a 
VPN to end in global address space and packets originating in global address 
space to be forwarded toward a CE router in a VPN. 
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Internet Access Through
Separate (Sub)interface

Internet Access Through
Separate (Sub)interface

Benefits:
• Well known setup; equivalent to
classical Internet service

• Easy to implement; offers a wide range
of design options

Drawbacks:
• Requires separate physical links or
WAN encapsulation that supports
subinterfaces

 

Internet access through separate logical links is easy to set up, because it is 
equivalent to the classical combination of Internet and VPN service that many 
customers are using today. This setup is also compatible with all the Internet 
services required by some customers (for example, the requirement to receive full 
Internet routing from a Service Provider). 

The drawback of this design is the increased complexity, or cost, of the PE-CE 
connectivity. Separation of Internet and VPN connectivity requires either two 
separate physical links or a single physical link with WAN encapsulation that 
supports subinterfaces (for example, Frame Relay). 

Note Some customers might be reluctant to change their encapsulation type to Frame 
Relay as the IP quality of service mechanisms on Frame Relay differ from those 
provided on point-to-point (PPP) links. 
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Internet Access Through
Packet Leaking

Internet Access Through
Packet Leaking

Benefits:
• Can be implemented over any WAN or LAN

media
Drawbacks:
• Internet and VPN traffic is mixed over the

same link; security issues arise
• More complex Internet connectivity options

are hard to implement
§  For example, full Internet routing for the

customers

 

For customers that cannot use Frame Relay encapsulation on the PE-CE link and 
are not willing to invest into a separate physical link, the packet leaking between 
VRF and global routing table might be an option. This method can be implemented 
over any WAN or LAN media, resulting in total access infrastructure flexibility. 
There are, however, several drawbacks associated with it: 

n The Internet and VPN traffic is mixed over the same logical link, resulting in 
more complex security issues than the more traditional Internet connectivity 
schemes. 

n Some Internet connectivity options (for example, providing full Internet routing 
to a customer) are harder (although not impossible) to implement. 
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Summary 
There are two major design models you can use for combining Internet access 
with MPLS VPN services: 

n Internet access can be implemented as a separate VPN, or 

n Internet access can be implemented through global routing in the PE routers. 

Internet access in a VPN is more secure, as there is better isolation between the 
MPLS VPN backbone and the Internet. MPLS VPN also offers better topology 
options than pure IP routing. The drawback of this approach is the inability to offer 
full Internet routing to the customers. 

Internet access through global routing is implemented in the same way as a 
traditional ISP backbone. Customers can be connected to the Internet through 
separate physical (or logical) links, identical to the traditional way of providing 
Internet access to the VPN customers. 

Alternatively, packet leaking between VRF and global routing table can be used to 
provide Internet access for customers that are limited by their choice of access 
method. 

Review Questions 
n List two major Internet access design models. 

n What are the benefits of running an Internet backbone inside a VPN? 

n What are the benefits of running an Internet backbone in the global routing 
table? 

n Describe two major implementation options for implementing Internet access in 
the global routing table. 
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Leaking Between VPN and Global Backbone 
Routing  

Objectives 
Upon completion of this section, you will be able to perform the following tasks:  

n Design Internet access from VPN that is based on packet leaking between a 
VRF and a global routing table. 

n Identify the benefits and drawbacks of this solution. 

n Implement the solution in a MPLS VPN network. 
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Underlying TechnologyUnderlying Technology

Packet leaking between a VRF and a
global routing table is based on two IOS
features:

• A VRF static route can be defined with a
global next-hop. This feature achieves
leaking from a VRF toward a global next-
hop

• A global static route can be defined
pointing to a connected interface that
belongs to a VRF. This feature achieves
leaking from a global routing table into VPN
space.

 

Packet leaking between a VRF and the global routing table is implemented with 
two IOS mechanisms: 

n A static route with a global next-hop can be configured in a VRF. Packets 
following this static route will end in the global address space at the next-hop 
router. Traffic originated at a customer site can thus be forwarded into the 
Internet. 

n Global static route can be defined pointing to a connected interface, which 
belongs to a VRF. This static route is further redistributed into IGP or BGP. 
Packets originated in the global address space will follow this route (in the 
global routing table) and will eventually be forwarded toward a CE router. 
Traffic originating in the Internet can thus be forwarded to the CE router. 
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ip route vrf name prefix mask next-hop global

router(config)#

• Configures a VRF static route with a global next-hop
• Packets matched by this static route are forwarded

toward a global next-hop and thus leak into global
address space

Configuring Packet LeakingConfiguring Packet Leaking

ip route prefix mask interface

router(config)#

• Configures a global static route that can point to an interface
in VRF

• Globally-routed packets following this entry will be sent
toward a CE router (into a VPN)

 

ip route vrf 
 
To establish static routes for a VRF, use the ip route vrf command in global 
configuration mode. To disable static routes, use the no form of this command.  
 
ip route vrf vrf-name prefix mask  [next-hop-address] [interface {interface-
number}] [global] [distance] [permanent] [tag tag] 
no ip route vrf vrf-name prefix mask  [next-hop-address] [interface 
{interface-number}] [global] [distance] [permanent] [tag tag] 
 

Syntax Description  
 
vrf-name Name of the VPN routing/forwarding instance (VRF) for the 

static route.   
prefix   IP route prefix for the destination in dotted-decimal format.  
mask  Prefix mask for the destination in dotted-decimal format.  
next-hop-address  (Optional) IP address of the next hop (the forwarding router 

that can be used to reach that network).  
interface Type of network interface to use.   
interface-number Number identifying the network interface to use.  
global  (Optional) Specifies that the given next hop address is in the 

non-VRF routing table.   
distance (Optional) An administrative distance for this route.  
permanent (Optional) Specifies that this route will not be removed, even if 

the interface shuts down.  
tag tag (Optional) Label (tag) value that can be used for controlling 

redistribution of routes through route maps.  
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Designing Internet Access
Through Packet Leaking

Designing Internet Access
Through Packet Leaking

• A public address is assigned to an Internet/VPN
customer

• A global static route for an assigned address block
is configured on the PE router
• The static route has to be redistributed into BGP to

provide full connectivity to the customer

• A default route toward a global Internet exit point is
installed in the customer VRF
• This default route is used to forward packets to

unknown destinations (Internet) into the global address
space

 

Internet Access through packet leaking is implemented in three steps: 

Step 1 A portion of public IP address space is allocated to the customer 

A VPN customer, who wants to access the Internet directly without Network 
Address Translation, needs to use public IP addresses to do so. The customer has 
to use these addresses within the VPN. 

Step 2 Global static route for IP prefix allocated to the customer is configured on the PE 
router, pointing to the PE-CE link. 

The global static route is needed to enable packet forwarding from the global 
address space toward the customer. This static route needs to be redistributed into 
the Service Provider’s routing protocol (IGP or BGP). 

Step 3 Default static route toward an Internet exit point is installed in the customer VRF 

This default route is used to forward the packets toward unknown destinations 
toward a next-hop in global address space. Similar to the previous step, this static 
route needs to be redistributed into the routing protocol inside the VPN to enable 
CE routers to reach the Internet. 
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Connectivity from the
Customer to the Internet

Connectivity from the
Customer to the Internet

• A default route is installed into the VRF pointing to a
global Internet gateway
• Warning: Using a default route for Internet routing does

NOT allow any other default route for intra-VPN routing

• The default route is not part of any VPN
• A single label is used for packets forwarded toward the

global next-hop

• The label used for packet forwarding is the IGP label
(TDP/LDP-assigned label) corresponding to the IP address
of the global next-hop

 

The default route with global next-hop that is used to pass packets from the VPN 
into the Internet is installed in the VRF on the PE router, preventing any other 
default routing inside the VPN. 

The default route is not part of a VPN, as it has a global next hop. The packet 
forwarding is also different from standard intra-VPN packet forwarding – the 
packets received from the CE routers that are using the route with a global next-
hop are labeled only with a single label (TDP/LDP-assigned label for the specified 
next-hop), not with a label stack. 
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VRF-Specific Default RouteVRF-Specific Default Route

• The Internet gateway specified as the next-
hop in the VRF default route need NOT to be
directly connected

• The next-hop can be in upstream AS to
achieve redundancy

• Different Internet gateways can be used for
different VRFs

 

The default route used to reach Internet destinations from a VRF is VRF-specific. 
Different customers (residing in different VRFs) can therefore use different 
Internet exit points, even if they reside on the same PE router. 

The next-hop (Internet exit point) specified in the default route does not have to be 
directly connected. Any IP address can be used as the next-hop as long as there is 
a TDP or LDP label associated with that address. With proper network design, 
you can use a network in an upstream autonomous system as the next-hop, 
achieving redundancy between Internet exit points. 

Note The next-hop has to be non-local. An IP address on the PE router where the VRF 
static route is configured cannot be used as a global next-hop. 



30 Internet Access from a VPN Copyright  2000, Cisco Systems, Inc. 

© 2000, Cisco Systems, Inc. www.cisco.com Chapter 2- 37

An Example of Internet Access
Through Packet Leaking

An Example of Internet Access
Through Packet Leaking

PE

PE

 Internet

Site-1

PE-IG

Site-2

Network 171.68.0.0/16

Serial0

192.168.1.1

192.168.1.2

BGP-4

MP-BGP

ip vrf VPN-A
 rd 100:1
 route-target both 100:1
!
interface Serial0
 ip address 192.168.10.1 255.255.255.0
 ip vrf forwarding VPN-A
!
ip route 171.68.0.0 255.255.0.0 Serial0
ip route vrf VPN-A 0.0.0.0 0.0.0.0 192.168.1.1 global

 

The diagram above shows a typical example of Internet access through packet 
leaking. A customer VRF (VPN-A) is configured on the PE router and an 
interface is associated with the VRF. A default route is then installed in the VRF, 
pointing to a global next-hop (PE-IG router). A global route is configured for the 
customer’s IP prefix (172.68.0.0/16), pointing to the PE-CE interface of the PE 
router. 

Note This example does not include redistribution of static routes into the intra-VPN 
and global routing protocols. 
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Packet Leaking in ActionPacket Leaking in Action

PE

PE

 Internet

Site-1

PE-IG

Site-2

Network 171.68.0.0/16

Serial0

192.168.1.1

192.168.1.2

VPN-A VRF
0.0.0.0/0 192.168.1.1
(global)
Site-1 routes
Site-2 routes

Global Table and FIB
192.168.1.1/32 Label=3
192.168.1.2/32 Label=5
...

IP packet
D=cisco.com

Label = 3

IP packet
D=cisco.com

IP packet
D=cisco.com

 

With the static routes configured on the PE router, the routing and forwarding table 
in the VPN_A VRF contains routes for Site-1 and Site-2 as well as a default route 
pointing toward the PE-IG. The label in the VRF FIB associated with the default 
route is copied from the global FIB (label 3 is used in our example, as it is the label 
associated with 192.168.1.1/32 in the global FIB). 

When a packet is received toward a destination not reachable thorough any other 
VRF route, the default route is used and the packet is labeled with a single label 
and forwarded toward the PE-IG router. 
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Usability of Packet Leaking for Various Internet Access Services 
In the following pages we’ll analyze whether we can implement various Internet 
Access Services with the packet leaking mechanism.  
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Classical Internet Access for a
VPN Customer

Classical Internet Access for a
VPN Customer

• Packet leaking is not needed for this setup;
the Internet link need not be placed in a VRF

InternetCustomer VPN

CE-Site-1

CE-InternetFirewallCE-Site-2

CE-Site-3

CE-Central PE-Internet

 

The classical Internet Access service does not need packet-leaking mechanism, as 
there are always two links between the customer and the provider – a link 
between CE-Central and the PE router providing VPN services and a link between 
CE-Internet and the PE router providing Internet services (the same PE router can 
act in both roles). 
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Internet Access from Every
Site - MPLS VPN Backbone
Internet Access from Every
Site - MPLS VPN Backbone

• Packet leaking is the ideal solution for this customer
requirement

• Every VRF only needs a default route pointing toward
an Internet gateway

MPLS VPN + Internet backbone

CE-CentralPE-router

CE-Site-1

CE-Site-2

CE-Site-3

PE-router

Internet-GW

 

For customers that want to access Internet from every site without incurring the 
additional costs or complexity of separate VPN and Internet link, the packet 
leaking is an ideal solution. 

To achieve optimum routing between the customer sites and Internet destinations, 
the default route pointing toward an Internet exit point needs to be installed in 
every VRF (if the default route would only be installed in one VRF, all packets 
from the customer sites would have to traverse that PE router). The default routes 
could use the same Internet gateway, but this setup might result in suboptimal 
routing for geographically dispersed customers. For large geographically dispersed 
customers each default route should use a next-hop address of an Internet router 
closest to the PE router. 
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Internet Access Through
Central Firewall Service

Internet Access Through
Central Firewall Service

• Packet leaking is not appropriate for this service;
unprotected customer packets are traversing the
global provider backbone
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The central firewall service cannot be implemented with packet leaking. 
Unprotected customer packets traversing the infrastructure between the VPN 
customers and the central firewall (the Internet Access VPN in the diagram 
above) would be routed in the global address space together with other Internet 
traffic, resulting in unacceptable risk.  
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Wholesale Internet AccessWholesale Internet Access

• This service can be implemented with packet leaking;
different customers have different global next-hops
configured for their default routes.

Internet Service
Provider Y

Internet Service
Provider X

Customer A

Customer B

Customer C

Internet Access
Backbone

GW-X

GW-Y

 

Packet leaking can also be used to implement Wholesale Internet Access service – 
the next hop of the per-VRF default route indicates the upstream ISP the customer 
wants to use. 



36 Internet Access from a VPN Copyright  2000, Cisco Systems, Inc. 

Redundant Internet Access with Packet Leaking 

© 2000, Cisco Systems, Inc. www.cisco.com Chapter 2- 43

Redundant Internet Access
with Packet Leaking

Redundant Internet Access
with Packet Leaking

• Several VRF default routes can be used with different
next-hops
§ This setup will survive failure of the Internet gateway, not the

failure of its upstream link

• Global next-hop can be in an upstream autonomous
system
§ This setup yields best redundancy because it tests

availability of the whole path from PE router to the upstream
autonomous system

§ Drawback: local Internet service stops working if the
upstream autonomous system is not reachable

 

There are two methods that can be used to ensure redundant Internet access 
implemented through packet leaking mechanism: 

n Several default routes can be installed in the VRF, associated with different 
global next-hops. This setup will survive the failure of the next-hop (when the 
next-hop is not present in global routing table, the per-VRF default route is not 
used), but not any other failure (for example, the failure of upstream link 
between the Internet gateway and upstream ISP). 

n The next-hop specified in the per-VRF default route could use a network from 
an upstream autonomous system. This setup yields best redundancy, as it 
provides protection for the whole path between the PE router and upstream 
autonomous system. The drawback of this approach is that the availability of 
Internet service depends on the availability of a network in an upstream AS. If 
the upstream AS fails, the customer has no Internet connectivity whatsoever, 
even though the local Internet destinations are still available. 

The best redundancy is provided by a combination of both mechanisms: 

n A default route with next-hop in a neighboring AS is used as the primary 
default route 

n A second (floating) default route with a next-hop in the Service Provider’s 
network is used as a backup. 

Note The redundancy mechanisms outlined in this section only work well if the PE 
router has no default route in its global routing table. 
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Limitations of Packet LeakingLimitations of Packet Leaking

Drawbacks:
• Internet and VPN packets are mixed on the same

link; security issues arise
• Packets moving toward temporarily unreachable

VPN destinations might leak into the Internet
•  A global BGP session between a PE and a CE

router needed for full Internet routing exchange
is hard to configure

Benefits:
• A PE router does not need Internet routes, only

an IGP route toward the Internet gateway

 

There are several drawbacks associated with the packet leaking mechanism: 

n Internet and VPN packets are mixed on the same PE-CE link, resulting in 
potential security vulnerabilities. 

n The VRF default route will be used to forward packets sent toward VPN 
destinations that are currently not available. These packets will therefore end 
in the global address space, resulting in decreased privacy of customer’s 
traffic. 

n It is difficult to implement Internet BGP sessions between the PE router and 
the CE router for customers that need full Internet routing. 

On the other hand, the packet leaking mechanism significantly reduces the routing 
overhead placed on the PE router, as it needs no Internet routes (or even a default 
route). The only entry in the routing table on the PE router needed for successful 
packet leaking from a VPN into the Internet is the IGP route toward the Internet 
gateway. 
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Summary 
In this section, you’ve seen the first mechanism that can be used to give MPLS 
VPN customers Internet access – the packet leaking between a VRF and the 
global address space. The packet leaking is implemented using two mechanisms in 
Cisco IOS: 

n Leaking from VRF into the global address space is configured using a per-
VRF static route with a global next hop. 

n A global static route pointing toward a PE-CE interface is used to forward 
packets from global address space toward a CE router. 

The packet-leaking mechanism is well suited for customers that need Internet 
access from every site and for Wholesale Internet Access services.  

Review Questions 
n Which IOS mechanisms are used to implement packet leaking between a VRF 

and a global address space? 

n How is the leaking from a VRF into the global address space accomplished? 

n How do you configure leaking from global address space toward a CE router? 

n How is packet leaking used to implement Internet access service for VPN 
customers? 

n What label is used to forward packets toward a global next-hop? 

n What are the benefits of Internet access based on packet leaking? 

n Which Internet access services can be implemented with packet leaking? 

n Which Internet access services cannot be implemented with packet leaking? 
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Separating Internet Access from VPN Service 

Objectives 
Upon completion of this section, you will be able to perform the following tasks:  

n Design an Internet access service where the Internet access is totally separate 
from MPLS VPN service. 

n Identify PE-CE requirements for this solution. 

n Implement the solution in a MPLS VPN network. 
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Designing Internet Access
Separated from VPN

Designing Internet Access
Separated from VPN

Customer Internet access is implemented
over different interfaces than VPN access
is:

• Traditional Internet access implementation
model

• Requires separate physical links or separate
subinterfaces

• Maximum design flexibility; Internet access is
totally independent from MPLS VPN

 

Internet access can always be implemented with the traditional implementation 
model, with two links between the customer’s site(s) and the Service Provider 
network – a VPN link and an Internet link. The two links can be implemented with 
one physical link if you use a layer-2 encapsulation that supports subinterfaces 
(Frame Relay, ATM or VLAN). 

The traditional Internet access implementation model gives maximum design 
flexibility, as the Internet access is completely separated from the MPLS VPN 
service. Nevertheless, the limitations of traditional IP routing prevent this 
implementation method from being used for innovative Internet Access solutions 
such as Wholesale Internet Access. 
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Implementing Separate
Subinterfaces

Implementing Separate
Subinterfaces

• Separate physical links for VPN and Internet
traffic are sometimes not acceptable because
of high cost

• Subinterfaces can be used over WAN links
using Frame Relay or ATM encapsulation
(including DSL)

• A tunnel interface could be used; however:
• Tunnels are not VRF-aware: VPN traffic must run

over a global tunnel

• This setup could lead to security leaks because
global packets could end up in VPN space

 

In situations where the cost factor prohibits separate physical links for VPN and 
Internet traffic, subinterfaces can be used to create two logical links over a single 
physical link. Subinterfaces can only be configured on WAN links using Frame 
Relay or ATM encapsulation (including xDSL) and on LAN links using any VLAN 
encapsulation (ISL or 802.1q). For all other encapsulation types, a tunnel interface 
could be used between the CE and the PE router. 

However, the use of tunnel interfaces is strongly discouraged for security reasons: 

n A tunnel interface on the PE router is not VRF-aware. The endpoints of the 
tunnel have to be in global routing table – the VPN traffic must be tunneled 
across an Internet interface. 

n It’s also very easy to spoof GRE tunnels (if the tunnel key is configured, and 
the key is known). An intruder from the Internet could easily generate traffic 
that could appear as if it were coming over the GRE tunnel from the CE router 
and would therefore be forwarded into the customer’s VPN. 
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An Example of Internet Access
Through a Dedicated Subinterface

An Example of Internet Access
Through a Dedicated Subinterface

PE

PE

 Internet

Site-1

PE-IG

Site-2

Network 171.68.0.0/16

Serial0.1

192.168.1.1

192.168.1.2

BGP-4

MP-BGP

Serial0.2

BGP-4

ip vrf VPN-A
rd 100:1
route-target both 100:1
!
Interface Serial0
encapsulation frame-relay
no ip address
!
Interface Serial0.1
frame-relay interface-dlci 101
ip address 192.168.20.1 255.255.255.0
ip vrf forwarding VPN-A
!
Interface Serial0.2
frame-relay interface-dlci 102
ip address 171.68.10.1 255.255.255.0
!
Router bgp 100
neighbor 171.68.10.2 remote-as 502
!
address-family ipv4 vrf VPN-A
 neighbor 192.168.20.2 remote-as 502
 neighbor 192.168.20.2 activate

 

The example above illustrates the configuration needed to implement Internet 
Access through a dedicated Frame Relay interface. The following configuration 
steps are performed: 

n The customer VRF (VPN-A) is created. 

n Frame Relay encapsulation is configured on the PE-CE link (Serial 0). 

n VPN subinterface (Serial 0.1) is created and associated with DLCI 101. 

n Internet subinterface (Serial 0.2) is created and associated with DLCI 102. 

n CE router is configured as a BGP neighbor in both the global BGP process and 
inside the VPN in the VRF VPN-A. 

Note Allowas-IN feature would have to be configured on the PE router if the customer 
is propagating individual site routes to the Internet through BGP. 
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Internet Access Through a Dedicated
Subinterface - Traffic Flow

Internet Access Through a Dedicated
Subinterface - Traffic Flow

PE

PE

 Internet

Site-1

PE-IG

Site-2

Network 171.68.0.0/16

Serial0.1

192.168.1.1

192.168.1.2

Serial0.2

Serial0.1
Serial0.2

CE routing table
Site-2 routes ----> Serial0.1
Internet routes ---> Serial0.2

IP packet
D=cisco.com

PE Global Table
Internet routes ---> 192.168.1.1
192.168.1.1, Label=3

Label = 3

IP packet
D=cisco.com

IP packet
D=cisco.com

 

The Internet traffic flow in this setup is identical to the traditional Internet traffic 
flow – when a packet is received from the CE router through the Internet 
subinterface, a lookup is performed in the global FIB on the PE router and the 
packet is forwarded toward BGP next-hop. 
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Usability of Separated Internet Access for Various Internet Access 
Services 

In this section we’ll analyze whether we can implement various Internet Access 
Services with the packet leaking mechanism. 
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Classical Internet Access for a
VPN Customer

Classical Internet Access for a
VPN Customer

• A separate link for Internet access is a perfect
match for this customer type

InternetCustomer VPN

CE-Site-1

CE-InternetFirewallCE-Site-2

CE-Site-3

CE-Central PE-Internet

 

Classical Internet Access setup for a VPN customer is based on a separated 
Internet Access design model. This design model is thus a perfect match for the 
customers looking for Classical Internet Access service. 
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Internet Access from Every
Customer Site

Internet Access from Every
Customer Site

• Using separate link(s) for Internet access will lead to
a complex setup for this customer type

• Every CE router needs two links (or subinterfaces) to
its PE router

Internet

Customer VPN

CE-Site-1 CE-Site-2 CE-Site-3 CE-Central

 

For customers that need Internet access from every site, two physical (or logical) 
links between every CE router and the PE routers might prove to be too complex 
or too expensive. 
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Summary 
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Limitations of Separate
Internet Access

Limitations of Separate
Internet Access

Drawbacks:
• Requires separate physical link or specific WAN

encapsulation
• PE routers must be able to perform Internet routing

(and potentially carry full Internet routing)
• Wholesale Internet access or Central Firewall

service cannot be implemented with this model

Benefits:
• Well-known model
• Supports all customer requirements
• Allows all Internet services implementation,

including a BGP session with the customer

 

The benefits of Separate Internet Access design model are obvious: 

n It is a well-known and widely understood model. 

n It supports all customer requirements, including multi-homed customer 
connectivity with full Internet routing. 

The drawbacks of this model are: 

n It requires two dedicated physical links between the PE and the CE router or 
specific WAN/LAN encapsulations that might not be suitable for all 
customers. 

n PE routers must be able to perform hop-by-hop Internet routing and use either 
default route to reach the Internet or carry full Internet routing table. 

n Advanced Internet Access services (centralized managed firewall service or 
wholesale Internet access service) cannot be realized with this model at all. 

Review Questions 
n What is the effect of MPLS VPN technology on implementing Internet access 

through a separate (sub)interface? 

n Which WAN encapsulation types can be used to avoid using two physical 
links? 

n What are the benefits of using a separate (sub)interface for Internet access? 

n Which Internet access services cannot be implemented within this model?  
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Internet Access Backbone as a Separate VPN 

Objectives 
Upon completion of this section, you will be able to perform the following tasks:  

n Design Internet access solutions where the Internet access is provided through 
a separate VPN. 

n Identify the scaling issues of this design. 

n Implement the design in a MPLS VPN network. 
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Internet Access As a Separate
VPN

Internet Access As a Separate
VPN

This design realizes Internet access by using
MPLS VPN features:

• An Internet gateway is connected as a CE router
to the MPLS VPN backbone

• An Internet gateway shall not insert full Internet
routing into the VPN; only the default route and
the local (regional) routes can be inserted

• Every customer that needs Internet access is
assigned to the same VPN as the Internet gateway

 

MPLS VPN architecture suggests an obvious solution to Internet Access for VPN 
customers – define the Internet as yet another VPN and use various MPLS VPN 
topologies to implement various types of Internet access. Under this design model, 
the Internet gateways appear as CE routers to the MPLS VPN backbone and the 
customer’s Internet access is enabled by combining Internet VPN with the 
customer VPN in the customer’s VRFs (overlapping VPN topology). 

The Internet VPN should not contain the full set of VPN routes, as that would 
make the solution completely non-scalable. The Internet gateway routers (CE 
routers) should announce a default route toward the PE routers. To optimize local 
routing, the local (or regional) Internet routes shall also be inserted in the Internet 
VPN. 
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Internet Access As a Separate
VPN

Internet Access As a Separate
VPN

• The Internet backbone is separate from the VPN
backbone

• VPN customers are connected to the Internet through
a proper VPN/VRF setup

Internet backboneMPLS/VPN backbone

CE-Site-1

CE-Inet-A
CE-Site-2

CE-Site-3
PE-router PE-router

PE-router PE-router

CE-Inet-B
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When implementing Internet access as a separate VPN, the Internet backbone is 
separate from the MPLS VPN backbone, resulting in increased security of the 
MPLS VPN backbone (for example, Internet hosts can only reach PE routers, but 
not the P routers). The VPN customers are connected to the Internet simply 
through proper VRF setup. 
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Redundant Internet AccessRedundant Internet Access

• Multiple CE-Internet routers can be used for redundancy
§ All CE-Internet routers advertise default route
§ Internet VPN will recover from CE-Internet router failure
§ Preferred default route can be indicated via MED attribute

• Default route should be advertised conditionally  to achieve higher
resilience

Internet backboneMPLS/VPN backbone

CE-Site-1

CE-Inet-A
CE-Site-2

CE-Site-3
PE-router PE-router

PE-router PE-router

CE-Inet-B

 

Redundant Internet access is easy to achieve when the Internet service is 
implemented as a VPN in the MPLS VPN backbone: 

Step 1 Multiple Internet gateways (acting as CE routers) have to be connected to the 
MPLS VPN backbone to ensure router and link redundancy. 

Step 2 All Internet gateways advertise the default route to the PE routers, resulting in 
routing redundancy. 

The Internet gateways also announce local Internet routes. As these routes would 
be announced with different BGP attributes (most notably MED), the PE routers 
will select the proper CE-Inet router as the exit point toward those destinations. 

The MED attribute can also be used to indicate the preferred default route to the 
PE routers. In this setup, one CE-Inet router acts as a primary Internet gateway 
and the other CE-Inet router(s) acts as a backup. 

Step 3 The redundancy established so far covers the path between customer sites and the 
CE-Inet routers. A failure in the Internet backbone might break the Internet 
connectivity for the customers if the CE-Inet routers announce the default route 
unconditionally. Conditional advertisement of the default route is therefore 
configured on the CE-Inet routers – they announce only the default route to the PE 
routers if they can reach an upstream destination. 
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Redundant Internet AccessRedundant Internet Access

Example: CE-Inet-A should advertise default route only if it can
reach network 172.16.0.0/16 (upstream ISP core)

Internet backbone (AS 2)MPLS VPN backbone 
(AS 1)CE-Site-1

CE-Inet-A
CE-Site-2

CE-Site-3
PE-router PE-router

PE-router PE-router

CE-Inet-B
ip route 0.0.0.0 0.0.0.0 172.16.0.1
router bgp 2
 network 0.0.0.0
 neighbor 10.0.0.1 remote-as 1   ! PE router neighbor
 neighbor 10.0.0.1 prefix-list DefOnly out
 neighbor 172.17.1.1 remote-as 2 ! Another Inet router
 neighbor 172.17.1.1 prefix-list NoDef out
!
ip prefix-list DefOnly permit 0.0.0.0/0
ip prefix-list NoDef permit 0.0.0.0/0 ge 1

 

The example contains sample configuration of a CE-Inet router with conditional 
default route advertisement. The CE-Inet-A router will only advertise the default 
route to the PE-router if it can reach the network 172.16.0.0/16. 

The following steps are used to configure this functionality: 

Step 1 A static default route is configured toward a next hop in network 172.16.0.0. If the 
network 172.16.0.0 is not reachable, this static route will not enter the IP routing 
table. 

Step 2 The default route origination is configured in the BGP routing process with the 
network command. The default route will only be originated in BGP if it is present 
in the IP routing table (which, based on the previous step, means that the network 
172.16.0.0/16 is reachable.) 

Step 3 Prefix lists are used to filter BGP routing updates – the default route is only sent to 
the PE routers, not to the other Internet routers. 
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Usability of Internet in a VPN Solution for Various Internet Access 
Services 

Next we’ll analyze whether we can implement various Internet Access Services 
with the Internet-in-a-VPN solution. 
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Classical Internet Access for a
VPN Customer

Classical Internet Access for a
VPN Customer

Extremely easy setup:

• Link between CE-Central and PE router is
assigned to customer VRF

• Link between CE-Internet and PE router is
assigned to the Internet VRF

InternetCustomer VPN

CE-Site-1

CE-InternetFirewallCE-Site-2

CE-Site-3

CE-Central PE-Internet

 

The classical Internet access model can be easily implemented with the Internet 
configured as a VPN over MPLS VPN backbone – the link between a PE router 
and the CE-Internet router is assigned to the Internet VRF, the link between a PE 
router and the CE-Central router is assigned to the customer VRF. The External 
BGP (EBGP) multihop session can be configured between the Internet gateway 
(CE-Inet router in the previous diagram) and the CE-Internet router in this diagram 
to give full Internet routing to the customer. 
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Internet Access from Every
Customer Site

Internet Access from Every
Customer Site

Simple setup using overlapping VPNs:
• Customer and Internet routes are imported into the

customer VRF
• All customer routes are exported into the customer

VPN
• Public customer routes are exported into the Internet

VPN

Internet

Customer VPN

CE-Site-1 CE-Site-2 CE-Site-3 CE-Central

 

Internet access from every customer site is best implemented with an overlapping 
VPN solution: 

n Customer routes are marked with a customer-specific (Customer) route 
target. 

n Internet routes are marked with a special (Internet) route target. 

n Customer sites that need to reach Internet are placed in a separate VRF. 
Customer and Internet routes are imported into this VRF and the routes 
exported from this VRF are marked with Customer and Internet route 
targets. 
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Internet Access Through
Central Firewall Service

Internet Access Through
Central Firewall Service

• Internet Access VPN is implemented as Central Services VPN,
resulting in no connectivity between customers

• Connectivity between the central firewall and the Internet is
implemented in the same way as for classical Internet Access
customers
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The central managed firewall service should be implemented with the Central 
Services VPN topology, with the central firewall being the server site and all 
customer CE routers residing in client sites. For customers with their own VPNs 
implemented over the same MPLS VPN backbone, the topology that overlaps 
customer VPN and Central Services VPN should be used. 

The Central Services VPN prevents direct exchange of traffic between client 
sites, resulting in satisfying security for the customers of this service. 

Connectivity between the central firewall and the Internet is implemented in the 
same way as the Internet access for classical Internet customers. If the Internet is 
configured in a VPN, the public interface of the firewall is connected to an 
interface on a PE router, which is placed in the Internet VRF. 
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Wholesale Internet AccessWholesale Internet Access

• Separate VPN is created for each upstream ISP
• Each ISP (CE router) announces the default route to the VPN
• Customers are assigned into the VRF that corresponds to the

VPN of the desired upstream ISP
• Changing an ISP is as easy as reassigning an interface into a

different VRF (and attending to address allocation issues)

Internet Service
Provider Y

Internet Service
Provider X

Customer A

Customer B

Customer C

Internet Access
Backbone

CE-X

CE-Y

 

Wholesale Internet Access is implemented by creating a separate VPN for every 
upstream ISP. The Internet gateway of the upstream ISP (acting as a CE router 
toward the MPLS VPN-based Internet Access Backbone) announces a default 
route, which is used for routing inside the VPN. 

Customers are tied to upstream service providers simply by placing the PE-CE link 
into the VRF associated with the upstream service provider. Changing an ISP 
becomes as easy as reassigning the interface into a different VRF and attending to 
address allocation issues. For customers using access methods supporting dynamic 
address allocation (for example, dial-up or cable), the new customer IP address 
from the address space of the new ISP is assigned automatically. 
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Limitations of Running an
Internet Backbone in a VPN
Limitations of Running an

Internet Backbone in a VPN

Drawbacks:
• Full Internet routing cannot be carried in the VPN;

default routes are needed that can lead to
suboptimal routing

• Internet backbones act as CE routers to the VPN
backbone; implementing overlapping Internet +
VPN backbones is tricky

Benefits:
• Supports all Internet access service types
• Can support all customer requirements, including a

BGP session with the customer, accomplished
through advanced BGP setup

 

Internet access implemented as a separate VPN has a few drawbacks: 

n Full Internet routing cannot be carried inside a VPN, and therefore default 
routing toward the Internet gateways has to be used, potentially resulting in 
suboptimal routing. 

Note With the future MPLS VPN extensions, called recursive VPN or Carrier’s Carrier 
model, even full Internet routing can be propagated across a VPN.  

n The Internet backbone is positioned as a customer toward the MPLS VPN 
backbone. If the Service Provider runs Internet service and MPLS VPN 
service on the same set of routers, the interconnection between the two 
services requires special considerations. 

The benefits of this design far outweigh the limitations: 

n This design model supports all Internet Access services, ranging from 
traditional Internet access to innovative services like Wholesale Internet 
Access. 

n It also supports all customer requirements, including full Internet routing on the 
customer routes. 

Note A multihop EBGP session needs to be established between the customer router 
and the Internet gateway to propagate full Internet routing to the customer’s 
router. 
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Review Questions 
n What is the basic idea behind providing Internet Access through a VPN? 

n Which Internet access services can be implemented by running the Internet in 
a separate VPN? 

n How would you implement redundant Internet access when running the 
Internet in a VPN? 

n What are the limitations of this design? 

Chapter Summary 
After completing this chapter, you should be able to perform the following tasks: 

n Describe the requirements for Internet access from a VPN. 

n Describe various design models for integrated Internet Access and their 
benefits and drawbacks. 

n Design and implement MPLS VPN solutions based on these design models. 

n Design and implement a Wholesale Internet Access solution. 
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Review Questions and Answers 
Integrating Internet Access with the MPLS VPN Solution 

Question: Describe four major customer requirements for Internet access 
services. 

Answer: Classical Internet access implemented through a central firewall. Internet 
access from every VPN site, where each customer has its own independent 
Internet access. Internet access through a central firewall service (Internet access 
VPN). Wholesale Internet access service, where an ISP uses IP transport 
infrastructure of another Service Provider to reach the end-users 

Question: What are the addressing requirements for classical Internet access 
service? 

Answer: Private addresses on the inside of a firewall, public addresses on the 
outside and the firewall is doing NAT. 

Question: What are the security implications of having Internet access from every 
VPN site? 

Answer: It is hard to implement and maintain a single security policy for the entire 
VPN. VPN sites could possibly use the Internet as transit between themselves. 

Question: What are the addressing requirements when every VPN site has direct 
Internet access? 

Answer: Each customer site needs public IP addresses. Some public IP 
addresses and Network Address Translation between the customer private IP 
addresses and the public IP addresses. 

Question: What are the benefits of giving Internet access to every VPN site as 
compared to having a central exit point to the Internet? 

Answer: The provider backbone does not need to carry the traffic twice. The 
access line to the central site needs not to carry the entire VPN's Internet traffic.  
Response time will benefit since the traffic is optimally routed 

Question: What are the benefits of central firewall service? 

Answer: The central firewall is managed by the service provider releaving the 
customer of this task in a more cost effective way. 

Question: What are the addressing requirements of central firewall service? 

Answer:  The use of private addresses must be coordinated by the service 
provider just like public addresses are. 

Question: How can customers with private address space use the central firewall 
service? 
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Answer:  Private addresses must be coordinated by the service provider to 
ensure that addresses do not overlap between VPNs using the same central 
firewall service. 

Question: What are the benefits of Wholesale Internet Access service? 

Answer:  The upstream ISP can use the infrastructure of the access service 
provider to reach the end-user. 

Question: Who assigns the customer address space in the Wholesale Internet 
Access setup? 

Answer:  The upstream ISP 

 

Design Options for Integrating Internet Access with MPLS VPN 

Question: List two major Internet access design models. 

Answer:  Internet access through global routing on the PE routers 

Internet access through yet another VPN 

Question: What are the benefits of running an Internet backbone inside a VPN? 

Answer:  The provider backbone is isolated from the Internet, which gives 
increased security. 

Question: What are the benefits of running an Internet backbone in the global 
routing table? 

Answer:  Better scalability when full Internet routing is required compared to 
using a VPN for all Internet routes 

Question: Describe two major implementation options for implementing Answer:  
Internet access in the global routing table. 

Internet access via a separate interface that is not placed in any VRF 

Packet leaking between a VRF and the global table 

 

Leaking Between VPN and Global Backbone Routing 

Question: Which IOS mechanisms are used to implement packet leaking 
between a VRF and a global address space? 

Answer:  Static routes 

Question: How is the leaking from a VRF into the global address space 
accomplished? 

Answer:  By a static route in the VRF with a next hop in the global routing table. 

Question: How do you configure leaking from global address space toward a CE 
router? 
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Answer:  By a static route to the customer's public address prefix pointing to an 
interface belonging to the customer's VRF. 

Question: How is packet leaking used to implement Internet access service for 
VPN customers? 

Answer:  The static route which is used to leak packets from the VRF into the 
global routing table is configured as a default route pointing to a next-hop 
address where the Internet can be reached. 

Question: What label is used to forward packets toward a global next-hop? 

Answer:  The LDP/TDP derived label to the next-hop 

Question: What are the benefits of Internet access based on packet leaking? 

Reduced burden on the PE router since it does not need the full Internet routing. 

Question: Which Internet access services can be implemented with packet 
leaking? 

Answer:  Wholesale Internet access 

Internet access from every site 

Question: Which Internet access services cannot be implemented with packet 
leaking? 

Answer:  Classical Internet access service 

Internet access through central firewall service 

 

Separating Internet Access from VPN Service 

Question: What is the effect of MPLS VPN technology on implementing Internet 
access through a separate (sub)interface? 

Answer:  One of the (sub)interfaces is connected to the VRF and the other is not 
connected to any VRF which implicitly means that it is connected to the global 
routing table. 

Question: Which WAN encapsulation types can be used to avoid using two 
physical links? 

Answer:  Frame-Relay 

ATM 

Question: What are the benefits of using a separate (sub)interface for Internet 
access? 

Answer:  Internet traffic is (logically) separated from the VPN traffic 

Question: Which Internet access services cannot be implemented within this 
model? 
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Answer:  Internet access through central firewall service 

Wholesale Internet access 

Internet access from every site 

Internet Access Backbone as a Separate VPN 

Question: What is the basic idea behind providing Internet Access through a 
VPN? 

Answer:  The Internet is separated from the MPLS VPN backbone, resulting in 
increased security. 

Question: Which Internet access services can be implemented by running the 
Internet in a separate VPN? 

Answer:  Internet access through central firewall service 

Internet access from every site 

Wholesale Internet access 

Classical Internet access service 

Question: How would you implement redundant Internet access when running the 
Internet in a VPN? 

Answer:  By configuring multiple Internet gateways (acting as CE routers) 
connected to the MPLS VPN backbone. All those Internet gateways advertise 
the default route to the PE routers and local Internet routes to the upstream ISP, 
using traditional methods to favor the desired primary path (most notably MED). 

Question: What are the limitations of this design? 

Answer:  Full Internet routing cannot be carried in the VPN. 



2 

Internet Access from a 
VPN 
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Integrating Internet Access with the MPLS VPN 
Solution 

Review Questions 
n Describe four major customer requirements for Internet access services. 

Classical Internet access implemented through a central firewall. 

Internet access from every VPN site, where each customer has its own 
independent Internet access. 

Internet access through a central firewall service (Internet access 
VPN). 

Wholesale Internet access service, where an ISP uses IP transport 
infrastructure of another Service Provider to reach the end-users   

n What are the addressing requirements for classical Internet access service? 

Private addresses on the inside of a firewall, public addresses on the 
outside and the firewall is doing NAT. 

n What are the security implications of having Internet access from every VPN 
site? 

It is hard to implement and maintain a single security policy for the entire 
VPN. 

VPN sites could possibly use the Internet as transit between themselves. 

n What are the addressing requirements when every VPN site has direct 
Internet access? 

Each customer site needs public IP addresses. 

Some public IP addresses and Network Address Translation between 
the customer private IP addresses and the public IP addresses. 

n What are the benefits of giving Internet access to every VPN site as 
compared to having a central exit point to the Internet? 

The provider backbone does not need to carry the traffic twice 

The access line to the central site needs not to carry the entire VPN's 
Internet traffic  

Response time will benefit since the traffic is optimally routed 

n What are the benefits of central firewall service? 

The central firewall is managed by the service provider releaving the 
customer of this task in a more cost effective way. 

n What are the addressing requirements of central firewall service? 
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The use of private addresses must be coordinated by the service provider 
just like public addresses are. 

n How can customers with private address space use the central firewall 
service? 

Private addresses must be coordinated by the service provider to ensure 
that addresses do not overlap between VPNs using the same central 
firewall service. 

n What are the benefits of Wholesale Internet Access service? 

The upstream ISP can use the infrastructure of the access service 
provider to reach the end-user. 

n Who assigns the customer address space in the Wholesale Internet Access 
setup? 

The upstream ISP 
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Design Options for Integrating Internet Access 
with MPLS VPN 

Review Questions 
n List two major Internet access design models. 

Internet access through global routing on the PE routers 

Internet access through yet another VPN 

n What are the benefits of running an Internet backbone inside a VPN? 

The provider backbone is isolated from the Internet, which gives 
increased security. 

n What are the benefits of running an Internet backbone in the global routing 
table? 

Better scalability when full Internet routing is required compared to using 
a VPN for all Internet routes 

n Describe two major implementation options for implementing Internet access in 
the global routing table. 

Internet access via a separate interface that is not placed in any VRF 

Packet leaking between a VRF and the global table  
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Leaking Between VPN and Global Backbone 
Routing  

Review Questions 
n Which IOS mechanisms are used to implement packet leaking between a VRF 

and a global address space? 

Static routes 

n How is the leaking from a VRF into the global address space accomplished? 

By a static route in the VRF with a next hop in the global routing table. 

n How do you configure leaking from global address space toward a CE router? 

By a static route to the customer's public address prefix pointing to an 
interface belonging to the customer's VRF. 

n How is packet leaking used to implement Internet access service for VPN 
customers? 

The static route which is used to leak packets from the VRF into the 
global routing table is configured as a default route pointing to a next-hop 
address where the Internet can be reached. 

n What label is used to forward packets toward a global next-hop? 

The LDP/TDP derived label to the next-hop 

n What are the benefits of Internet access based on packet leaking? 

Reduced burden on the PE router since it does not need the full Internet 
routing. 

n Which Internet access services can be implemented with packet leaking? 

Wholesale Internet access 

Internet access from every site 

n Which Internet access services cannot be implemented with packet leaking? 

Classical Internet access service 

Internet access through central firewall service 
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Separating Internet Access from VPN Service 

Review Questions 
n What is the effect of MPLS VPN technology on implementing Internet access 

through a separate (sub)interface? 

One of the (sub)interfaces is connected to the VRF and the other is not 
connected to any VRF which implicitly means that it is connected to the 
global routing table. 

n Which WAN encapsulation types can be used to avoid using two physical 
links? 

Frame-Relay 

ATM 

n What are the benefits of using a separate (sub)interface for Internet access? 

Internet traffic is (logically) separated from the VPN traffic  

n Which Internet access services cannot be implemented within this model?  

Internet access through central firewall service 

Wholesale Internet access 

Internet access from every site 
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Internet Access Backbone as a Separate VPN 

Review Questions 
n What is the basic idea behind providing Internet Access through a VPN? 

The Internet is separated from the MPLS VPN backbone, resulting in 
increased security. 

n Which Internet access services can be implemented by running the Internet in 
a separate VPN? 

Internet access through central firewall service 

Internet access from every site 

Wholesale Internet access 

Classical Internet access service 

n How would you implement redundant Internet access when running the 
Internet in a VPN? 

By configuring multiple Internet gateways (acting as CE routers) 
connected to the MPLS VPN backbone. All those Internet gateways 
advertise the default route to the PE routers and local Internet routes to 
the upstream ISP, using traditional methods to favor the desired primary 
path (most notably MED).   

n What are the limitations of this design? 

Full Internet routing cannot be carried in the VPN. 



 

MPLS VPN  
Design Guidelines 

Overview 
This chapter discusses various design guidelines for the MPLS/VPN backbone. 

It includes the following topics: 

n Backbone and PE-CE addressing scheme 

n Backbone interior routing protocol selection and design 

n Generic route distinguisher and route target allocation schemes 

n End-to-end convergence issues 

Objectives 
Upon completion of this chapter, you will be able to perform the following tasks:  

n Select a proper addressing scheme for the MPLS/VPN backbone. 

n Select the optimal Interior Gateway Protocol. 

n Develop comprehensive Route Distinguisher and Route Target Allocation 
Schemes. 

n Design BGP in the MP-BGP backbone. 

n Optimize overall network convergence. 
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Backbone and PE-CE Link Addressing Scheme 

Objectives 
Upon completion of this section, you will be able to perform the following tasks:  

n Decide when to use numbered or unnumbered links. 

n Decide when to use public or private IP addresses. 

n Develop an addressing scheme within the backbone and between the PE and 
CE routers. 
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Backbone Addressing
Overview

Backbone Addressing
Overview

Most ISPs use registered addresses over
numbered links

• Troubleshooting and management is simplified

Enabling MPLS in ATM-based ISP
environments reduces routing adjacencies per
LSR

• Hop-by-hop links replace end-to-end PVCs

• No need to fully mesh routing adjacencies
between edge routers

 

Most service providers use registered IP addresses to simplify management and to 
prevent traceroute across the autonomous system to show private addresses that 
are not accessible from outside the AS.  

These IP addresses, while necessary for proper ISP backbone operation, are 
nonetheless wasted.  The situation is even worse in ATM environments where the 
Service Providers have to establish a large number of point-to-point circuits across 
the ATM backbone, each circuit consuming an IP subnet. 

Enabling MPLS in an ATM environment saves address space by removing a 
number of point-to-point virtual circuits that require small subnets of registered 
addresses. In addition MPLS seamlessly provides a full mesh between ATM-LSRs 
without having IP adjacencies between routers. Instead, an IP adjacency is formed 
between routers and MPLS-capable ATM switches. 
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Numbered or Unnumbered
Links in the Backbone

Numbered or Unnumbered
Links in the Backbone

Benefits of unnumbered links
• Save address space

• May simplify routing configuration

Drawbacks of unnumbered links
• Cannot ping individual interfaces

– Syslog/SNMP monitoring is still available

• Cannot perform hop-by-hop telnet

• Cannot perform IOS upgrades on low-end routers

• Cannot distinguish parallel links for traffic
engineering

 

Using unnumbered interfaces results in a router having more interfaces with the 
same IP address. The IP address of a loopback interface is usually used on other 
interfaces to save address space and simplify the configuration. The downside of 
this approach is that the WAN interfaces on a router no longer have their own 
address and are therefore unreachable to ping, traceroute or telnet. However the 
ISP will still be able to telnet and ping the loopback address of the individual 
routers. 
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Numbered/Unnumbered Links
Recommendation

Numbered/Unnumbered Links
Recommendation

• Use numbered links whenever possible

• Use unnumbered links for LC-ATM
interfaces

• Do not use unnumbered links in
combination with MPLS traffic
engineering

 

There are more benefits when using numbered interfaces. Numbered addresses 
should be used whenever possible except for IP adjacencies within MPLS-enabled 
ATM networks. In these cases, unnumbered interfaces are recommended. On the 
other hand, unnumbered interfaces are strongly discouraged when you use MPLS 
traffic engineering. 
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Private vs. Public IP
Addresses in the Backbone

Private vs. Public IP
Addresses in the Backbone

Private addresses can be used in the
MPLS VPN backbone:
• Backbone nodes and links will not be

accessible from other SP (and, in some cases
even from customers)

• No need to give visibility to customers on
backbone topology

–Do not propagate TTL in label header

 

A Service Provider can decide to use private IP addresses in the MPLS core 
when the TTL propagation is disabled. Traceroute across a network where TTL 
propagation is disabled will only show the IP addresses of edge (border) routers. 
Core addresses, therefore, will neither be shown in traceroute nor will they be 
reachable from outside of the AS. 
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Impact on Private Addresses
on Traceroute

Impact on Private Addresses
on Traceroute

Traceroute should work across backbones with
private addresses but
• ICMP replies from backbone routers will come

from private address space

• Responses from private addresses cannot be
resolved via DNS

• Every decent firewall will drop packets coming
from private address space as spoofing attack

Conclusion: disable TTL propagation if you use
private addresses in the core

 

If TTL propagation is disabled, registered addresses are only used on edge 
(border) routers. Only these routers can send ICMP TTL-Exceeded messages. All 
other routers can use private IP addresses except on interfaces connecting to edge 
routers. 

If, however, private addresses are used everywhere in the core, traceroute will 
show a private IP address as the source address of the ICMP reply packet. Such 
an address cannot be resolved via DNS. Furthermore, if traceroute is initiated from 
behind a firewall, it is quite likely that the return ICMP messages originating from a 
private IP address will not be allowed through. 
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Registered IP Addresses in
the Backbone

Registered IP Addresses in
the Backbone

Easier management when inter-connecting
(merging) with other networks
• Less “statistical” risk of duplicate addresses

• ISPs may need to troubleshoot routing with other
ISPs which requires registered addresses

– Backbone is hidden for customers but may be
visible for peer providers

Option: Combination of registered addresses
at the edge and private addresses in the core

 

Using registered addresses is the most common practice in today’s Service 
Provider networks.  

Using registered addresses at the edge, private addresses in the core, disabling 
TTL propagation and only propagating labels for BGP next-hop addresses, will 
have the following results: 

n Outside users (administrators of other ASs) can use traceroute to troubleshoot 
a path. They will see edge routers with registered IP address in traceroute. 
They will not see core routers but will be able to determine the AS where the 
problem is located. 

n Internal users (local administrators) can use traceroute to private or registered 
IP addresses of LAN and WAN interfaces. Traceroute will show all core 
routers because those destinations are not labeled. They will be able to identify 
the router/link where the problem is. 
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Backbone Addressing
Recommendations

Backbone Addressing
Recommendations

• Use registered addresses if possible

• Use registered host addresses from one address
block for PE loopback addresses
• Using host addresses for loopback interfaces is not

mandatory, but highly recommended

• Using addresses from one block makes it easy to avoid
summarization of loopback addresses

• Allows easy conditional label advertising only for BGP
next-hops
– More controlled migration toward MPLS backbone

– Clean separation of IP (non-labeled) and MPLS VPN (labeled)
traffic

 

Using registered addresses only is preferred but the option of using registered and 
private addresses as described on the previous page can be used when running low 
on IP addresses.  

A block of registered IP addresses should be used for loopback interfaces that are 
used for BGP. One host address from that block should be applied to every PE 
router to make it easier to exclude those addresses from summarization or to select 
them for labeling. 
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Numbered or Unnumbered
PE-CE links

Numbered or Unnumbered
PE-CE links

Do not use unnumbered PE-CE links
• Unnumbered links get their IP address from

another interface (loopback) which has to be
in the same VRF

• Increases management burden

• Increases number of interfaces
• Cannot perform PE-CE telnet in case of CE

router problems

 

Using unnumbered VRF interfaces requires at least one loopback per VRF. 
Troubleshooting is more difficult since no interface is reachable either by using ping 
or telnet. 

Using numbered VRF interfaces simplifies management and troubleshooting 
because every interface has its own address and can, therefore, be accessed by 
using ping or telnet. 
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Private vs. Public PE-CE
Addresses

Private vs. Public PE-CE
Addresses

Do not use private addresses for PE-CE
links:
• Customers are free to use any private

addresses in the networks

• Always potential overlap with customer
addresses

Drawback: assigning unique public
subnet to every PE-CE link consumes too
much address space

 

Using private addresses on PE-CE links can result in a conflict with the IP 
addresses used in the customer network, as the customers might already use the 
block of private IP addresses assigned to the PE-CE links by the Service Provider 
somewhere else in the customer network. There are two possible ways to prevent 
IP address duplication: 

n Use a block of registered IP addresses for every VRF. 

n Use a block of private addresses taken from the customer’s address space 
(assigned by the customer). This approach requires tighter administrative 
coordination between the Service Provider and the customer. 
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Reusing Registered IP
Addresses on PE-CE links

Reusing Registered IP
Addresses on PE-CE links

• Same registered subnet can be
assigned to multiple interfaces
belonging to different VRFs
• Dangerous - customers might establish VPN

connectivity even if they’re connected to a
wrong physical interface

• Duplicate addresses are allowed even
within a VPN (across PE routers) as
long as they are NOT redistributed into
MP-BGP

 

To reduce IP address consumption when registered addresses are used, reuse 
addresses on links belonging to different VRFs or different PE routers.  

There are several options: 

n Unique block of registered IP addresses for every VPN. This solution requires 
a large number of IP addresses. 

n One block of addresses for all VPNs. If the same block is used in different 
VPNs, redistribute connected subnets into MP-BGP to provide reachability of 
all interfaces within the VPN. There will be a conflict of addresses if two or 
more VPNs are interconnected. This option is also dangerous from an 
operational perspective – if a customer site is connected to a wrong interface, 
the CE-router might still be able to establish connectivity with the PE-router. 

n One block of addresses for all PE routers. Addresses are unique on every PE 
router but they are not unique within a VPN. This means that connected 
networks should not be redistributed into MP-BGP. The result is that PE-CE 
links are not reachable across several hops. If two VPNs are exchanging 
routing information, ensure that customers’ networks are unique. 

n One block of addresses for all VRFs. Addresses are not unique within a VPN 
nor are they unique on the PE router. This option requires the least IP 
addresses and has the same drawbacks as the previous option. 
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Recommendation for
Registered IP Address Reuse

Recommendation for
Registered IP Address Reuse

Allocate one registered address block
that is reused on every PE router

• Uniqueness of addresses is guaranteed only
at the PE level - do not redistribute connected
subnets into MP-BGP

• Prevents misconnection of CE interfaces

• No risk of customer overlapping

 

The recommended solution takes a block of registered addresses (enough to 
accommodate all the interfaces on the largest PE router in the network). Those 
addresses are reused for every PE router. They are, however, unique on a PE 
regardless of the VRF to which the interface belongs. 
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Drawbacks of Registered
Address Block Reuse

Drawbacks of Registered
Address Block Reuse

• You cannot ping remote serial interface

• Trace across a VPN network may
duplicate IP addresses

• For customers using RIP
• RIP needs a network command on the PE so

the PE-CE network will go into the customer
routing table

 

When IP addresses are reused on PE-CE links they should not be redistributed into 
MP-BGP. Those addresses are then unreachable and cannot be pinged from 
remote locations. The other result is that the same address may appear several 
times when performing traceroute to different destinations reachable through 
different PE routers. 
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Summary 
This section described a variety of possibilities when designing IP addressing of 
PE-CE links. 
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Summary - AddressingSummary - Addressing

• Use Registered addresses when possible, otherwise
use private addresses

• Prefer numbered links for current Traffic Engineering

• PE loopback addresses should be taken from a
contiguous block of address space

• PE loopback addresses should be host routes

• In transition phase, bind labels only for “significant”
addresses such as PE loopback addresses

• Use unique PE/CE addresses within a PE router. Re-
use the same address block on each PE router.

 

The preferred solution is to use numbered interfaces with registered addresses 
whenever possible. One can, however, user private addresses in the core and 
reuse registered addresses on PE-CE links to minimize the number of registered 
addresses needed for designing an MPLS/VPN network. 
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Review Questions 
Answer the following questions: 

n What are the drawbacks of using unnumbered links? 

n Where should you use unnumbered links in the MPLS backbone? 

n Where would you use unnumbered links between PE and CE routers? 

n Why would you use private address space in your IP backbone? 

n What are the drawbacks of using private address space in your IP backbone? 

n How would you hide the private address space from your customers? 

n What is the impact of using private backbone addresses on traceroute? 

n Why should you allocate PE loopback addresses from a separate address 
block? 

n Why should you use registered addresses for PE-CE links? 

n Why is the reuse of registered addresses between VRFs not advisable? 

n When can you reuse registered addresses in the same VPN between PE 
routers? 
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Backbone IGP Selection and Design 

Objectives 
Upon completion of this section, you will be able to perform the following tasks:  

n Select the proper IGP to run in the backbone. 

n Design the selected IGP to meet MPLS/VPN requirements. 
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IGP Selection CriteriaIGP Selection Criteria

• Convergence speed is only one issue

• Stability/reliability is another important one

• Redistribution may have impact on protocols
• Not all protocols behave the same with

redistribution

• Redistribution is not needed for MPLS VPN but
might be needed to support other IP traffic

• Summarisation options and multi-area support

• Enhancements for Traffic Engineering with
MPLS

 

An MPLS/VPN network is generally not affected by the IGP that is used in the 
core. The criteria for choosing IGP are the same as for any Service Provider 
network. 

IGP should be a balance of fast convergence, stability and scalability. Stability and 
scalability are also improved by the ability of summarizing networks. 
Summarization options and multi-area support are also very important selection 
criteria. 

The only constraint when choosing IGP is if MPLS Traffic Engineering (MPLS 
TE) is planned for the network. In that case IS-IS and OSPF are the only available 
routing protocols supporting TE. 
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IGP ConvergenceIGP Convergence

Convergence is becoming more critical
than in the past

• New applications: multimedia, voice

Routers have to converge faster
• Implies more CPU and memory

• Not a real problem since traffic is done
(high-end platform) at the line card level.
Therefore CPU has spare cycles

 

IGP convergence speed is only one in a number of factors that affect convergence 
across an MPLS/VPN network. Choosing the right IGP may improve overall 
convergence. Since most high-end routers distribute the switching task to VIPs or 
line cards, there is enough CPU power left for routing protocol calculations without 
impact on switching performance. 
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IGP Convergence
Distance Vector vs. Link-state

IGP Convergence
Distance Vector vs. Link-state

• Distance Vector does not have many “tuning”
capabilities in terms of convergence

• Link-State protocols can be tuned in order to
speed up convergence
• SPF calculation, LSA/LSP generation, adjacency

timer

• Scalability of link-state protocols has been
proved (live ISP backbones)

• Link-State protocols have been extended for
Traffic Engineering (MPLS)

 

When comparing well-known distance-vector and link state protocols, there are 
more benefits in using the latter one. Although link-state protocols typically require 
more CPU, they have more tuning options to set up the protocol to the needs of a 
specific network. 

Link-state protocols also contain the topology of the network, which is required for 
MPLS Traffic Engineering. IS-IS and OSPF (both link-state protocols) have been 
extended to support the requirements of Traffic Engineering. If the need to 
implement Traffic Engineering in the future is foreseen, it is better to initially use 
one of these two protocols in the MPLS backbone. 
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IGP Convergence vs. StabilityIGP Convergence vs. Stability

• Fast Convergence requires short reaction time to
events
• Short reaction time implies more routing calculations

• More routing calculations imply less stability (Example: a
flapping link)

• Trade-off between satisfactory convergence times
and indispensable stability of the backbone
• Example: the Internet cannot afford to use fast

convergence. Therefore BGP is NOT a fast convergence
protocol

 

When striving to maximize convergence the result may be a very unstable 
network. For instance, assume a router immediately sends an update when 
something changes and the receiving router immediately forwards the information 
and recalculates the best paths.  However, if a number of updates are being sent, 
the router will recalculate its routing table each time it receives an update. In this 
example it is also quite likely that the CPU will need much more time to perform all 
calculations than if it waited to receive more updates and then perform the 
calculations. A flapping link, as another example, will cause recalculations every 
time it flaps. Deliberately slowing convergence (i.e. not recalculating best paths 
immediately) will have a positive effect on stability of the network since there is 
less chance of routers’ CPUs being overloaded. 

This is especially important for routers in the Internet where there are a large 
number of networks and different paths (at the time of writing there were almost 
100.000 networks and up to 500.000 different paths in some exchange points). This 
is the reason why BGP, which is used by Service Providers for interdomain 
routing, is intentionally slowed down. When changes are happening in the network 
(there is hardly ever a moment in the Internet when they are not), BGP will send 
updates every 5 seconds to its internal neighbors and every 30 seconds to its 
external neighbors. A link that is flapping once a second will appear to be flapping 
at a maximum rate of once every 30 seconds to someone on the other side of the 
globe. These mechanisms, however, are not used for IGPs where the number of 
networks is smaller and a faster convergence is needed. 
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Redistribution IssuesRedistribution Issues

Redistributed routes may create
overhead on routing protocols

• New and specific protocol packets, possibly
one per new route

• Impact on flooding, more to use in routing
algorithm (SPF)

• Summarization of redistributed routes not
always possible in an optimal fashion (i.e.,
OSPF)

 

Using redistribution is usually regarded as a quick way to insert routing information 
into the IGP database and send it to router’s neighbors. The result may be too 
much routing information in the memory of the core routers and the calculations of 
best paths may take longer because of that. Most protocols, however, allow for 
subsequent summarization of routing information. The only exception is OSPF 
where redistributed networks may not always be summarized 
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Redistribution
Recommendations

Redistribution
Recommendations

• As generic rule: redistribution is not the best
thing to do

• In case of OSPF, interfaces should be
inserted in type-1 LSA rather than being
redistributed
• New  command “default-interface”

• Redistribution is not an issue with IS-IS
• All prefixes are on the same LSP

• All prefixes are summarizable in L1L2 router

 

For the reasons shown on the previous slide, redistribution should be avoided when 
possible. If, however, redistribution of connected subnets into a routing protocol is 
necessary, they should be included in the routing protocol definition. In this case, 
the passive-interface default command should be used to prevent IGP from 
running on any interface where it has not been explicitly enabled.  

When including a connected subnet in an OSPF routing process, OSPF creates 
type-1 Link State Advertisements (LSAs) that can later be summarized regardless 
of the type of area where they originate. There are no such drawbacks when using 
other IGPs such as IS-IS or EIGRP. 
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Summarization IssuesSummarization Issues

Summarization is the key element for
reducing internal routing table sizes

• Not that important if all non-backbone routes
are in BGP

• Summarization of internal as well as
redistributed routes

Not everything can be summarized:
• Summarization breaks LSP - never

summarize PE loopback addresses or BGP
next hops

 

Having good summarization capabilities is an important feature of IGP. There are a 
growing number of extremely large networks in the world that have scalability 
problems because they have too many networks and too many routers. Having a 
good IP addressing scheme is a necessity to minimize the amount of routing 
information and to make the network more stable (i.e. flapping links are hidden in 
summaries and do not cause constant recalculations). When using OSPF, ensure 
that redistributed networks are also being summarized. 

There is a very important issue to consider when using summarization in an 
MPLS/VPN network. VPNs only work if the MPLS core provides unbroken 
Label Switched Path (LSP) between all PE routers. Summarizing addresses of 
loopback interfaces, which are used for MP-BGP peering, will cause the LSPs to 
those loopbacks to break in two and that subsequently causes VPNs to break 
apart. Therefore, always exclude loopback addresses from summarization in 
backbone IGP. 
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MPLS Traffic Engineering
Enhancements

MPLS Traffic Engineering
Enhancements

• Link-state protocols extended to carry resource
availability info
• Calculates topologies based on resource availability

• Carried in OSPF Opaque LSAs and new IS-IS (sub)TLVs

• Distance-vector protocols will never support MPLS
Traffic Engineering
• Router must know complete path for traffic engineering

• Only Link-State protocols allow router to have full visibility
of the area or domain

 

For the purpose of implementing a Traffic Engineering mechanism OSPF and 
IS-IS were extended to carry some additional information (available resources and 
constraints of links in the network). These are the only two protocols that already 
carry the information about individual links and hold the entire topology of an area 
in its database. 

When using Traffic Engineering, therefore, the only choice of protocol is between 
OSPF and IS-IS. There will never be an implementation of EIGRP to support 
Traffic Engineering because it simply does not carry the link information and holds 
no real topology information. 
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IGP Selection
Recommendation

IGP Selection
Recommendation

• MPLS VPN backbone can be run with a Distance
Vector protocol
• It will not support MPLS Traffic Engineering

• Use only if migration toward OSPF or IS-IS would be too
expensive or too lengthy

• Select OSPF or IS-IS as the IGP in all other cases
• Minor differences - they both perform reasonably well in

large backbones

• Select one or the other based on existing knowledge of
your engineers and other requirements (for example,
CLNS-based management)

 

Although MPLS and MPLS VPNs work with any IGP (OSPF, IS-IS, IGRP, 
EIGRP, RIPv2) only OPSF and IS-IS support Traffic Engineering. Choosing one 
of these two protocols may be the best decision even if Traffic engineering is not 
presently planned – it may be in the future. 

The choice between the two protocols is usually based on the user’s familiarity 
with one over the other, as their performance is similar. 
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Is there any Difference
Between OSPF and IS-IS?

Is there any Difference
Between OSPF and IS-IS?

• Both protocols use the same algorithm (SPF-Dijkstra)

• Most of existing ISP/SP backbones use IS-IS or OSPF

• Largest ISPs use IS-IS
• More experience with IS-IS in large topologies

• The larger a network is, the more likely is IS-IS used

• Live networks use IS-IS with more than 600 routers in a
single area

• Few OSPF live networks have similar numbers

• IS-IS Area routing is an option, not a requirement

 

The slide above shows that there are hardly any differences between the two 
protocols although there are more large networks using IS-IS than OSPF. 
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Minor Technical Differences
Between OSPF and IS-IS

Minor Technical Differences
Between OSPF and IS-IS

• Convergence capabilities are similar (same
algorithm)
• More tuning available in IS-IS

• Redistribution is less painful in IS-IS

• IS-IS does not differentiate between internal
and redistributed routes
• Summarization may occur in the same router for

all routes (internal and redistributed)

• OSPF has more features (route Tags,
Stub/NSSA areas, On-demand circuits, ...)

 

In considering Cisco IOS configuration, IS-IS has more tuning options and is not 
affected by combining redistribution and summarization. OSPF, on the other hand, 
has more features. 
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IGP Multi-area and
Summarization Concerns

IGP Multi-area and
Summarization Concerns

• Summarization shall never be performed in ATM-LSR
• Summarization breaks LSP.

• ATM-LSR shall never be LSP endpoint.

• PE loopback addresses should not be summarized
• Allocated PE loopback addresses from a distinct block of

address space that is not summarized

• Current Traffic Engineering implementation does not
support areas
• No problems if backbone is below ~300 routers

• Above the limit IS-IS is recommended - More from lack of
practical experience rather than architectural constraint

 

When performing summarization, remember not to summarize PE loopback 
addresses that are used as BGP next-hop addresses. Do not perform 
summarization on ATM-LSRs because it breaks the LSP and ATM-LSRs are not 
capable of IP forwarding.  

Traffic Engineering requires a full overview of the topology of the network where 
Traffic Engineering is to be used. Currently this is only possible if there is only one 
area in the OSPF or IS-IS implementation. 
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Summary - IGP selectionSummary - IGP selection

• Link-State protocol: IS-IS or OSPF

• IS-IS is better in large topologies and
where single area is required

• IGP should be tuned in order to improve
convergence time

 

This section described major factors to be taken into account when selecting the 
right IGP for an MPLS/VPN backbone. These factors are: 

n Convergence vs. stability 

n Impact of redistribution 

n Scalability (summarization capabilities) and multi-area support 

n Support for Traffic Engineering 

The choice is usually between OSPF and IS-IS. 
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Review Questions 
n List three IGP selection criteria. 

n What is the impact of higher convergence speed on network stability? 

n How can you tune OSPF convergence? 

n How can you tune IS-IS convergence? 

n What is the difference between OSPF and IS-IS route redistribution? 

n Where can you summarize redistributed routes in OSPF? 

n Where can you summarize redistributed routes in IS-IS? 

n How do you avoid redistribution of connected interfaces when using OSPF? 

n Which routing protocols support MPLS Traffic Engineering? 

n Why is MPLS TE not supported by EIGRP? 

n When can you use EIGRP as the IGP protocol in your MPLS/VPN backbone? 

n What is the impact of route summarization on MPLS/VPN? 

n Why is IS-IS recommended for extremely large networks? 
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Route Distinguisher and Route Target Allocation 
Schemes 

Objective 
Upon completion of this section, you will be able to develop generic Route 
Distinguisher (RD) and Route Target (RT) allocation schemes 
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Route Distinguisher
Allocation Scheme

Route Distinguisher
Allocation Scheme

• The Route Distinguisher function is to make the IPv4
address unique across different VPNs

• 64 bits prepended to the IPv4 address

• From an architectural point of view there is no format
for the RD - RD is a sequence of bits

• From a practical perspective the RD will be
configured according to the following format

 <16bits type>:<ASN>:<32 bit number>

 <16bits type>:<IP address>:<16 bit number>

• Recommended to use the ASN format

 

MPLS/VPNs support overlapping addresses in different VPNs. On the other hand, 
PE routers run one single instance of RIP and BGP. To make sure BGP can 
distinguish between network 10.0.0.0 belonging to VPN A and the same network 
belonging to VPN B (which is in reality a different network, as it belongs to private 
address space of another customer), an additional value is required – Route 
Distinguisher (RD). 

Route Distinguisher can be specified in two different formats: 

n A 16-bit Autonomous System number followed by a colon and an arbitrary 
32-bit number (e.g. 1:100) 

n A 32-bit unique (registered) IP address followed by a colon and a 16-bit 
arbitrary number (e.g. 1.2.3.4:100) 

Combining a Route Distinguisher with the IPv4 address creates a unique prefix 
(VPN IPv4 address): 

n AS format example: 1:100:10.0.0.0/8 

n IP format example: 1.2.3.4:100:10.0.0.0/8 

The two networks 10.0.0.0 in our example are now different: 

n VPN A: 100:100:10.0.0.0/8 

n VPN B: 100:200:10.0.0.0/8 

A routing protocol such as BGP will no longer recognize the two networks as the 
same and will forward both networks to its neighbors. 



34 MPLS VPN Design Guidelines Copyright  2000, Cisco Systems, Inc. 

© 2000, Cisco Systems, Inc. www.cisco.com MPLS VPN Design Guidelines- 42

Route Distinguisher
Allocation Scheme

Route Distinguisher
Allocation Scheme

RD has VPN-local significance
• All routes that are part of the same community of

sites (VPN) can use the same RD

• No duplicate IP addresses allowed within the same
VPN
• Sites belonging to the same VPN may have to use different

RDs when these sites also belong to other different VPNs
• With Central services or Hub & Spoke topology all

Client/Spoke sites will have to use different RDs

 

For VRFs that are used for the same VPN, one can use the same Route 
Distinguisher on all PEs. When using more than one VRF for the same VPN on 
one PE router, it is necessary to use more Route Distinguisher values. This is the 
case when more complex VPN designs are used, such as overlapping VPNs, 
Central Services VPN, Management VPN, Hub&Spoke topology. 
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Route Distinguisher
Allocation Scheme

Route Distinguisher
Allocation Scheme

• Different PEs may use the same RD for
VRFs as long as the VRFs share the
same connectivity requirements

• Using a formatted RD will ensure
consistency and scalability
• Make customer ID part of the Route

Distinguisher

 

As previously stated, RD values can and should be reused only if the VRFs on 
different PE routers are used for the same VPN. RDs should be globally unique in 
all other cases. 

Having a good numbering scheme for RD values means that there are initially 
more values reserved for each customer VPN and that the Customer ID is part of 
the RD. Here is a sample spreadsheet that can be used for RD numbering: 

 Customer Route Distinguisher range 
Management VPN 100:100-100:199 
Internet VPN 100:200-100:299 Internal use { 
… … 
Global Motors 100:1000-100:1099 
Bolts&Nuts 100:1100-100:1199 Customers { 
… … 
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Route Target Allocation
Scheme

Route Target Allocation
Scheme

• Route-Target is used for routing policies
between VRFs (therefore sites)

• Numbering is free
• However consistency will help to scale

• Route-Target numbering NEED NOT follow RD
numbering

• Numbering should not require modifications
each time a new site is connected (for
example, in central services topology)

 

Although Route Target is used for different purposes, the same numbering scheme 
can be used. A range of numbers should be reserved for each VPN. The previous 
example has been expanded to include the RT numbering scheme: 

 Customer Route Target range Route Distinguisher 
range 

Mgmt. VPN 100:100-100:199 100:100-100:199 
Internet VPN 100:200-100:299 100:200-100:299 Internal use { 
… … … 
Global Motors 100:1000-100:1099 100:1000-100:1099 
Bolts&Nuts 100:1100-100:1199 100:1100-100:1199 Customers { 
… … … 
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Summary 
This section described the Route Distinguisher and Route Target numbering 
options and made recommendations for their allocation. A numbering plan for 
Route Targets and Route Distinguishers should be a part of any MPLS/VPN 
design document. A good numbering scheme may ease troubleshooting in an 
MPLS/VPN network. 

Review Questions 
n What is the function of the route distinguisher? 

n Can you reuse the same route distinguisher on different PE routers? 

n Is there any topology where every site requires a different value of route 
distinguisher? 

n What is the function of the route target? 

n Do you have to make the route target equal to the route distinguisher? 
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End-to-End Convergence Issues 

Objectives 
Upon completion of this section, you will be able to perform the following tasks:  

n Explain the difference between overlay VPN convergence and MPLS/VPN 
convergence. 

n List the elements of end-to-end convergence in the MPLS/VPN network. 

n Optimize individual elements of MPLS/VPN convergence. 
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Traditional Overlay VPN
Routing

Traditional Overlay VPN
Routing

• Routing adjacency is between CE routers

• Routing protocol convergence is owned by
the customer

Frame Relay backbone
CE-RIP-A1

CE-BGP-A1

CE-RIP-A2

CE-BGP-A2

CE-RIP-B1 CE-RIP-B2

Frame Relay Frame RelayRouting Adjacency

 

In traditional overlay VPNs a PE device works on layer 2 or 1 and does not delay 
IP routing updates flowing between CE devices. Routing convergence is therefore 
influenced by the routing protocol running directly between the CE devices. There 
is, however, an impact of the Layer 2 Service Provider infrastructure on 
convergence. The infrastructure of the SP should be able to inform CE devices of 
a failure in its network. This is usually done through signaling on Layer 2 or 1 but it 
can take time or it may not happen at all (frame relay keepalives, for example, 
work between a router and a switch; failure somewhere in the frame relay 
network may not be signaled to the CE router). 
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Traditional Overlay VPN
Convergence

Traditional Overlay VPN
Convergence

Elements of overlay VPN convergence:
• Neighbor loss discovery (usually not

immediate but based on dead timer)……………..up to 40 seconds
• Propagation of changed routing information………...few seconds

• Topology recomputation………………………………5 - 15 seconds

All these elements can be tuned resulting in very fast convergence

Frame Relay backbone
CE-RIP-A1

CE-BGP-A1

CE-RIP-A2

CE-BGP-A2

CE-RIP-B1 CE-RIP-B2

Frame Relay Frame RelayRouting Adjacency

 

The slide above shows the estimated time it takes from an actual failure to the 
moment the routers discover something is wrong, propagate changes to their 
neighbors and recalculate the shortest paths. The whole process may take 
anywhere between a second to over a minute, depending on the type of failure, 
Layer 2 infrastructure and the chosen IGP. 
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MPLS VPN RoutingMPLS VPN Routing

• Complex parts of the end-to-end routing are
performed by the Service Provider

• Routing convergence speed is primarily
responsibility of the Service Provider

• PE-PE routing relies on MP-BGP which is
usually not a fast-converging protocol

Site BSite A P-network

PE-1CE-A1

CE-A2 PE-2

PE-3 CE-3

 

With MPLS/VPN networks the Service Provider is actively involved in network 
layer of the customer network (layer 3 of the OSI model). The customer’s CE 
devices are no longer peering with other CE devices; they exchange routing 
updates with the provider devices (PE-routers). There can also be a sequence of 
PE devices exchanging the customer’s routing information between customer sites. 

The customer’s routing information is redistributed into BGP, which is inherently 
slower than most IGPs. The overall convergence is, therefore, also influenced by 
multi-protocol BGP convergence speed and its fine-tuning. This topic is covered in 
the remainder of this section. 
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MPLS VPN Convergence
Failure Scenarios

MPLS VPN Convergence
Failure Scenarios

Site BSite A P-network

PE-1CE-A1

CE-A2 PE-2

PE-3 CE-3

• Failure within the Provider network

• Failure of PE-CE link or CE router failure
• Failure of a P router

 

The following three types of convergence failures will be discussed: 

n Failure somewhere in the Service Provider network, 

n Failure of a PE router and 

n Failure of a CE-PE link or the CE router. 
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MPLS VPN Convergence
Failure Inside Provider Network

MPLS VPN Convergence
Failure Inside Provider Network

• All MPLS VPN routing is based on recursive BGP routing toward
BGP next hops

• Failure inside Provider network does not affect MPLS VPN
routing
• Data flow is disrupted only during P-network IGP convergence

• Data flow continues as soon as the LSP toward BGP next-hop is
established

Site BSite A P-network

PE-1CE-A1

CE-A2 PE-2

PE-3 CE-3

 

In the first failure scenario, a link goes down somewhere in the SP network. With 
proper design and implementation of routing protocols, BGP session between the 
PE-routers should not be lost and the convergence would only be influenced by the 
time it takes the core (P) routers to discover the failure, the time for IGP to 
converge and the time for LDP to converge (in certain cases LDP may already 
have a backup LSP ready). 
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MPLS VPN Convergence
Failure Inside Provider Network

MPLS VPN Convergence
Failure Inside Provider Network

• Convergence time after failure inside Provider
network depends solely on characteristics of the
Provider backbone
• IGP convergence time
• TDP/LDP label propagation time

• Convergence time can be reduced by using advanced
MPLS features like fast reroute

Site BSite A P-network

PE-1CE-A1

CE-A2 PE-2

PE-3 CE-3

 

The convergence inside the Provider network is influenced by three factors: 

n Time to discover a failure (depends on Layer 1, 2 or IGP), 

n Time for IGP to converge, and 

n Time for TDP or LDP to propagate the new label once a new path has been 
installed into the routing table. In some cases a second LSP may already be 
present due to liberal retention mode when using frame-mode MPLS. 

Advanced MPLS traffic engineering features (like fast reroute) can be used in the 
Provider network to reduce the convergence time from a few seconds (which is 
the best time achievable with a fast and well-tuned IGP) to fewer than 50 
milliseconds. 
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Site BSite A P-network

PE-1CE-A1

CE-A2 PE-2

PE-3 CE-3

MPLS VPN Convergence
PE Router Failure

MPLS VPN Convergence
PE Router Failure

• Other PE routers detect the failure by two means:
• BGP keepalive hold time expires
• BGP next hop is no longer reachable through IGP

• CE routers detect the failure through usual PE-CE
routing protocol mechanisms

 

In the second scenario, a PE router fails and its BGP neighbors will require some 
time to realize their neighbor is lost (failure to receive three BGP keepalives will 
result in loss of BGP session and discarding of all networks announced by the 
failing router). A faster way of realizing a neighboring BGP router is down is by 
losing the path toward its loopback address. This can be achieved by not inserting 
any summary or a static route to null interface for the loopback address. The 
downside of this solution is that a prolonged failure somewhere in the P network 
might also cause the BGP neighborship to be lost even if a backup path exists. 
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Changing BGP keepalive
Timer

Changing BGP keepalive
Timer

neighbor ip-address timers keepalive hold

router(config-router)#

• Changes the BGP keepalive timer and hold timeout

• Reducing the values can significantly improve
neighbor loss detection but

• Disruption of iBGP session involves too much
flooding - be conservative with BGP timers

 

BGP implementation in Cisco routers allows tuning of many timers. Default values 
of these timers were designed for large amounts of routing information, which is 
typically the case in Service Provider networks. Changing (lowering) these timers 
improves performance but it also reduces stability of the network and requires 
more CPU power. 

Changing neighbor keepalive timers normally does not have any drawbacks as long 
as the hold-time is three times the keepalive time. The recommended minimum 
values are one second for keepalive time and three seconds for hold time. An 
over-used CPU may, however, still lose a neighborship for failing to send or 
receive keepalives. It is, therefore, better to use more conservative values to 
prevent random BGP flaps. 
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Changing BGP Update
Validation Timer

Changing BGP Update
Validation Timer

bgp scan-time time-in-seconds

router(config-router)#

• BGP routing process periodically validates routes
in BGP table

• Routes with unreachable next-hops are removed
from the BGP table, resulting in selection of the
next best BGP route

• Default scan time is 60 seconds - reducing the scan
time improves convergence in case of PE router
failure

 

The BGP process periodically scans the routing table for changes. If a locally 
originated network is lost, BGP has to withdraw it from the BGP table. If the 
next-hop address is lost, BGP has to withdraw all networks using that next-hop 
address.  

Reducing the timer setting may be acceptable when there is not much information 
in the BGP table. However it takes a long time for a router to scan the entire BGP 
table if it contains several hundred thousand networks. 

Choosing the right timer setting is, therefore, influenced by the amount of routing 
information in the routing table and the strength of the CPU in the router. 
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Site BSite A P-network

PE-1CE-A1

CE-A2 PE-2

PE-3 CE-3

MPLS VPN Convergence
 PE-CE Link Failure or CE Router Failure

MPLS VPN Convergence
 PE-CE Link Failure or CE Router Failure

• PE router detects CE router failure or link failure through
standard means:
• Link failure is detected by layer-1 or layer-2 mechanisms
• CE router failure is detected by dead timer or hold timeout

• The CE route has to be revoked from MP-BGP table, the change
propagated through the network and inserted into remote VRFs

 

In the third scenario, a CE router fails or a CE-PE link goes down.  Again the 
convergence depends on the time it takes to discover the failure, propagate the 
changes and recalculate the shortest path. 

Typically, layer-1 or layer-2 signaling reports a failure. If not, then the IGP used 
between CE and PE routers should eventually recognize that a neighbor is no 
longer responding. After the IGP process removes the VPN route, the change has 
to be recognized by the BGP process (BGP scan timer), sent to other neighbors 
(BGP advertisement timer), imported (BGP import/export timer) and sent to other 
CE routers. 
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Site BSite A P-network

PE-1CE-A1

CE-A2 PE-2

PE-3 CE-3

MPLS VPN Convergence
 PE-CE Link Failure or CE Router Failure

MPLS VPN Convergence
 PE-CE Link Failure or CE Router Failure

Convergence element #1
Route has to be exported from VRF into MP-BGP

Convergence element #2
MP-BGP update has to be propagated

Convergence element #3
New best route has to be selected (immediate)

Convergence element #4
New route has to be imported into VRF

 

The figure above shows the necessary steps to allow information to be propagated 
across an MPLS/VPN network: 

Step 1 Route (or lack of a route) has to be exported from a VRF into MP-BGP 

Step 2 MP-BGP update has to be propagated 

Step 3 New best route has to be selected on other PE routers 

Step 4 New route has to be imported into the VRF and propagated to other CE-routers 

All steps except #3 are periodic and their corresponding timer settings can be 
changed. See the next two pages for commands that change the BGP 
import/export timer and the advertisement timer. 
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Changing BGP Route
Export/Import Timer

Changing BGP Route
Export/Import Timer

bgp scan-time import timer

router(config-router-af)#

• By default, export and import actions are performed
every 60 seconds

• Reducing the BGP import/export scan timer will
improve convergence (but also increase CPU
utilization)

 

This command should be used with great care. It is very likely that in a large 
MPLS/VPN network there will be more routing information than is currently 
contained in the full Internet routing table. Lowering the timer setting may cause 
the router to be busy performing an import/export scan when it should already be 
starting a new scan.  
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Changing BGP Update IntervalChanging BGP Update Interval

neighbor ip-address advertisment-interval timeout

router(config-router)#

• By default, updates are sent to IBGP neighbors
every 5 seconds, to EBGP neighbors every 30
seconds

• End-to-end convergence across IBGP backbone
can be longer if route-reflectors are deployed

• Change the advertisment interval to improve the
IBGP/EBGP convergence speed

 

When a router receives a BGP update it will immediately forward the update and 
start the timer for the neighbor. If there is another update received, the router will 
first wait for the timer to expire (5 seconds for internal neighbors, 30 seconds for 
external neighbors) before forwarding the second update. 

This command will change the default value. Setting the timer setting to zero may 
cause a flapping link to be seen on the other side of the MPLS/VPN with the same 
intensity – all routers have to recalculate the best path whenever a change occurs. 
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Summary 
This section described the differences in convergence when using Overlay VPNs 
or MPLS/VPNs. The responsibility for fine-tuning this convergence falls mainly on 
the Service Provider. 

To improve convergence in an MPLS/VPN network, the following factors to 
determine whether there are any opportunities for fine tuning: 

n Time to realize a failure 

n Time to propagate a change in IGP 

n Time to redistribute between protocols 

n Time to propagate a change in BGP 

n Time to import/export between MP-BGP and a VRF 

n Time to recalculate a new path in IGP or BGP 

Review Questions 
Answer the following questions: 

n What are the major elements of end-to-end convergence in traditional overlay 
VPN networks? 

n Which part of the end-to-end MPLS/VPN solution performs the most complex 
routing? 

n What are the three common failure scenarios in MPLS/VPN solution? 

n How is the MPLS/VPN routing influenced by a failure in a provider network? 

n What influences the overall convergence after a failure in a provider network? 

n How can a PE router detect the failure of another PE router? 

n How can a CE router detect the failure of an adjacent PE router? 

n Which parameters influence the MPLS/VPN convergence after PE router 
failure?  

n How can a PE router detect the PE-CE link failure? 

n Which convergence steps need to be taken after PE-CE link failure? 

n Which parameters influence the MPLS/VPN convergence after PE-CE link 
failure? 
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Chapter Summary 
After completing this chapter, you should be able to perform the following tasks: 

n Select a proper addressing scheme for the MPLS/VPN backbone. 

n Select the optimal Interior Gateway Protocol.  

n Develop comprehensive Route Distinguisher and Route Target Allocation 
Schemes. 

n Design BGP in the MP-BGP backbone. 

n Optimize overall network convergence. 
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Answers to Review Questions 

Backbone and PE-CE Link Addressing Scheme 
n What are the drawbacks of using unnumbered links? 

Individual WAN interfaces are no longer reachable by ping or telnet if 
you use unnumbered links. 

n Where should you use unnumbered links in the MPLS backbone? 

Unnumbered links are recommended in the ATM parts of the MPLS 
backbone. 

n Where would you use unnumbered links between PE and CE routers? 

Using unnumbered links between PE and CE routers is highly 
discouraged. There are, however, applications like dial-up access that 
benefit from unnumbered links. 

n Why would you use private address space in your IP backbone? 

IP backbones usually only use private address space if there is no public 
address space available. 

n What are the drawbacks of using private address space in your IP backbone? 

Traceroute across a public IP backbone using private address space 
usually does not work. 

n How would you hide the private address space from your customers? 

If you disable MPLS TTL propagation, the customers cannot see the P-
routers. Using private address space between P-routers is then safe. 

n What is the impact of using private backbone addresses on traceroute? 

ICMP replies received from private IP addresses would most likely be 
dropped by customer firewalls. IP address lookup through DNS would 
also fail. 

n Why should you allocate PE loopback addresses from a separate address 
block? 

The PE loopback addresses should be allocated from a separate block to 
make sure they are not accidentally summarized in the backbone. 

n Why should you use registered addresses for PE-CE links? 

Registered addresses should be used on PE-CE links to prevent potential 
overlap with the address space the customer is using. 

n Why is the reuse of registered addresses between VRFs not advisable? 

You should not reuse addresses between VRFs, as a customer 
connected to a wrong interface might gain connectivity within the VPN 
of another customer. 
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n When can you reuse registered addresses in the same VPN between PE 
routers? 

You can reuse the same address range on several PE routers if you 
don’t redistribute connected routes into MP-BGP. 

Backbone IGP Selection and Design 
n List three IGP selection criteria. 

Typical IGP selection criteria are convergence speed, stability and 
summarization support. 

n What is the impact of higher convergence speed on network stability? 

Higher convergence speed always reduces network stability. 

n How can you tune OSPF convergence? 

OSPF convergence can be fine-tuned by changing neighbor dead timeout 
and SPF timer. 

n How can you tune IS-IS convergence? 

Many IS-IS parameters can be fine-tuned, from neighbor dead timeout to 
SPF timers, retransmission timers, LSP origination timeouts etc. 

n What is the difference between OSPF and IS-IS route redistribution? 

Redistributed routes appear as separate LSA type-5 objects in OSPF, 
they appear as part of router LSP in IS-IS. 

n Where can you summarize redistributed routes in OSPF? 

You cannot summarize redistributed OSPF routes. 

n Where can you summarize redistributed routes in IS-IS? 

Routes redistributed into IS-IS can be summarized between level-1 and 
level-2 IS-IS areas. 

n How do you avoid redistribution of connected interfaces when using OSPF? 

You include connected interfaces in the OSPF process and make them 
passive. 

n Which routing protocols support MPLS Traffic Engineering? 

MPLS Traffic Engineering is supported by OSPF and IS-IS. 

n Why is MPLS TE not supported by EIGRP? 

EIGRP cannot support MPLS TE because any router establishing MPLS 
TE tunnels require full knowledge of the backbone, which is only 
provided through link-state routing protocols. 

n When can you use EIGRP as the IGP protocol in your MPLS/VPN backbone? 

You can use EIGRP as long as you don’t plan to deploy MPLS Traffic  
Engineering. 

n What is the impact of route summarization on MPLS/VPN? 
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Route summarization might break MPLS VPN connectivity if you 
summarize VPNv4 BGP next-hops (loopback addresses of PE routers). 

n Why is IS-IS recommended for extremely large networks? 

Many large Service Providers use IS-IS, therefore there is more 
experience with running IS-IS in large networks.  

Route Distinguisher and Route Target Allocation Scheme 
n What is the function of the route distinguisher? 

Route distinguisher is used to make overlapping IPv4 addresses globally 
unique. 

n Can you reuse the same route distinguisher on different PE routers? 

You can reuse the same route distinguisher as long as the VRFs on the 
PE routers have the same connectivity requirement. 

n Is there any topology where every site requires a different value of route 
distinguisher? 

Hub-and-spoke topology requires a different value of route distinguisher 
for every site. 

n What is the function of the route target? 

Route target controls the import of VPNv4 routes into VRFs. 

n Do you have to make the route target equal to the route distinguisher? 

Route target can be different from route distinguisher. 

End-to-End Convergence Issues 
n What are the major elements of end-to-end convergence in traditional overlay 

VPN networks? 

The major elements are: 

– Neighbor loss detection 

– Routing update propagation 

– Computation of the new topology (SPF run) 

n Which part of the end-to-end MPLS/VPN solution performs the most complex 
routing? 

Service Provider PE-routers perform the most complex routing. 

n What are the three common failure scenarios in MPLS/VPN solution? 

The common failure scenarios are: 

– Failure in the P-network 

– Failure of the PE-router 

– Failure of the PE-CE link (most common). 
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n How is the MPLS/VPN routing influenced by a failure in a provider network? 

Failure in a provider network shall not influence MPLS VPN routing, as 
long as the IGP in the P-network converges fast enough. 

n What influences the overall convergence after a failure in a provider network? 

The overall convergence is affected only by the convergence speed of 
the IGP used in the P-network. 

n How can a PE router detect the failure of another PE router? 

A PE-router can detect neighbor loss through BGP hold timer timeout or 
through loss of BGP next-hop. 

n How can a CE router detect the failure of an adjacent PE router? 

CE router uses traditional routing protocol mechanisms (for example, 
dead timeout in OSPF or invalid timer in RIP). 

n Which parameters influence the MPLS/VPN convergence after PE router 
failure?  

BGP neighbor timers and BGP scan-time affect MPLS VPN 
convergence after a PE-router failure. 

n How can a PE router detect the PE-CE link failure? 

PE router could detect the PE-CE link failure through layer-1 or layer-2 
signaling (for example, carrier loss or DLCI failure signaled by LMI). It 
can also detect PE-CE link failure with traditional routing protocol 
mechanisms (for example, dead timeout in OSPF or invalid timer in RIP). 

n Which convergence steps need to be taken after PE-CE link failure? 

The following steps are taken: 

– VRF route is removed from the VRF routing table  

– VRF route is removed from the VPNv4 BGP table  

– Withdrawal of VPNv4 route is propagated to other PE-routers 

– Other PE-routers select a new best BGP route 

– The newly selected BGP route is imported into the VRFs on other PE-
routers. 

n Which parameters influence the MPLS/VPN convergence after PE-CE link 
failure? 

MPLS VPN convergence after PE-CE link failure is affected by BGP 
update interval and BGP import scan timer. 
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Backbone and PE-CE Link Addressing Scheme 

Lesson Review 
1. What are the drawbacks of using unnumbered links? 

Individual WAN interfaces are no longer reachable by ping or telnet if you 
use unnumbered links. 

2. Where should you use unnumbered links in the MPLS backbone? 

Unnumbered links are recommended in the ATM parts of the MPLS 
backbone. 

3. Where would you use unnumbered links between PE and CE routers? 

Using unnumbered links between PE and CE routers is highly 
discouraged. There are, however, applications like dial-up access that 
benefit from unnumbered links. 

4. Why would you use private address space in your IP backbone? 

IP backbones usually only use private address space if there is no public 
address space available. 

5. What are the drawbacks of using private address space in your IP backbone? 

Traceroute across a public IP backbone using private address space 
usually does not work. 

6. How would you hide the private address space from your customers? 

If you disable MPLS TTL propagation, the customers cannot see the P-
routers. Using private address space between P-routers is then safe. 

7. What is the impact of using private backbone addresses on traceroute? 

ICMP replies received from private IP addresses would most likely be 
dropped by customer firewalls. IP address lookup through DNS would also 
fail. 

8. Why should you allocate PE loopback addresses from a separate address block? 

The PE loopback addresses should be allocated from a separate block to 
make sure they are not accidentally summarized in the backbone. 

9. Why should you use registered addresses for PE-CE links? 

Registered addresses should be used on PE-CE links to prevent potential 
overlap with the address space the customer is using. 

10. Why is the reuse of registered addresses between VRFs not advisable? 

You should not reuse addresses between VRFs, as a customer 
connected to a wrong interface might gain connectivity within the VPN of 
another customer. 

11. When can you reuse registered addresses in the same VPN between PE routers? 

You can reuse the same address range on several PE routers if you don’t 
redistribute connected routes into MP-BGP. 
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Backbone IGP Selection and Design 

Lesson Review 
1. List three IGP selection criteria. 

Typical IGP selection criteria are convergence speed, stability and 
summarization support. 

2. What is the impact of higher convergence speed on network stability? 

Higher convergence speed always reduces network stability.  

3. How can you tune OSPF convergence? 

OSPF convergence can be fine-tuned by changing neighbor dead timeout and 
SPF timer. 

4. How can you tune IS-IS convergence? 

Many IS-IS parameters can be fine-tuned, from neighbor dead timeout to SPF 
timers, retransmission timers, LSP origination timeouts etc. 

5. What is the difference between OSPF and IS-IS route redistribution? 

Redistributed routes appear as separate LSA type-5 objects in OSPF, they 
appear as part of router LSP in IS-IS. 

6. Where can you summarize redistributed routes in OSPF? 

You cannot summarize redistributed OSPF routes. 

7. Where can you summarize redistributed routes in IS-IS? 

Routes redistributed into IS-IS can be summarized between level-1 and level-2 
IS-IS areas. 

8. How do you avoid redistribution of connected interfaces when using OSPF? 

You include connected interfaces in the OSPF process and make them 
passive. 

9. Which routing protocols support MPLS Traffic Engineering? 

MPLS Traffic Engineering is supported by OSPF and IS-IS. 

10. Why is MPLS TE not supported by EIGRP? 

EIGRP cannot support MPLS TE because any router establishing MPLS TE 
tunnels require full knowledge of the backbone, which is only provided through 
link-state routing protocols. 

11. When can you use EIGRP as the IGP protocol in your MPLS/VPN backbone? 

You can use EIGRP as long as you don’t plan to deploy MPLS Traffic 
Engineering. 

12. What is the impact of route summarization on MPLS/VPN? 

Route summarization might break MPLS VPN connectivity if you summarize 
VPNv4 BGP next-hops (loopback addresses of PE routers). 
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13. Why is IS-IS recommended for extremely large networks? 

Many large Service Providers use IS-IS, therefore there is more experience with 
running IS-IS in large networks.  
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Route Distinguisher and Route Target Allocation 
Scheme 

Lesson Review 
1. What is the function of the route distinguisher? 

Route distinguisher is used to make overlapping IPv4 addresses globally 
unique. 

2. Can you reuse the same route distinguisher on different PE routers? 

You can reuse the same route distinguisher as long as the VRFs on the 
PE routers have the same connectivity requirement. 

3. Is there any topology where every site requires a different value of route 
distinguisher? 

Hub-and-spoke topology requires a different value of route distinguisher for 
every site. 

4. What is the function of the route target? 

Route target controls the import of VPNv4 routes into VRFs. 

5. Do you have to make the route target equal to the route distinguisher? 

Route target can be different from route distinguisher. 
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End-to-End Convergence Issues 

Lesson Review 
1. What are the major elements of end-to-end convergence in traditional overlay VPN 

networks? 

The major elements are: 

Neighbor loss detection 

Routing update propagation 

Computation of the new topology (SPF run) 

2. Which part of the end-to-end MPLS/VPN solution performs the most complex 
routing? 

Service Provider PE-routers perform the most complex routing. 

3. What are the three common failure scenarios in MPLS/VPN solution? 

The common failure scenarios are: 

Failure in the P-network 

Failure of the PE-router 

Failure of the PE-CE link (most common). 

4. How is the MPLS/VPN routing influenced by a failure in a provider network? 

Failure in a provider network shall not influence MPLS VPN routing, as 
long as the IGP in the P-network converges fast enough. 

5. What influences the overall convergence after a failure in a provider network? 

The overall convergence is affected only by the convergence speed of the 
IGP used in the P-network. 

6. How can a PE router detect the failure of another PE router? 

A PE-router can detect neighbor loss through BGP hold timer timeout or 
through loss of BGP next-hop. 

7. How can a CE router detect the failure of an adjacent PE router? 

CE router uses traditional routing protocol mechanisms (for example, dead 
timeout in OSPF or invalid timer in RIP). 

8. Which parameters influence the MPLS/VPN convergence after PE router failure?  

BGP neighbor timers and BGP scan-time affect MPLS VPN convergence 
after a PE-router failure. 

9. How can a PE router detect the PE-CE link failure? 

PE router could detect the PE-CE link failure through layer-1 or layer-2 
signaling (for example, carrier loss or DLCI failure signaled by LMI). It can 
also detect PE-CE link failure with traditional routing protocol mechanisms 
(for example, dead timeout in OSPF or invalid timer in RIP). 
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10. Which convergence steps need to be taken after PE-CE link failure? 

The following steps are taken: 

Step 1 VRF route is removed from the VRF routing table 

Step 2 VRF route is removed from the VPNv4 BGP table 

Step 3 Withdrawal of VPNv4 route is propagated to other PE-
routers 

Step 4 Other PE-routers select a new best BGP route 

Step 5 The newly selected BGP route is imported into the VRFs 
on other PE-routers. 

11. Which parameters influence the MPLS/VPN convergence after PE-CE link failure? 

MPLS VPN convergence after PE-CE link failure is affected by BGP 
update interval and BGP import scan timer. 



Large-Scale MPLS VPN 
Deployment 

Overview 
This chapter describes scalability issues encountered in large-scale MPLS VPN 
networks and presents a number of solutions that allow these networks to scale 
while growing. 

 

It includes the following topics: 

n MP-BGP Scalability Mechanisms 

n Partitioned Route Reflectors 

Objectives 
Upon completion of this chapter, you will be able to perform the following tasks:  

n Understand the MP-BGP scaling issues in large-scale MPLS VPN backbones 

n Describe the built-in scalability mechanisms 

n Design and implement networks using partitioned BGP route reflectors 
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MP-BGP Scalability Mechanisms 

Objectives 
Upon completion of this section, you will be able to perform the following tasks:  

n Understand MP-BGP scaling issues 

n Describe the automatic filtering in MP-BGP 

n Describe the functions of the BGP Route Refresh feature 

n Describe the Outbound Route Filter feature and its benefits 
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ScalingScaling

• Existing BGP techniques can be used to 
scale the route distribution: route 
reflectors

• Each edge PE router needs only the 
information for the VPNs it supports
§Only routes for VRFs are configured on the 

PE router

• Route-reflectors are used to distribute 
VPN routing information

 

A network designer that wants to design a scalable MPLS VPN solution is always 
faced with a number of scalability issues, several of them being related to the 
MPLS VPN architecture: 

n MPLS VPN uses internal BGP (IBGP) to propagate VPNv4 routes between 
PE routers. Default IBGP implementation requires a full-mesh of BGP 
sessions between PE routers—a design that is only appropriate for very small 
networks. 

n As the number of MPLS VPN customers grows, the PE routers have to store 
more and more customer routes (in traditional overlay VPN implementations, 
the customer routes are not seen by the provider routers—this issue is 
therefore not present in overlay VPN implementations). In very large MPLS 
VPN networks, providing connectivity to large customers, the number of 
routes that need to be stored by the PE routers exceeds the current scaling 
capabilities of Cisco IOS BGP implementation as well as memory and CPU 
resources of the PE routers. 

The IBGP full-mesh scalability roadblock is easily removed using traditional BGP 
scaling tools—BGP route reflectors  and BGP confederations  (both of them 
are described in the appropriate lessons of the BGP curriculum and their operations 
will not be discussed further in this section). 

Note BGP route reflectors are a preferred scalability tool for MPLS VPN networks and 
their positioning will be covered extensively in the next section. 
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The memory and CPU requirements imposed on a PE router by a large number of 
customer routes can be easily reduced if the PE router only stores routes relevant 
to the VPN customers connected to it and ignores all the other VPNv4 routes. The 
incoming route filtering had to be configured manually with early MPLS VPN 
implementation. To reduce the configuration complexity, Cisco IOS releases 
12.0(7) T and 12.1 provide automatic filtering of incoming Multi-protocol BGP 
(MP-BGP) updates. 
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Automatic MP-BGP 
Updates Filtering

Automatic MP-BGP 
Updates Filtering

• The non-reflecting PE router discards 
any VPN-IPv4 route that hasn’t a route-
target that is configured to be imported 
in any of the attached VRFs 

• This reduces significantly the amount of 
information each PE has to store

• The size of the BGP table is proportional 
to the number of VRFs configured on 
the PE router

 

The automatic MP-BGP updates filtering uses a very simple algorithm—all 
VPNv4 routes received by a PE router that do not correspond to any VRF 
configured on the router are automatically ignored. This usually results in a 
significant reduction of VPNv4 BGP table on the PE router, as the size of the table 
becomes proportional to the number of VRFs configured on the PE router and not 
the overall size of the MPLS VPN network. 

 



6 Large-Scale MPLS VPN Deployment Copyright  2000, Cisco Systems, Inc. 

© 2000, Cisco Systems, Inc. www.cisco.com Chapter#4-7

Automatic MP-BGP Updates 
Filtering

Automatic MP-BGP Updates 
Filtering

• Each VRF has an import and export policy based on a 
route-target - extended BGP community

• If the route-target in an incoming MP-BGP update is 
equal to any of the import values configured in this PE 
router, the update is accepted, otherwise it is silently 
discarded

• The automatic filtering only works for non-reflecting 
routers; when the first route-reflector client is 
configured, the update filtering is disabled

PE

 MP-iBGP sessions

 VRFs for VPNs
yellow
green

VPN-IPv4 update:
RD:Net1, Next-hop=PE-X
SOO=Site1, RT=Green, 
Label=XYZ

VPN-IPv4 update:
RD:Net1, Next-hop=PE-X
SOO=Site1, RT=Red, 
Label=XYZ

 Import RT=yellow

 Import RT=green

 

The filtering of incoming VPNv4 update is performed based on import route-
targets configured in VRFs and the route targets attached to incoming VPNv4 
routes. If the incoming VPNv4 route carries a route target that corresponds to an 
import route target of at least one VRF, the incoming route is potentially useful as it 
might get inserted into the VRF and is accepted by the PE router. Otherwise the 
incoming route is silently discarded (similar to other inbound BGP filtering 
mechanisms). 

Note The incoming VPNv4 route that is accepted by automatic inbound filter might still 
be rejected by import route-map configured in the VRF, so the automatic filters 
are not perfect. Anyhow, taking import route-maps in consideration when filtering 
incoming VPNv4 updates would significantly increase the CPU load of the PE 
router. 

The automatic inbound filters only work for PE routers that do not act as route 
reflectors. As there is no mechanism through which a route reflector might 
discover that one of its clients would need routes with a certain route target, the 
route reflectors do not filter inbound updates. The route reflectors therefore carry 
all VPNv4 routes in an MPLS VPN network. 

Note A router starts acting as a BGP route-reflector the moment the first route-reflector 
is configured client with neighbor route-reflector-client configuration command. 
As soon as the first route-reflector client is configured, the automatic inbound 
filtering of VPNv4 routes is disabled. 

The figure above shows an example of inbound filters. The PE router has two 
VRFs configured, one accepting routes tagged with route-target green, the other 



Copyright  2000, Cisco Systems, Inc. Large-Scale MPLS VPN Deployment 7 

one accepting routes tagged with route-target yellow. When an incoming BGP 
update carries a VPNv4 route with RT=green, the route is accepted. A VPNv4 
route that only carries route target red is rejected, as red is not configured as an 
import route target of any VRF on this router. 
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MPLS-VPN Scaling
Route Refresh

MPLS-VPN Scaling
Route Refresh

• VPN Policies may change based on VRF modifications
§ New VRFs, removal of VRFs, change of import route targets

• The PE router may not have  stored routing information, which 
becomes useful after a change

• The PE router requests a retransmission MP-BGP of updates 
from its neighbors
§ Route-Refresh BGP extension

PE
 Import RT=yellow

 Import RT=green

 Import RT=red
1. PE doesn’t have red 
routes (previously 
filtered out)

2. PE issues a Route-
Refresh to all neighbors
in order to ask for re-
transmission

3. Neighbors re-send 
updates and “red” 
route -target is now 
accepted

VPN-IPv4 update:
RD:Net1, Next-hop=PE-X
SOO=Site1, RT=Green, 
Label=XYZ

VPN-IPv4 update:
RD:Net1, Next-hop=PE-X
SOO=Site1, RT=Red, 
Label=XYZ

 

Automatic  inbound route filters behave in exactly the same way as manually 
configured BGP inbound filters. Whenever the routing policy is changed (and the 
inbound filter is changed), the router might need routes that it has discarded 
previously. However, there is no mechanism that the router might use to request 
those routes from its BGP neighbors and the neighbors will never send those routes 
by themselves, as BGP has no periodic update mechanism. 

Classical BGP implementation on Cisco IOS offers two ways to get the routes 
needed by a BGP router after a change in routing policy: 

n The BGP session between the routers might be manually torn down and the 
neighbor will send all the routes after the session is reestablished. 

n The BGP router might store an extra copy of routes sent by the neighbors. 

Neither of these options is a viable option for large-scale MPLS VPN deployment 
because: 

n Disruption of a BGP session results in a disruption of MPLS VPN service 
which is not acceptable for mission-critical customer traffic. 

n Storing extra copies of BGP routes would defy the whole purpose of automatic 
inbound filters. 

An extension to BGP, called BGP route refresh, was therefore introduced to 
BGP and subsequently implemented in Cisco IOS to allow a BGP router to 
request a resend of all BGP routes from its neighbor. 

Note To optimize the amount of the BGP traffic exchanged between the PE routers, the 
route-refresh message specifies the address family where the refresh is 
needed. A PE router can thus request only a refresh of VPNv4 routes. 
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The figure above illustrates the BGP route refresh functionality: 

n A PE router receives a VPNv4 route that does not contain any route target 
configured as VRF import route-target on this router. The update is ignored. 

n A new VRF is configured on the PE router and the update that was previously 
ignored is now needed to gain connectivity for this new VRF. The PE router 
therefore sends a route-refresh message to its neighbors, requesting a resend 
of all their VPNv4 BGP routes. 

n Routing update containing all VPNv4 routes is sent by the neighbor receiving 
route-refresh message. This update includes the routes that were previously 
discarded by inbound route filters. 

n The modified inbound route filter accepts the VPNv4 route with red route-
target and the new VRF is populated. 

 



10 Large-Scale MPLS VPN Deployment Copyright  2000, Cisco Systems, Inc. 

© 2000, Cisco Systems, Inc. www.cisco.com Chapter#4-9

MPLS-VPN Scaling
Outbound Route Filters - ORF

MPLS-VPN Scaling
Outbound Route Filters - ORF

• Non-reflecting PE routers will discard updates with 
unused route-target

• To optimize resource utilization, these updates 
should NOT be sent

• Outbound Route Filter (ORF) allows a PE router to tell 
its neighbors which routes to filter in outbound BGP 
updates 

PE
 Import RT=yellow

 Import RT=green

1. PE doesn’t need 
red routes 

2. PE issues a ORF 
message to all neighbors
in order not to receive red 
routes

VPN-IPv4 update:
RD:Net1, Next-hop=PE-X
SOO=Site1, RT=Red, 
Label=XYZ

3. Neighbors
dynamically configure 
the outbound filter and 
send updates 
accordingly 

VPN- IPv4 update:
RD:Net1, Next-hop=PE-X
SOO=Site1, RT=Green, 
Label=XYZ

 

Automatic inbound filters on the PE routers are clearly suboptimal: 

n The sending router spends its resources generating the BGP update. 

n Network bandwidth is used to propagate the update. 

n Receiving router spends its resources filtering the incoming update, only to 
discard the unnecessary route at the end. 

The only way to reduce the overall resource usage would be to filter the BGP 
update at the sending router as it’s being generated. The sending router, however, 
has no information on the inbound filter of the receiving router. 

The outbound route filter (ORF) functionality introduced in BGP gives the 
receiving BGP router a way of downloading its inbound filter as an outbound filter 
of the sending router. Using ORF functionality, the receiving PE router can make 
sure that the sending PE router will discard all the routes that would be discarded 
by the receiving router, prior to sending the information to the receiving router. 

Note The filtering capabilities of outbound route filters are severely limited when 
compared to the richness of BGP filters. The only two BGP filtering mechanisms 
currently supported by ORF are filters based on prefix-lists and automatic 
inbound filters based on MPLS VPN route targets. 

The figure above illustrates the ORF functionality.  

n The receiving PE router generates its automatic inbound filter permitting only 
VPNv4 routes with route-target yellow or green and downloads that filter as 
outbound filter to the sending PE router. 
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n The sending PE router will use this filter and discard the route carrying route-
target red before it’s sent to the receiving router. 
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Summary 
Large-scale MPLS VPN deployments are usually faced with a number of 
scalability issues: 

n The number of PE routers in the network is large and the corresponding MP-
IBGP full-mesh does not scale. 

n The amount of VPNv4 routing information in the network exceeds the scaling 
capabilities of BGP routers. 

Scalable MP-IBGP design can be implemented using standard BGP scalability 
tools—BGP route-reflectors or BGP confederations. 

The amount of VPNv4 routing information held by a PE router is reduced with 
automatic inbound filters. These filters discard all routes that are not relevant to the 
PE router (the routes that do not contain any route-targets configured as import 
route-targets on the PE router). 

Configuration changes on the PE router might change the automatic inbound filter. 
As BGP routers don’t send periodic routing information refreshments, a 
mechanism is needed to request missing information from other BGP routers – the 
bgp route-refresh functionality. 

Outbound route filters are an additional optimization of automatic inbound filters. 
Through this function, a BGP router can download its inbound filter as an outbound 
filter of its neighbor, reducing its CPU utilization and the amount of BGP traffic in 
the network. 

Review Questions 
n Describe BGP scaling issues in a MPLS VPN network. 

n Describe built-in MP-BGP scalability mechanisms. 

n Why does the automatic filtering of inbound VPNv4 updates increase MPLS 
VPN scalability? 

n What are the implications of automatic inbound filtering on BGP route-reflector 
design? 

n Why do you need route-refresh functionality? 

n When would a router send a route-refresh request to its neighbors? 

n What is an outbound route filter (ORF)? 

n Why are outbound route filters useful? 
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Partitioned Route Reflectors 

Objectives 
Upon completion of this section, you will be able to perform the following tasks:  

n Describe the partitioned route reflector design 

n Design MPLS VPN networks using the partitioned route reflector design 

n Implement partitioned route reflectors in a MPLS VPN network 
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Additional MPLS VPN ScalingAdditional MPLS VPN Scaling

• MPLS VPN Architecture is highly scalable:
§ Architecture supports 100,000+  VPNs, 

10,000,000+ sites

• No single BGP router can hold all Internet and 
VPN routing information
§ Additional routing information segmentation is 

essential

§ Partitioned route reflectors improve MPLS VPN 
scalability

 

The MPLS VPN architecture is highly scalable and is being used in very large-
scale networks supporting thousands of customers and potentially carrying millions 
of VPNv4 routes. MPLS VPN deployments with such a large overall number of 
VPNv4 routes defy any BGP implementation. The automatic inbound route 
filtering functionality provided by Cisco IOS is therefore no longer sufficient as the 
route-reflectors cannot store all VPNv4 routes any more.  

Additional segmentation of routing information is necessary to allow MPLS VPN 
deployments in very large networks. The network design implementing the 
segmentation of VPNv4 information is called partitioned route reflector 
design. As the VPNv4 routing information is partitioned between a number of 
independent route reflectors, each of them stores only a portion of overall VPNv4 
routing information. 
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Steps to MPLS VPN Route 
Reflector Partitioning

Steps to MPLS VPN Route 
Reflector Partitioning

Backbones carrying Internet and VPN 
routes:

• Deploy dedicated route reflectors for VPN 
routes

• Remove Internet routes from PE routers

Additional steps for large-scale MPLS 
VPN backbones:

• Partition VPN routing information based on 
route-targets or other BGP attributes

 

There are a number of intermediate steps that can improve MPLS VPN scalability 
even before the partitioned route-reflectors are introduced: 

n Route-reflectors dedicated to reflecting VPNv4 routes can be introduced to 
reduce the number of routes carried by a route-reflector. 

n Internet routes can be removed from the PE routers, resulting in further 
reduction of BGP table on the PE routers. 

Partitioned route reflectors shall be deployed only when all these measures fail to 
address the needs of current or planned amount of VPNv4 routing information. 

Partitioning of VPNv4 routing information is usually done based on route-targets, 
however, any BGP attribute (most often standard BGP communities) can be used 
for this purpose. 
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Dedicated VPNv4 Route 
Reflectors

Dedicated VPNv4 Route 
Reflectors

• Route-reflectors supporting Internet routes can also 
reflect VPN routes
§ Enables fast deployment of pilot services

§ Does not scale as the number of VPN customers increases

• Dedicated VPNv4 route-reflectors can be deployed to 
improve scalability
§ PE routers still carry Internet routes and a subset of VPN 

routes

§ Selectively activate IPv4 and VPNv4 sessions on PE 
routers 

 

MPLS VPN pilots, as well as small-scale deployments, usually use existing BGP 
infrastructure to support the needs of MPLS VPN architecture. Existing routers 
are used as PE routers and existing BGP route reflectors are used to reflect the 
VPNv4 routes. This approach, while allowing fast deployment of new services, 
does not scale as the number of VPN customers start to increase. 

The first step to increase the scalability of MPLS VPN network is deployment of 
dedicated VPNv4 route reflectors. This step reduces the load of IPv4 route 
reflectors, but does not reduce the load of the PE routers that still have to carry 
Internet routes and VPNv4 routes relevant for the VRFs configured on them. 

The separation of IPv4 and VPNv4 routing information between two dedicated 
sets of route-reflectors is performed by selective activation of IPv4 and VPNv4 
sessions on the PE routers and route reflectors. 
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Dedicated VPNv4 Route 
Reflectors

Dedicated VPNv4 Route 
Reflectors

• Dedicated VPNv4 route reflectors are deployed to 
improve scalability

• Route reflectors for each address family must be 
redundant to avoid single point-of-failure

VPN-A

Internet

VPN-B

Internet PE-B

VPN-A

VPN-BPE-CPE-A

VPN-A

VPN-BPE-D
Internet

Route-Reflector
Internet routes

VPN-A VPN-B

Route-Reflector
VPN routes

 

The diagram above displays an MPLS VPN network where the routing 
information has been split between a route-reflector carrying only VPNv4 routes 
and another route-reflector carrying IPv4 routes. The PE routers still carry full 
Internet routing (or partial Internet routing, based on the BGP design) as well as 
the VPNv4 routes relevant to them. 

Note The example above shall not be used as a template for MPLS VPN network 
deployment. Route reflectors for each address family (VPNv4 and IPv4) shall be 
redundant to avoid single point-of-failure. 
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Dedicated VPNv4 Route 
Reflectors Configuration
Dedicated VPNv4 Route 
Reflectors Configuration

• Disable automatic activation of IPv4 BGP sessions

• Enable IPv4 or VPNv4 sessions only with proper 
route-reflectors

VPN-A

Internet

VPN-B

Internet PE-B

VPN-A

VPN-BPE-CPE-A

VPN-A

VPN-BPE-D
Internet

Route-Reflector
Internet routes

VPN-A VPN-B

Route-Reflector
VPN routes

router bgp 115
no bgp default ipv4 unicast
neighbor 172.16.1.2 remote-as 115 ! IPv4 RR
neighbor 172.16.1.2 activate
neighbor 172.17.2.3 remote-as 115 ! VPNv4 RR
!
address-family vpnv4
neighbor 172.17.2.3 activate

 

The example above displays the PE router configuration used to achieve separation 
of VPNv4 and IPv4 routes between two sets of route-reflectors. The automatic 
activation of IPv4 BGP sessions is disabled to make sure that the IPv4 routes are 
not sent to the route-reflectors carrying only VPNv4 routing information. 

The route-reflectors are configured as BGP neighbors of the PE router. The IPv4 
session is only activated toward the route-reflector carrying IPv4 routes (the BGP 
neighbor with the IP address 172.16.1.2) and the VPNv4 session is only activated 
toward the route-reflector carrying VPNv4 routes (the BGP neighbor with the IP 
address 172.17.2.3). 
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Removing Internet Routes 
from PE Routers

Removing Internet Routes 
from PE Routers

With the growing number of VPN customers, 
the PE routers cannot carry full Internet routing 
together with VPN routes

§ Remove full Internet routing from PE routers
§ Deploy additional routers dedicated to Internet 

(or VPN) customers or

§ Use default Internet routing on PE routers or 

§ Put Internet customers in a VPN and use default 
VPN route pointing to a global next-hop

 

With the growing number of VPN customers, it will come to a point where the PE 
routers cannot carry full Internet routing together with the VPNv4 routes, even 
after the automatic inbound filters have reduced the number of VPNv4 routes 
carried by the PE router. When this point is reached, the next scalability measure is 
the removal of full Internet routing from the PE routers. This action might break 
the Internet routing and has to be preceded by a thorough network redesign and 
migration planning. 

There are three ways to address this scalability step: 

n Deploy additional routers, establishing routers that are dedicated to providing 
Internet services and another set of routers dedicated to providing MPLS VPN 
services. This approach requires a large number of changes in the transition 
period (including reconnecting a large number of customers to another router) 
and is therefore usually avoided as a migration step. There are, however, large 
Service Providers that have initially deployed MPLS VPN as a separate 
service and have always provided dedicated PE routers to address the 
scalability needs of MPLS VPN services. 

n Use partial Internet routing in combination with the default route on the PE 
routers. This approach can only be applied to PE routers that are not in a 
transit path and can still get optimal routing (or close-to-optimal routing) when 
using a default route. 

Note Please refer to the technical solutions in the BGP curriculum for further 
discussion on default route usage in networks supporting Internet services. 

n Migrate your Internet customers into a VPN, using mechanisms explained in 
the Internet Access from a VPN chapter of this lesson. 
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Partitioned VPN Route 
Reflectors

Partitioned VPN Route 
Reflectors

With the additional growth of VPN customers, 
the VPN route reflectors cannot handle all VPN 
routes

• Deploy partitioned VPN route reflectors
§ Partition VPN routes based on route target (for 

example, dedicated RR for large customers) or
§ Partition VPN routes based on other BGP attributes 

(for example, BGP community)

 

With additional growth of a MPLS VPN network, the route-reflectors carrying 
VPNv4 routes will not be able to handle the amount of VPNv4 routes that need to 
be propagated in the network. At this moment, the VPNv4 routing information has 
to be partitioned and additional route-reflectors deployed, where each set of route-
reflectors will only carry a portion of overall VPNv4 routing information. 

Partitioning of VPNv4 routes is usually done based on route-target, for example, a 
dedicated set of route-reflectors for a single very large MPLS VPN customer. 
However, it could be done on any other BGP attribute, for example, based on 
standard BGP community. 
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Partitioned VPNv4 Route 
Reflectors

Partitioned VPNv4 Route 
Reflectors

• No BGP router needs to store all VPN information
• (Optional) PE routers will peer with route reflectors 

according to the VPNs that are connected to the PE 
routers

VPN-A

VPN-C

VPN-B

VPN-C PE-B

VPN-A

VPN-BPE-CPE-A

VPN-C

PE-D
VPN-C

Route-Reflector
for VPN-C

VPN-A VPN-B

Route-Reflector
for VPN-A and VPN-B

 

The diagram above demonstrates a partitioned VPNv4 route-reflector setup. The 
top route-reflector only accepts routes with route-target green and yellow and the 
bottom route-reflector only accepts routes with route-target red. In order to 
receive all the routing information required for proper operation, all PE routers 
need to have BGP sessions to all route reflectors. 

Further reduction of resource utilization in the network can be made if the PE 
routers only peer with the route-reflectors that carry routing information relevant to 
the PE routers. This setup, although more optimal than the one presented above, 
introduces management and configuration complexity and is best avoided. 
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Partitioned Route Reflector 
Implementation Options

Partitioned Route Reflector 
Implementation Options

• Partitioned route reflector design requires additional 
BGP filters:
§ Outbound filters on PE routers or
§ Inbound filters on route reflectors

• Three different implementation options:
§ Route-map based filter matching on a route-target-

extended community

§ Route-map based filter matching on standard communities

§ Inbound route-target filter with bgp rr-group command

 

The partitioned route-reflectors can be achieved by configuring outbound filters on 
the PE routers or inbound filters on route reflectors. In both cases, the filtering can 
be performed with a route-map matching routes on any BGP attribute—usually on 
route-target or standard BGP community. 

An additional filtering mechanism, configured with the bgp rr-group command, 
(an explanation follows) can be used to configure inbound route-target filter on the 
BGP route-reflector. 
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BGP Route-Reflector GroupBGP Route-Reflector Group

bgp rr-group extcommunity-access-list

router(config-router)#

• Configures a route-target-based inbound filter on a 
route reflector

• Easier to configure than an inbound route-map
• Can be transformed into an outbound filter at other 

PE routers through ORF functionality

 

The bgp rr-group command is functionally equivalent to a route-map using the 
same extended community access-list to match routes. There are, however, a 
number of important differences between them: 

n The bgp rr-group command is configured for the whole BGP process and 
applies to all BGP neighbors, introducing configuration consistency. 

n The bgp rr-group command is easier to configure than a route-map 

n The extended community access-list, configured with the bgp rr-group 
command, can be downloaded as an outbound filter to the PE routers. 
Whereas a route-map based input filter cannot be downloaded through the 
ORF functionality. 
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Partitioned Route Reflector 
Inbound vs. Outbound Filters
Partitioned Route Reflector 

Inbound vs. Outbound Filters

• Outbound filters reduce bandwidth usage and CPU 
utilization on route reflectors
§ Require manual configuration on all PE routers
§ Require constant maintenance on PE routers

• Inbound filters on route reflectors reduce 
maintenance costs
§ Increase CPU utilization on route reflectors

• bgp rr-group filter is an optimal solution
§ Filter maintenance performed on route reflector
§ Actual filtering process performed on a PE router

 

When deciding whether to use outbound route filters on the PE routers or inbound 
route filters on the route-reflectors to implement partitioned route reflector design, 
consider the following criteria: 

n Outbound filters on PE routers reduce bandwidth utilization and CPU utilization 
of the route-reflectors (the CPU utilization of the route-reflectors might 
become an important point when the reflectors carry a large number of routes 
and serve a large number of clients). However, they require constant 
maintenance on all PE routers and are therefore discouraged from a 
maintenance and management perspective. 

n Inbound filters on route-reflectors are optimal from a maintenance perspective, 
but increase the CPU utilization of the route reflectors. 

The ideal solution (if it can be implemented) is the route-target based filter 
configured with bgp rr-group command, as the maintenance of the extended 
community access-list is performed on the route-reflector, but the actual filter is 
downloaded as an outbound filter to the PE routers through the ORF functionality. 
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Partitioned Route Reflectors 
with Standard Communities
Partitioned Route Reflectors 
with Standard Communities

• Outbound filters (PE Ü RR)
§ Each PE may color the route with a standard community
§ Each PE performs outbound filtering based on standard 

BGP communities

• Inbound filters (PE Ü RR)
§ Route reflector might perform inbound filtering based on 

standard communities

• Inbound filters (RR Ü PE)
§ Each PE might peer only with selected route reflectors 

according to the routes it has to receive
§ Filtering of inbound updates is automatic

 

As an alternate solution, the VPNv4 routing information can be partitioned based 
on standard BGP communities. However, there are a number of different design 
and implementation methods: 

n Filter outbound updates on the PE routers. As the PE routers have to attach 
standard BGP community to the VPNv4 route anyway, the filtering of 
outbound VPNv4 routing updates based on the standard BGP community does 
not represent an additional maintenance burden. 

n Attach standard BGP communities to the VPNv4 routes on the PE routers, but 
perform the filtering on the route-reflectors. This design achieves a clean 
separation of the marking of customer routes from the partitioning of VPNv4 
routing information. 

n Configure inbound filters on the PE routers. This design will not reduce the 
amount of routing information on the route-reflectors, but only the number of 
VPNv4 routes on the PE routers, and is similar to automatic inbound filters 
based on route-targets. By going one step further, the PE router could peer 
only with the route-reflectors carrying the desired VPNv4 routes. In this case, 
there is no need for additional inbound filters. 
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Partitioned Route Reflectors 
with Standard Communities
Partitioned Route Reflectors 
with Standard Communities

• PE sets a standard community attribute 
according to the VRF’s membership of the 
route

PE VRFs for VPNs
yellow
green

VPN-IPv4 update:
RD:Net1, Next-hop=PE-X
SOO=Site1, RT=100:1 , 
Label=XYZ
StdComm=100:1

 Import RT=yellow

 Import RT=green
VPN-IPv4 update:
RD:Net1, Next-hop=PE-X
SOO=Site1, RT=100:2 , 
Label=XYZ
StdComm=100:2

 

The example above illustrates the utilization of outbound filters on PE routers. As 
the first step, the PE router sets a standard community attribute to each VPNv4 
route. The standard community attached to the route defines the partitioning of the 
VPNv4 routing information. 

The VPNv4 routing information partitioning is usually done at a very low 
granularity and, therefore, all routes from a VRF would usually have the same 
community attached. 
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Partitioned Route Reflectors 
with Standard Communities
Partitioned Route Reflectors 
with Standard Communities

• PE advertises routes to RR with outbound 
filters based on Standard Community Values

PE

VPN-IPv4 update:
RD:Net1, Next-hop=PE-X
SOO=Site1, RT=100:1, 
Label=XYZ
StdComm=100:1

 Import RT=yellow

 Import RT=green
VPN-IPv4 update:
RD:Net1, Next-hop=PE-X
SOO=Site1, RT=100:2, 
Label=XYZ
StdComm=100:2

 RR-Green

 RR-Yellow

BGP routes are sent to 
selected RR according to 
outbound filters based 
on standard 
communities

 

As the second step in this design, the PE router contains outbound route filters that 
filter VPNv4 routes based on standard BGP community before these routes are 
sent to the route-reflectors. For example, the route carrying yellow BGP 
community is not sent to the RR-Green. 
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Summary 
Large MPLS VPN backbones might easily exceed the scaling limits of BGP route 
reflectors. Further reduction of BGP routing information on any single route 
reflector, through partitioned route reflectors , is therefore needed to facilitate 
additional growth of the MPLS VPN backbone. 

Partitioning of BGP routing information can be performed based on the address-
family (separate route-reflectors for IPv4 and VPNv4 routes). Additional 
partitioning of VPNv4 routing information can be performed based on route-targets 
attached to VPNv4 routes or any other BGP attribute (for example, standard BGP 
community). To partition VPNv4 routes based on route-targets, the bgp rr-group 
configuration command provides the optimal means of configuring the partitioning. 

Review Questions 
n What is the basic function of partitioned route reflectors? 

n What are the benefits of partitioned route reflectors? 

n Why are partitioned route reflectors needed in very large MPLS VPN 
backbones? 

n How can you implement partitioned route reflectors? 

n What are the benefits of using bgp rr-group functionality? 

n Why would you choose implementation based on standard BGP communities? 

n Why would you choose bgp rr-group implementation? 
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Chapter Summary 
After completing this chapter, you should be able to perform the following tasks: 

n Understand the MP-BGP scaling issues in large-scale MPLS VPN backbones 

n Describe the built-in scalability mechanisms 

n Design and implement networks using partitioned BGP route reflectors 
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Review Questions and Answers 
MP-BGP Scalability Mechanisms 

Question: Describe BGP scaling issues in a MPLS VPN network. 

Answer: The number of routes in a very large MPLS/VPN network may result in 
exceeding the resources of the PE routers. 

MPLS VPN uses internal BGP to propagate VPNv4 routes, experiencing the 
same scaling limitations as known in a traditional BGP networks. 

Question: Describe built-in MP-BGP scalability mechanisms. 

Answer: The most recent IOS releases provide the automatic route filtering of 
incoming MP-BGP updates. 

A bit modified BGP route refresh feature, requesting a resend of all 

VPNv4 MP-BGP routes from its neighbor. The outbound route filters (ORF) 
carried in the BGP route-refresh messages, imposing the sending router to 
discard routes prior to sending them to the receiving router. 

Question: Why does the automatic filtering of inbound VPNv4 updates increase 
MPLS VPN scalability? 

Answer: A PE router does not keep routing information for VPNs not connected 
it. 

Question: What are the implications of automatic inbound filtering on BGP route-
reflector design? 

Answer: RRs do not filter anything because they forward routing information to 
other PE routers. 

Question: Why do you need route-refresh functionality? 

Answer: You need this functionality to minimize the volume of BGP traffic after a 
change in routing policy. Router can request a resend of BGP updates from its 
neighbors, instead of storing extra copies of neighbor BGP routes. 

Question: When would a router send a route-refresh request to its neighbors? 

Answer: In case a new VRF is configured on the PE router and the update that 
was previously ignored is now needed to gain connectivity for this new VRF. 

Question: What is an outbound route filter (ORF)? 

ORFs are used to further minimize the number of updates by uploading a filter to 
the neighbor. 

Question: Why are outbound route filters useful? 



32 Large-Scale MPLS VPN Deployment Copyright  2000, Cisco Systems, Inc. 

Answer: They are used by the receiving PE router to make sure that the sending 
PE router will discard all the routes that would be discarded by the receiving 
router, prior to sending the information to the receiving router. 

 

Partitioned Route Reflectors  

Question: What is the basic function of partitioned route reflectors? 

Answer: The segmentation of VPNv4 information 

Question: What are the benefits of partitioned route reflectors? 

Answer: Increasing the scalability 

Each independent route reflectors stores only a portion of overall VPNv4 routing 
information 

Question: Why are partitioned route reflectors needed in very large MPLS VPN 
backbones? 

Answer: To increase the scalability of the network 

Question: How can you implement partitioned route reflectors? 

Answer: By using filters based on standard BGP communities. 

By using the bgp rr-group command on the RR to utilize the ORF functionality. 

By using filters based on extended BGP communities. 

Question: What are the benefits of using bgp rr-group functionality? 

Answer: Simple configuration. 

Optimized propagation of updates (ORF functionality is used). 

Question: Why would you choose implementation based on standard BGP 
communities? 

Answer: In many cases the PE routers have to attach standard BGP community 
to the VPNv4 route anyway, therefore the outbound filtering based on the 
standard BGP community does not represent an additional maintenance burden. 

Question: Why would you choose bgp rr-group implementation? 

Answer: With the bgp rr-group command, the route-target based filter can be 
downloaded as an outbound filter to the PE routers through the ORF 
functionality. 

The bgp rr-group command applies to all BGP neighbors, introducing 
configuration consistency. 



4 

Large-Scale MPLS VPN 
Deployment 
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MP-BGP Scalability Mechanisms 

Review Questions 
n Describe BGP scaling issues in a MPLS VPN network. 

The number of routes in a very large MPLS/VPN network may result in 
exceeding the resources of the PE routers. 

MPLS VPN uses internal BGP to propagate VPNv4 routes, 
experiencing the same scaling limitations as known in a traditional BGP 
networks. 

n Describe built-in MP-BGP scalability mechanisms. 

The most recent IOS releases provide the automatic route filtering of 
incoming MP-BGP updates.  

A bit modified BGP route refresh feature, requesting a resend of all 
VPNv4 MP-BGP routes from its neighbor. 

The outbound route filters (ORF) carried in the BGP route-refresh 
messages, imposing the sending router to discard routes prior to sending 
them to the receiving router.  

n Why does the automatic filtering of inbound VPNv4 updates increase MPLS 
VPN scalability? 

A PE router does not keep routing information for VPNs not connected 
it. 

n What are the implications of automatic inbound filtering on BGP route-reflector 
design? 

RRs do not filter anything because they forward routing information to 
other PE routers. 

n Why do you need route-refresh functionality? 

You need this functionality to minimize the volume of BGP traffic after a 
change in routing policy. Router can request a resend of BGP updates 
from its neighbors, instead of storing extra copies of neighbor BGP 
routes. 

n When would a router send a route-refresh request to its neighbors? 

In case a new VRF is configured on the PE router and the update that 
was previously ignored is now needed to gain connectivity for this new 
VRF. 

n What is an outbound route filter (ORF)? 

ORFs are used to further minimize the number of updates by uploading a 
filter to the neighbor. 

n Why are outbound route filters useful?  
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They are used by the receiving PE router to make sure that the sending 
PE router will discard all the routes that would be discarded by the 
receiving router, prior to sending the information to the receiving router. 
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Partitioned Route Reflectors 

Review Questions 
n What is the basic function of partitioned route reflectors? 

The segmentation of VPNv4 information 

n What are the benefits of partitioned route reflectors? 

Increasing the scalability 

Each independent route reflectors stores only a portion of overall VPNv4 
routing information 

n Why are partitioned route reflectors needed in very large MPLS VPN 
backbones? 

To increase the scalability of the network 

n How can you implement partitioned route reflectors? 

By using filters based on standard BGP communities. 

By using the bgp rr-group command on the RR to utilize the ORF 
functionality. 

By using filters based on extended BGP communities. 

n What are the benefits of using bgp rr-group functionality? 

Simple configuration. 

Optimized propagation of updates (ORF functionality is used). 

n Why would you choose implementation based on standard BGP communities? 

In many cases the PE routers have to attach standard BGP community 
to the VPNv4 route anyway, therefore the outbound filtering based on 
the standard BGP community does not represent an additional 
maintenance burden. 

n Why would you choose bgp rr-group implementation? 

With the bgp rr-group command, the route-target based filter can be 
downloaded as an outbound filter to the PE routers through the ORF 
functionality. 

The bgp rr-group command applies to all BGP neighbors, introducing 
configuration consistency. 



 

 

MPLS VPN  
Migration Strategies 

Overview 
This chapter discusses potential migration strategies from existing IP backbones 
and existing VPN solutions towards MPLS VPN solutions. 

It includes the following topics: 

n Infrastructure migration 

n Customer migration to MPLS VPN service 

Objective 
Upon completion of this chapter, you will be able to design the following migration 
strategies for an MPLS VPN deployment:  

n Infrastructure migration strategy for existing IP backbones 

n Phased migration strategy for pilot MPLS VPN service 

n Migration strategy for customers using layer-2 overlay VPN solutions (Frame 
Relay or ATM) 

n Migration strategy for customer running layer-3 overlay VPN solutions (GRE 
tunnels or IPSec) 
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Infrastructure Migration 

Objective 
Upon completion of this section, you will be able to develop various migration 
strategies away from existing backbones towards an infrastructure that supports 
MPLS VPN services. 

© 2000 , Cisco Systems, Inc. www.cisco.com Chapter#5-5

MPLS Infrastructure
Requirement Review
MPLS Infrastructure
Requirement Review

MPLS/VPN service requires:
• MP-BGP infrastructure to propagate VPN

routes; can be established as a separate
infrastructure

• End-to-end LDP-signaled Label Switched
Path between PE routers for MP-BGP next-
hops (usually PE router loopback interfaces)

 

Two basic infrastructure requirements must be satisfied to establish MPLS VPN 
services in a Service Provider network: 

n Multi-protocol BGP (MP-BGP) sessions must be run between Provider Edge 
(PE) routers. These sessions can be established as a separate infrastructure 
from the BGP sessions supporting Internet traffic to avoid any migration issues 
in the network core. Please refer to Chapter 4 of this lesson for more details. 

n An End-to-end Label Switched Path (LSP) must be established between the 
PE routers signaled through Label Distribution Protocol (LDP) or Tag 
Distribution Protocol (TDP). A LSP must be established, at least, for all next 
hops of MP-BGP sessions (usually the loopback interfaces of the PE routers). 

This section focuses on the migration steps needed to establish LSP between the 
PE routers. 



 

Copyright  2000, Cisco Systems, Inc. MPLS VPN Migration Strategies 3 

© 2000 , Cisco Systems, Inc. www.cisco.com Chapter#5-6

MPLS Infrastructure
Establishment

MPLS Infrastructure
Establishment

Migrating existing IP backbone
• Enable MPLS in the whole backbone (Migration

from the core)
• Establish PE-PE connectivity via GRE tunnels

(Migration from the edge)

Migrating existing ATM backbone
• Enable MPLS in the whole backbone (see IP+ATM

solutions for details)
• Establish new dedicated ATM PVCs to carry

MPLS/VPN traffic

 

MPLS infrastructure in the network core can be established with a variety of 
migration strategies. The choice of strategy depends on the layer-2 structure of the 
existing network core: strategies for ATM-based cores differ from strategies for 
purely router-based network cores. 

In a purely router-based network core, you can choose one of two migration 
strategies: 

n MPLS is enabled in the whole network core (Migration from core) 

n MPLS is enabled only in edge routers, resulting in disconnected islands of 
MPLS connectivity. These islands are connected via IP-over-IP tunnels using 
Generic Route Encapsulation (GRE) tunneling protocol (Migration from 
edge) 

In an ATM-based network core, you can also choose one of two migration 
strategies: 

n MPLS is enabled in the whole ATM network. (Migration from core).  Please 
refer to IP+ATM solution training for more details on this migration strategy. 

n Additional Permanent Virtual Circuits (PVCs) are established directly between 
islands of MPLS connectivity (Migration from edge). Existing permanent 
virtual circuits can also be reused for this purpose. 

Note Some service providers use single-protocol encapsulation (called AAL5MUX in 
Cisco IOS) on ATM virtual circuits in their core. This encapsulation type does not 
support concurrent IP and MPLS traffic and has to be changed to AAL5SNAP 
encapsulation prior to MPLS deployment. 
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Migrating from the CoreMigrating from the Core

• Core LSRs run MPLS and exchange labels
through LDP/TDP (label stack with depth = 1)

• During migration, conditional label
advertising might be configured on P- routers
in order not to distribute labels for all FECs
§ Labels are bound only to PE addresses used as

BGP next-hops
§ Conditional label advertising is easier to

configure if PE addresses are in one address
block

 

If you choose a Migration from Core strategy in your MPLS VPN deployment, 
you have to start LDP or TDP on all core routers and configure MPLS on all core 
interfaces. This operation might interfere with your existing IP traffic and you 
might decide to use conditional label advertising to prevent that. 

With conditional label advertising, you can distribute labels only for selected 
destinations in your network (for example, only BGP next-hops of the PE routers). 
The IP traffic toward the other destinations will not be labeled, as the ingress 
routers would not receive labels for those destinations from their downstream 
neighbors. 

Note Conditional label advertising for selected destinations is easier to achieve if 
these destinations are in one address block (and thus easily covered with an IP 
access list). It’s therefore recommended that you assign loopback addresses of 
the PE routers from one address block. 
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Migrating from the CoreMigrating from the Core

• Edge devices will not use MPLS until the
whole core has migrated
§ IGP computes shortest path; labels are assigned

based on IGP
§ MPLS-enabled interface that is not on IGP

shortest path is NOT used
§ Need to enable MPLS in the whole core before

enabling MPLS functionality on PE routers

• Requires the complete core migration before
being able to deploy VPN-aware PE routers

 

There are a number of caveats associated with Migration from Core strategy: 

n LDP or TDP labels are assigned solely based on the contents of an IP routing 
table, which is driven by Interior Gateway Protocol (IGP) used in the network 
backbone.  

n If the IP routing table directs traffic toward a PE router via an interface that is 
not MPLS-enabled, the label switched path toward that PE router is broken. 
There is no mechanism in TDP or LDP that allows MPLS traffic to avoid non-
MPLS links if these links are in the IGP shortest path. 

Note MPLS traffic could be redirected around non-MPLS-enabled parts of the network 
core, even if they are on IGP shortest path, by using MPLS Traffic Engineering. 
However, this solution is best avoided, as it unnecessarily increases the 
network complexity. 

n MPLS-enabled interfaces that are not on IGP shortest path are not used for 
MPLS traffic forwarding. 

In summary – when you use Migration from Core strategy, MPLS must be 
enabled on all core routers and on all interfaces in the IGP shortest path between 
the PE routers before you can start deploying MPLS VPN services. 
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Migrating from the CoreMigrating from the Core

Routing issues in a partially MPLS-enabled
core:

• MPLS traffic can diverge from IGP shortest path
(Traffic Engineering)

• Non-MPLS (IP) traffic cannot diverge from IGP
shortest path
§ It’s not possible to dedicate some interfaces

only to MPLS traffic if these interfaces are also
used as shortest path for IP destinations

• No traffic splitting

 

Some network designers would like to deploy MPLS Traffic Engineering in 
combination with the MPLS VPN services to optimize their backbone utilization. 
This goal is hard to achieve in backbones where the conditional label advertising 
has been implemented to minimize the impact of migration toward MPLS VPN 
because: 

n While MPLS VPN traffic (or other labeled traffic) can diverge from the IGP 
shortest path by means of MPLS Traffic Engineering, the non-labeled traffic 
(pure IP traffic) cannot. It is therefore not possible to dedicate some interfaces 
to MPLS traffic (for example, additional links deployed to support MPLS VPN 
service) if these interfaces happen to be on IGP shortest path toward other IP 
destinations. As an intermediate step, IGP cost on these interfaces could be 
increased to discourage IGP from selecting them. 

n As the non-labeled traffic is forwarded based only on IP routing tables, not on 
MPLS Traffic Engineering trunks established in the network core, it is hard to 
achieve traffic splitting between MPLS VPN and Internet traffic without 
deploying complex MPLS Traffic Engineering schemes for MPLS VPN 
traffic. 
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Migrating from the EdgeMigrating from the Edge

• PE routers migrate directly to MPLS-VPN
§ Core does NOT run MPLS yet

• PE routers use GRE tunnels or dedicated PVCs where
MPLS is configured
§ LDP/TDP is used between PE routers across these PVCs

or tunnels

§ MPLS is supported over GRE tunnels

• Allows separation of migration issues
§ Core is not affected by PE deployment

§ Core still carries “normal” IP traffic

 

Migration from Edge strategy to deploying MPLS VPN services is easier and 
quicker to implement, as it does not involve reconfiguration of core devices in your 
network. The PE routers are MPLS-enabled and dedicated point-to-point links are 
used between the PE routers (or small islands of MPLS connectivity at the edges 
of the network) to enable MPLS transport across the network core. LDP or TDP 
is then run over these new point-to-point links to establish Label Switched Paths 
between PE routers. 

The new point-to-point links needed to support MPLS connectivity across non-
MPLS backbone can be implemented with ATM Virtual Circuits in ATM-based 
backbones or with IP-over-IP tunnels using Generic Route Encapsulation (GRE) 
technology. 

The Migration from Edge strategy enables clear separation of migration issues, 
as the network core is not affected by MPLS VPN deployment and is still able to 
carry non-labeled IP traffic (for example, Internet traffic). 
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Migrating from the EdgeMigrating from the Edge

• Migration from the edge requires GRE tunnels
or PVCs

• The number of GRE tunnels and/or PVCs
depends on the number of PE routers whether
or not any-to-any connectivity is desired

• Migration strategy relying on GRE/PVCs may
end with a large number of tunnels/PVCs

• At some point, the scalability will be limited,
and core migration will be required

 

The Migration from Edge strategy, while easy to implement in a pilot network, 
suffers from severe scalability constraints. 

The strategy requires point-to-point links between islands of MPLS connectivity. 
The number of these links depends on the number of PE routers, desired traffic 
pattern and potential requirement for optimal MPLS VPN traffic forwarding 
across the backbone. In most cases, the end result would be a full-mesh of GRE 
tunnels (or ATM virtual circuits), which is clearly not a scalable solution. 

The scalability constraints of Migration from Edge strategy will eventually force 
anyone deploying this strategy to revert to Migration from Core strategy once the 
MPLS VPN service enters the production phase. 

Note The Migration from Edge strategy also suffers from encapsulation overhead 
when implemented with the GRE tunnels. Every MPLS VPN packet propagated 
across the network core within a GRE tunnel incurs a 20-byte overhead of the IP 
and GRE header. 
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Summary 
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Summary - Backbone
Migration Strategy

Summary - Backbone
Migration Strategy

• From the core: consistency with IGP shortest path
§ May require to limit label binding to selected addresses

§ IP traffic cannot diverge from shortest path

§ LSR does not use label if not bound by next-hops

• From the edge: requires PVCs or GRE tunnels
§ No impact on core switches

§ Possibility to re-use existing mesh where underlying ATM
is used

§ Not recommended in pure “routing” environment -
requires a mesh of GRE tunnels

 

There are two basic migration strategies that can be used to establish MPLS 
connectivity as required by MPLS VPN service across network core: 

n Migration from Core where end-to-end MPLS connectivity is established 
before the MPLS VPN service is deployed. The impact of this strategy on 
existing IP traffic can be minimized with deployment of conditional label 
advertising, but this technique prevents you from applying additional MPLS 
services (for example, MPLS Traffic Engineering) to your IP traffic. 

n Migration from Edge where the small islands of MPLS connectivity on the 
network edge are connected via point-to-point links. This strategy has no 
impact on core switches and might be an optimal strategy in ATM 
environments where the full-mesh of ATM virtual circuits is already 
established between the edge routers. It should only be used for pilot projects 
in the router-based backbones, as it requires a mesh of GRE tunnels in order to 
enable MPLS transport across an IP backbone. 

Review Questions 
n How can you minimize the effect of core migration to MPLS for regular IP 

traffic? 
n Can you allocate labels only to PE loopback addresses if you are using an 

ATM core? 
n What are the benefits of edge-first migration toward MPLS infrastructure? 
n What are the drawbacks of edge-first migration toward MPLS infrastructure? 
n Which migration strategy is better suited for early MPLS VPN pilots? 
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n Which migration strategy is better for a large-scale MPLS VPN rollout? 
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 Customer Migration to MPLS VPN service 

Objective 
Upon completion of this section, you will be able to develop migration strategies for 
the following customer types: 

n Customers using layer-2 overlay VPN 

n Customers using layer-3 overlay VPN 

n Customers using IPSec-based VPN 

n Customers using L2F-based VPN 

n Customers using routing protocols that are not supported as PE-CE routing 
protocols 
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Generic Customer Migration Strategy 
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Generic Customer Migration
Strategy

Generic Customer Migration
Strategy

• Select central site(s) that will serve as the link
between old and new VPN services

• Deploy MPLS/VPN at the central site
• Use separate physical links or Frame Relay/ATM

subinterfaces

• Establish PE-CE routing protocol between
MPLS/VPN backbone and the central site

• Gradually migrate other sites to the MPLS/VPN
backbone

• Migrated and non-migrated sites will always be able
to communicate through the central site(s)

• New PE-CE routing protocols can be deployed during
the site migration

 

This section will discuss migration of existing VPN customers who might use a 
variety of overlay VPN technologies, ranging from layer-2 VPNs (Frame Relay, 
ATM) to IP-over-IP based overlay VPNs, toward an MPLS VPN service. 

Whatever the current VPN technology, customer migration must be performed 
according to the following principles: 

n The migration should have minimal impact on customer connectivity and traffic 
forwarding 

n The migration should be performed gradually – it is impossible to migrate a 
large customer in one giant step 

n Each step in the migration process should be easy to test and validate 

n There should be an easy and quick fallback plan for each migration step – the 
customer connectivity should be easily and quickly reestablished if a particular 
migration step fails 

 The remainder of this section provides migration examples that conform to the 
principles outlined above. Each example is based on a common migration strategy 
involving four broad steps adapted to the particular overlay VPN technology the 
customer is using. 

These are the four steps used in each of the examples: 

Step 1 A site (or several sites) is selected to act as a transit site between the old and new 
VPN service. All traffic between sites using the old VPN technology and sites 
using the new VPN technology will flow through this transit site. 
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Note The transit site becomes a single point of failure during the migration process. It 
is therefore crucial that this site has redundant connectivity to the Service 
Provider network. Alternatively, you could deploy several transit sites to reach the 
desired level of redundancy. 

Step 2 The transit sites are connected to the MPLS VPN backbone to enable forwarding 
of transit traffic between the old and the new VPN backbone. Parallel physical 
links could be used for this purpose or you could deploy additional Frame Relay or 
ATM Virtual Circuits (VC). 

Step 3 The PE-CE routing protocol is established between the MPLS VPN edge routers 
and the customer routers. The customer network is now ready for site-by-site 
migration. 

Step 4 Every customer site is migrated to the new backbone independently. The 
connectivity between the sites connected to the old backbone and the sites already 
migrated to the MPLS VPN backbone is provided through the transit sites. New 
routing protocols supported by Cisco’s MPLS VPN implementation can be 
deployed on the customer sites during this migration process to replace non-
supported routing protocols (for example, EIGRP or IS-IS). 

After all sites have been migrated to the new MPLS VPN backbone, the 
connectivity between the transit sites and the old backbone can be removed. 
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Migration From Layer-2 Overlay VPN 
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Migration From Layer-2
Overlay VPN

Migration From Layer-2
Overlay VPN

MPLS/VPN backbone

Frame Relay backbone

WAN switch WAN switch
CE router

CE router
Hub site

PE router

CE router

Step#1: Select a central site to act as
transit site during migration process

Sample Overlay VPN network: three sites linked with Frame Relay PVCs

Step#2: Establish connectivity between
central site and MPLS/VPN backbone
Connect CE and PE routers through a
new Frame Relay PVC

PE router

 

This first example will consider one of the easiest migration scenarios which is the 
migration of customers using layer-2 overlay Virtual Private Networks. 

Note Throughout this migration scenario, we’re assuming that the Service Provider 
has two backbones – Frame Relay backbone that provides existing VPN 
services and MPLS VPN backbone that is being deployed.  

In the first preparatory steps, additional Frame Relay PVC is established between 
the CE routers at the transit sites and the closest PE router. The target PE-CE 
routing protocol is deployed on this new virtual circuit. 

Note Route redistribution between the existing customer routing protocol and the new 
PE-CE routing protocol needs to be configured if the two routing protocols are 
not the same. The routing protocol migration will not be covered in individual 
migration examples, as it is covered in the last example of this section.  
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Individual Site MigrationIndividual Site Migration

MPLS/VPN backbone

Frame Relay backbone

WAN switch WAN switch
CE router

CE router
Hub site

PE routerPE router

CE router

Step#1: Establish a new Frame Relay PVC between
site under migration and MPLS/VPN backbone

Step #2: start PE-CE routing protocol between site under migration
and MPLS/VPN backbone

Based on metrics and administrative distances, the traffic can flow
over Frame Relay or MPLS/VPN backbone during this step

Step#3: Disconnect the old PVC

 

After the transit sites have been connected to the MPLS VPN backbone, 
individual site migration can start. Each customer site is migrated with three steps: 

Step 1 New Frame Relay PVC is established between the site to be migrated and the 
nearest PE router. 

Step 2 The target PE-CE routing protocol is deployed between the site to be migrated and 
the nearest PE router. Routing tables (or topology databases) on PE and CE 
routers can be examined at this point to verify proper route propagation across the 
MPLS VPN backbone. 

Traffic between the transit sites and the site under migration can flow over the 
Frame Relay backbone or over the MPLS VPN backbone, based on the 
configured IGP metrics or on administrative distances of the deployed routing 
protocols. For example, if the customer uses OSPF as the routing protocol, but 
wishes to migrate to BGP as part of MPLS VPN migration, all the traffic will start 
to flow over the MPLS VPN backbone immediately as EBGP has lower 
administrative distance than OSPF. 

Step 3 The Frame Relay PVC between CE routers is disconnected. Following the routing 
protocol convergence, the connectivity between the transit sites and the site under 
migration should be reestablished over the MPLS VPN backbone. 

Note The fallback scenario for this step is very simple – re-enabling the PVC between 
the CE routers will reestablish overlay VPN connectivity. 
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Individual Site MigrationIndividual Site Migration

MPLS/VPN backbone

Frame Relay backbone

WAN switch WAN switch
CE router
Hub site

PE router

CE router

Step#4(optional): Reconnect the physical link to
bypass Frame Relay backbone

CE router

PE router

 

As the last migration step, the site migrated to the MPLS VPN backbone can be 
completely disconnected from the Frame Relay backbone and connected directly 
to the PE router. The decision whether to perform this migration step is based 
primarily on the access method the service provider is using for MPLS VPN 
service and the relative location of the Frame Relay switches and the PE routers. 
A few examples are listed below: 

n If the service provider uses Frame Relay as the access backbone for MPLS 
VPN service, this step is not necessary. 

n If the Frame Relay switches and PE routers are co-located and the link 
between the CE router and the Frame Relay switch is a physical link, the 
transition might be desired, but would require a physical intervention at the 
provider Point-of-Presence (POP). 

n If the CE router is connected to the TDM access backbone, the switchover to 
PE router requires only reconfiguration of the TDM equipment. In some cases, 
the PE routers might be even closer to the customers than the Frame Relay 
switches. 
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Migration from GRE Tunnel-
Based VPN

Migration from GRE Tunnel-
Based VPN

MPLS/VPN backbone

PE routerPE router

Sample GRE tunnel VPN network: three sites linked via two tunnels (Blue)

CE router
Hub site

CE router

CE router

GRE tunnels

Step#2: Deploy MPLS/VPN at central site

Install new physical link or enable Frame Relay
encapsulation on existing link and configure
two subinterfaces

 

The second migration scenario describes migration of a customer using IP 
infrastructure of the Service Provider to establish a Virtual Private Network via 
IP-over-IP tunnels.  

Note In most cases, the provider edge routers providing IP connectivity are the same 
routers that will provide MPLS VPN service in the future. 

After the transit sites are selected, they need connectivity to the MPLS VPN 
backbone. This connectivity can be achieved by installing a new physical link 
between the PE and the CE router or by deploying Frame Relay encapsulation on 
existing link and configuring two subinterfaces. Please refer to Chapter 2 of this 
lesson for more information on combining Internet access and MPLS VPN service 
over the same physical link. 
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Individual Site Migration
Establish MPLS/VPN Connectivity

Individual Site Migration
Establish MPLS/VPN Connectivity

MPLS/VPN backbone

PE routerPE router

CE router

CE router

Migrate the PE-CE link into the VPN

Connectivity over GRE tunnel is not broken -
tunnel now runs across an MPLS-based VPN

Announce tunnel endpoint as a VPN route

CE router
Hub site

 

Assuming that the PE routers providing the existing IP connectivity are the same 
routers as the ones providing MPLS VPN service, the migration of an individual 
site into the MPLS VPN backbone is very easy – the interface on the PE router is 
put into the desired VRF and the IP address that was previously used on the 
interface is reconfigured. However, the GRE connectivity between the migrated 
site and the transit site is broken at this point. 

To reestablish connectivity between the migrated site and the transit site, the tunnel 
endpoint of the migrated site is configured as a static route (or connected 
interface) in the VRF into which the site was migrated. The tunnel endpoint thus 
appears as being reachable through the MPLS VPN backbone by the transit site. 
As well, the GRE tunnel between the sites is reestablished, resulting in unhindered 
customer connectivity. 
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Fix VPN Routing

Individual Site Migration
Fix VPN Routing

MPLS/VPN backbone

PE router

CE router

CE router

Start running VPN routing protocol
natively over PE-CE link

Based on metrics and administrative distances, the traffic can flow
across the tunnel or natively over the MPLS/VPN backbone

Verify end-to-end CE-CE connectivity across
MPLS/VPN backbone and disable the tunnel

PE router CE router
Hub site

 

As the last migration step for customers using IP-over-IP tunnels, the routing 
between customer sites should be migrated from GRE tunnels to the native routing 
of the MPLS VPN backbone. This migration is performed in the same way as the 
migration for Frame Relay customer in the previous example: 

Step 1 PE-CE routing protocol is started between the migrated site and the PE router to 
which it is connected. Routing tables are verified on the PE routers to make sure 
that the customer routes are propagated across MPLS VPN backbone. 

Step 2 Tunnel interface is shutdown on the CE router. After the transit site CE router 
detects that its neighbor is no longer reachable over the GRE tunnel, the IP routing 
will re-converge based on the new information received from the MPLS VPN 
backbone. The connectivity between the migrated site and the transit site should be 
reestablished. 

Step 3 Tunnel interfaces are removed from the CE routers on the migrated site and the 
transit site. 
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Migration from IPSec-Based
VPN

Migration from IPSec-Based
VPN

Migration strategy is based on IPSec design
used by the VPN customer

• Customer uses public IP addresses; IPSec is
only used to provide privacy - no migration
needed

• Customer uses private IP addresses; IPSec
provides tunneling - use the migration path for
GRE tunnels

• IPSec may be retained after the customer is
migrated to MPLS/VPN backbone to increase
privacy

 

IP Security (IPSec) is used by many customers deploying Virtual Private 
Networks over the public IP infrastructure (for example, Internet) as the preferred 
VPN technology because it provides strong authentication and encryption. 

Different migration paths toward MPLS VPN service can be used for customers 
using IPSec based on how they use the IPSec technology and their addressing 
structure: 

n Customers using IPSec in transport mode have to use public IP addresses. 
These customers use IPSec only to ensure privacy over the public IP 
backbone. They can retain their IPSec setup between CE-routers even when 
they are migrated to MPLS VPN solution. Future releases of IOS will allow 
you to map an IPSec session through the MPLS cloud and terminate the IPSec 
session on the PE-router. When this is available, the customer will have the 
advantage of encryption and the SP will have the advantage of MPLS 
scalability. 

n Customers that use IPSec in encapsulation mode are very similar to customers 
using IP-over-IP GRE tunnels (the only difference is in the technology they 
use for IP tunneling).  These customers can be migrated to MPLS VPN 
backbone using the steps already outlined in the previous example. 

After a customer using IPSec is migrated to MPLS VPN backbone, IPSec 
configuration might be retained to even further increase the privacy of customer 
data. 
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Migration from L2F-Based
VPN

Migration from L2F-Based
VPN

Some Service Providers implement VPN by ingenious
application of PPP forwarding (L2F or L2TP), even for
fixed serial links:

• PE routers act as Network Access Servers, forwarding
PPP frames from CE routers to the hub CE router

• Hub CE router acts as home gateway, processing IP-
encapsulated PPP frames

MPLS/VPN backbone

PE routerPE router CE router
Hub site

CE router

CE router
L2F tunnel

 

Faced with the complexities of IPSec or scalability issues of GRE tunnels, some 
Service Providers have started providing VPN service based on PPP forwarding 
technologies (Layer 2 Forwarding – L2F or Layer 2 Transport Protocol – L2TP). 
In these implementations, PE routers act as Network Access Servers (NAS), 
forwarding PPP frames received from point-to-point links between PE and CE to 
the central customer router, which acts as a home gateway.  

Note When using this VPN implementation method, all the traffic from a particular site 
has to reach the customer home gateway first to be analyzed and forwarded to 
another site. The customer home gateway thus acts as a transit site between all 
customer sites. 
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Migration from L2F-Based
VPN

Migration from L2F-Based
VPN

MPLS/VPN backbone

PE routerPE router CE router
Hub site

CE router

CE router
L2F tunnel

Deploy MPLS/VPN at central site

Install new physical link or enable Frame Relay
on existing link and configure two subinterfaces

Migrate a site to MPLS/VPN

Stop L2F function on an interface (disable PPP
authentication). Migrate the PE-CE link to VPN,
establish VPN routing

There is no smooth migration strategy from L2F-based VPNs

 

The migration of a customer using L2F or L2TP as the VPN-enabling technology 
toward MPLS VPN follows the same generic steps as the migration of a customer 
using GRE tunnels. This migration, however, is not as smooth as the migration of 
other customer types for these reasons: 

n Frame Relay encapsulation cannot be configured on the link toward the 
migrated site as this would break the existing VPN connectivity. 

n L2F or L2TP tunnel cannot be reestablished once the customer site has been 
migrated to the MPLS VPN backbone as the tunnel originates on the PE 
router (and thus in global address space), not on the CE router as IPSec or 
GRE tunnels do. 

The migration of an individual site thus has to be performed in a single step. The 
VPN connectivity between the migrated site and the transit site will only be 
established after the routing protocol has been started between the PE router and 
the CE router of the migrated site and the routes have been propagated across 
MPLS VPN backbone. 
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Migration From Unsupported
PE-CE Routing Protocol

Migration From Unsupported
PE-CE Routing Protocol

Generic migration strategy:
• Use BGP as the PE-CE routing protocol

• Redistribute customer routes into BGP on CE routers. These
routes will appear as EBGP routes on other CE routers and will
always take precedence over any IGP routes

Be careful to follow proper transition steps to avoid routing loops

MPLS/VPN backbone

Frame Relay backbone

WAN switch WAN switch
CE router

CE router
Hub site

PE routerPE router

CE router EIGRP

E
IG

R
P

E
IG

R
P

EIGRP is not supported as 
a PE-CE routing protocol

 

The previous migration scenarios have covered the replacement of virtual point-to-
point links implemented with a variety of VPN technologies with the MPLS VPN 
service. None of them considered migration of a customer that is using a routing 
protocol not supported as a PE-CE routing protocol by Cisco IOS MPLS VPN 
implementation between the customer sites. IP routing protocols currently not 
supported as PE-CE routing protocols are IS-IS, EIGRP and RIP version 1. 

Note OSPF is a supported PE-CE routing protocol.  However, its CPU requirements, 
memory usage and the need to have an independent OSPF process for each 
Virtual Routing and Forwarding (VRF) table limit its usage to special cases.  

The routing protocol not supported as a PE-CE routing protocol cannot be used 
between the CE-routers and PE-routers when the customer is migrating to an 
MPLS VPN backbone. The routing between CE-routers and PE-routers has to be 
migrated toward a supported protocol, while the customer can still retain the 
previous routing protocol within each individual site. 

The routing protocol migration is independent of physical connectivity migration and 
can be performed in parallel. Furthermore, the same migration steps can be used 
regardless of the VPN technology currently used by the customer. 
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In the example discussed here, the customer is using EIGRP protocol everywhere 
in the existing VPN network: 

n At the central site to distribute routes to other routers located at the central 
site. 

n At all the other sites to exchange routes between routers located at these sites. 

n Between the sites over the VPN backbone. 

Whenever you need to change routing protocol during the migration toward an 
MPLS VPN backbone, BGP should be used as the target routing protocol between 
CE-routers and PE-routers as the administrative distance of EBGP is lower than 
the administrative distance of any other protocol, guaranteeing that the IP routing 
tables are always built from BGP information. Additional BGP attributes can also 
be used to prevent redistribution loops during the migration. 

Note Migrating from one routing protocol to another usually involves complex two-way 
redistribution that can easily result in routing loops. Make sure that you closely 
follow the steps in this example to prevent them. 
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Migration From Unsupported
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WAN switch WAN switch
CE router
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CE router
Hub site

PE router

CE router EIGRP

E
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P
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Establish PE-CE
connectivity BGP

Run BGP between PE
router and CE Hub router

Configure two-way
redistribution between

BGP and EIGRP

PE router

 

As the first migration step, BGP is established between the CE routers of the 
transit sites and the corresponding PE routers. Two-way redistribution between 
BGP and EIGRP is configured on the CE routers at transit sites. This ensures 
propagation of EIGRP routes (received from non-migrated sites) to MPLS VPN 
backbone as well as propagation of routes received from the MPLS VPN 
backbone via BGP to other EIGRP-speaking routers. 

Note Originating default network from the CE router into the EIGRP is better than 
redistributing BGP routes into EIGRP. However, this approach might not be used 
in all networks, particularly when the customer already has a different default 
route, for example toward the Internet. 
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Establish PE-CE
connectivity

BGP

Run BGP between PE router and CE Spoke router. CE
Spoke router receives VPN routes over BGP. Traffic from
the CE Spoke router already flows over MPLS/VPN core

Disable EIGRP over Frame Relay and then configure two-
way EIGRP-BGP redistribution on CE Spoke router.

Follow these steps precisely - danger of a routing loop

PE router

 

The next routing protocol migration steps are performed during migration of 
individual sites. In the first migration step, BGP is established as the PE-CE routing 
protocol. No route redistribution is configured. 

At this moment, the CE-router of the migrated site receives all VPN routes as 
BGP routes sent by the PE-router. It also receives all VPN routes as EIGRP 
routes sent by the hub CE-router over the existing Frame Relay link.  The EBGP 
routes received from the PE-router take precedence over EIGRP routes received 
over the old link due to lower administrative distance of EBGP routes. Traffic from 
the migrated site to all other sites starts flowing across the MPLS VPN backbone, 
resulting in asymmetrical routing. 

When the exchange of BGP routes is verified, EIGRP has to be disabled on the 
link between the CE router under migration and the old VPN backbone. Only 
when the migrated CE router is isolated from the rest of the EIGRP network is it 
safe to configure two-way redistribution between EIGRP and BGP. 
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Summary 
After you have deployed an MPLS VPN backbone in your network, you might 
want to migrate existing VPN customers to the new backbone to minimize your 
operational costs. The migration usually has to be performed in a gradual and non-
disruptive way. 

The steps necessary to migrate a customer to the new backbone vary based on the 
VPN technology used by the customer. However, the following principles apply to 
most of the migration strategies: 

n Select a site (or a few sites) to act as a transit point between the old and the 
new VPN backbone. 

n Connect the transit sites to the new VPN backbone. 

n For every other site, establish connectivity with the new VPN backbone, test 
routing information exchange and then disable connectivity with the old 
backbone. 

During the migration process, all the traffic between the migrated and non-
migrated sites will flow over the transit sites. All migrated sites will, however, 
already enjoy the benefits of MPLS VPN – routing between them will be optimal. 

Sometimes you have to change routing protocol the customer was using between 
sites during the migration to MPLS VPN as the customer might be using a routing 
protocol that is not supported as PE-CE routing protocol by the MPLS VPN 
implementation. In this case, it is strongly recommended that you use BGP as the 
routing protocol deployed between PE-routers and CE-routers and closely follow 
the steps outlined in the last example of this section to prevent routing loops. 

Review Questions 
n What are the steps in overlay VPN customer migration toward MPLS VPN? 

n What are the necessary steps in layer-3 VPN customer migration toward 
MPLS VPN? 

n Which protocol should you use as the PE-CE routing protocol when migrating 
customers are using EIGRP as their VPN routing protocol?  

Chapter Summary 
After completing this chapter, you should be able to design the following migration 
strategies for MPLS VPN deployment:  

n Infrastructure migration strategy for existing IP backbones 

n Phased migration strategy for pilot MPLS VPN service 

n Migration strategy for customers using layer-2 overlay VPN solutions (Frame 
Relay or ATM) 
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n Migration strategy for customer running layer-3 overlay VPN solutions (GRE 
tunnels or IPSec) 
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Review Questions and Answers 
Infrastructure Migration 

Question: How can you minimize the effect of core migration to MPLS for 
regular IP traffic? 

Answer: Use conditional label advertising. 

Question: Can you allocate labels only to PE loopback addresses if you are using 
an ATM core? 

Answer: Yes, with conditional label advertising. 

Question: What are the benefits of edge-first migration toward MPLS 
infrastructure? 

Answer: It is easier and quicker to implement. 

It enables clear separation of migration issues. 

It does not involve any IP reconfiguration of core devices in the network. 

Question: What are the drawbacks of edge-first migration toward MPLS 
infrastructure? 

Answer: When implemented with the GRE tunnels it suffers from encapsulation 
overhead. 

It has severe scalability constraints. 

It requires point-to-point links between islands of MPLS connectivity. 

Question: Which migration strategy is better suited for early MPLS VPN pilots? 

Answer: The Migration from Edge strategy. 

Question: Which migration strategy is better for a large-scale MPLS VPN 
rollout? 

Answer: The Migration from Core strategy. 

 

Customer Migration to MPLS VPN service 

Question: What are the steps in overlay VPN customer migration toward MPLS 
VPN? 

Answer: Remove the link to the overlay VPN after the last site has been 
migrated. 

Select one site to act as a central transit site during migration process. Migrate 
other sites step by step. Let the IGP take care of the changes in the VPN.  
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Connect the central site through a new virtual circuit or physical interface to the 
MPLS/VPN backbone and deploy the target PE-CE routing protocol. 

Question: What are the necessary steps in layer-3 VPN customer migration 
toward MPLS VPN? 

Answer: Announce the tunnel endpoints into the MPLS/VPN backbone. 

Select a site (or a few sites) to act as a transit point between the old and the new 
VPN backbone. 

For every other site, establish connectivity with the new VPN backbone, test 
routing information exchange and then disable connectivity (GRE tunnels) with 
the old backbone. 

When Frame Relay is used only in transition, revert to original encapsulation on 
the transit site, and put the interface into the new VRF.  

Connect the transit site to the new MPLS/VPN backbone via a dedicated link 
(or Frame Relay subinterface) and start PE-CE routing protocol. 

Question: Which protocol should you use as the PE-CE routing protocol when 
migrating customers are using EIGRP as their VPN routing protocol? 

Answer: BGP 
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Infrastructure Migration 

Review Questions 
n How can you minimize the effect of core migration to MPLS for regular IP 

traffic? 
Use conditional label advertising. 

n Can you allocate labels only to PE loopback addresses if you are using an 
ATM core? 

Yes, with conditional label advertising. 

n What are the benefits of edge-first migration toward MPLS infrastructure? 
It is easier and quicker to implement. 

It enables clear separation of migration issues. 

It does not involve any IP reconfiguration of core devices in the network. 

n What are the drawbacks of edge-first migration toward MPLS infrastructure? 
When implemented with the GRE tunnels it suffers from encapsulation 
overhead. 

It has severe scalability constraints. 

It requires point-to-point links between islands of MPLS connectivity. 

n Which migration strategy is better suited for early MPLS VPN pilots? 
The Migration from Edge strategy. 

n Which migration strategy is better for a large-scale MPLS VPN rollout? 
The Migration from Core strategy. 
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 Customer Migration to MPLS VPN service 

Review Questions 
n What are the steps in overlay VPN customer migration toward MPLS VPN? 

Remove the link to the overlay VPN after the last site has been 
migrated. 

Select one site to act as a central transit site during migration process. 

Migrate other sites step by step. Let the IGP take care of the changes in 
the VPN. 

Connect the central site through a new virtual circuit or physical 
interface to the MPLS/VPN backbone and deploy the target PE-CE 
routing protocol. 

n What are the necessary steps in layer-3 VPN customer migration toward 
MPLS VPN? 

Announce the tunnel endpoints into the MPLS/VPN backbone. 

Select a site (or a few sites) to act as a transit point between the old and 
the new VPN backbone. 

For every other site, establish connectivity with the new VPN backbone, 
test routing information exchange and then disable connectivity (GRE 
tunnels)with the old backbone. 

When Frame Relay is used only in transition, revert to original 
encapsulation on the transit site, and put the interface into the new VRF. 

Connect the transit site to the new MPLS/VPN backbone via a 
dedicated link (or Frame Relay subinterface) and start PE-CE routing 
protocol. 

n Which protocol should you use as the PE-CE routing protocol when migrating 
customers are using EIGRP as their VPN routing protocol?  

BGP 
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